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- 55 1 X (2000 ~)

» BINDHRFIE IP 7 RLRZIISREUTTERT
» BT ENRR, HEWebd—N-FTrSTIHREETS

T EHE: C¥Windows¥system32¥cmd exe — tracert —d 130.158.657 M=] B
B
C:¥>tracert -d 130.158.6.57 -
130158 8.7 ~L—FE R L—2ALTET, $Z2HT S8 JEiIEA 30 TT
1 <1 ms <1 ms <1 oms 10.132.48.67
Z 1 ms 1 ms <1 ms 10,132,292
3 Z ms Z ms 1 ms  140.206.7149.97
il 4 ms 3 ms 2 ms 140,206,149, 245
b 6 ms 4 ms 3ms 13922619677
b X * * BN ALTORLE L,
7 7§ oms I oms Toms 219.158.9.204
b 7 e 7 e T oms 19 TRE 97 94
9 * * * ERDFALTORLELL,
10 ¥ X * ERNR A LT LELL,
11 X * * B A LTI LE L
12 X X * ENIRALTORLE LI,
13 * * * ERDRALTORLELL,




+ 55 2 14X (2000 ~)

o 183 DNS. TCP. SMTP J\/ry " LEaFACl(CLD
R38R
o EEENARULN DNS LU TCP UM TERLY

TCP &=/

telnet 130.158.83.218 80

GET /search?q=%E5%85%AD%E5%9B%9B
HTTP/1.1

HOST: penguinl.cs.tsukuba.ac,jp




HERITS 177> PC

' Intel(R) PRO/1000

El} [Wireshark 1.8.3 (SVYN Rev 45256 from /trunk-1.8)] [Ei[=]

File Edit View Go Capture Analyze Statistics Telephony Tools Ihternals  Help

BEMAN BEXESE

S=
T

J
=

EEEEEE

Filter: | ip.addr==130.158.83.218

__ |Time [Source

vI Expression.. Clear Fpply  Save

[Destination

27831 17:
27850 17:
27851 17:
27855 17:

1.597191000
. 651964000
. 651993000
. 658501000

10.132.48.3
130.158.83.218
10.132.48.3
10.132.48.3

27883 17: . 741053000

. 786024000

10.132.48.3
130.158.83.218

il

|Protocol _|Leneth _[Info

TCP 66 64414 > http
TCP 66 http > 64414
TCP 54 64414 > http
TCP 55 [TCP segment

130.158.83.218
10.132.48.3

130.158.83.218
130.158.83.218

[SYN] Seq=0 win=8192 Len=0 MS55=1460 WS
[SYN, ACK] Seq=0 Ack=1 win=8192 Len=0
[AcK] Seq=1 Ack=1 wWin=65536 Len=0

of a reassembled PDU]

130.158.83.218 117 GET /search?q=%E 5%85%AD%E 5%9B%98 HTTP/1.1
60 http > 64414 [RST] Seq=1 Win=964096 Len=0

# Frame 27883: 117 bytes on wire (936 bits
# Ethernet II, Src: Vmware_81:41:4d (00:50
# Internet Protocol Version 4, src: 10.132
# Transmission Control Protocol, Src Port:
# [2 Reassembled TCP Segments (64 bytes):
=l Hypertext Transfer Protocol
-l GET /search?q=%E5%85%AD%E5%9B%98 HTTP/
# [Expert Info (Chat/Sequence): GET /s
Request Method: GET
Request URI: /search?q=%E5%85%AD%E' o
Request Vversion: HTTP/1.1
HOST: cn.bing.com\r\n
\r\n

[Full request URI: http://cn.bing.com/

Frame (117 bytes) Reassembled TOP (64 bytes) |
;7 [ HTTP Request-URI (httprequesturi), 28 bytes | Packets

HAAS—/){-PC

I Microsoft Corporation: ¥Device¥NPF_{55DC283B-1CDE-44DF-A3B2-7BEE98411646} [Wireshark 1.8.3 (SVN Rev 4... BEEIES
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B BEEXEE AcersanTLIEE QQQR @EMB %

Filter: | ip.addr==140.206.86.76 v Clear Apply

isi

Expression... Save

No.
437
438
439
440

Destination
130.158.
140. 206.
130.158.
130.158.

Time Source
. 2581490 140. 206.
.2582020130.158.
. 3114200 140. 206.
. 3178830 140. 206.

Protocol Length Info

TCP 66 64414 > http [SYN] Seq=0 wWin=8192 Len=0 MS5=1460 WS=256
TCP 66 http > 64414 [SYN, ACK] Seq=0 Ack=1 wWin=8192 Len=0 MSS=
TCP 60 64414 > http [AcK] Seg=1 Ack=1 Win=65536 Len=0

TCP 60 [TCP segment of a reassembled PDU]

.3998610 140.
.4017760 140.

117 GET /search?q=%E5%85%AD%E5%9B%98 HTTP/1.1
60 64414 > http [RST] Seg=65 Win=16594688 Len=0

Frame 442: 117 bytes on wire (936 bits), 117 bytes captured (936 bits) on interface 0
Ethernet II, Src: Nortel_14:a2:0f (00:1a:8f:14:a2:0f), Dst: Microsof_01:41:0d (00:15:5d:01:41:0d)
Internet Protocol Version 4, src: 140.206.86.76 (140.206.86.76), Dst: 130.158.83.218 (130.158.83.218)
Transmission Control Protocol, Src Port: 64414 (64414), Dst Port: http (80), Seq: 2, Ack: 1, Len: 63
[2 Reassembled TCP Segments (64 bytes): #440(1), #442(63)]
Hypertext Transfer Protocol
- GET /search?q=%E5%85%AD%E5%9B%98 HTTP/1.1\r\n
+# [Expert Info (Chat/Sequence): GET /search?q=%ES5%85%AD%ES5%9B8%98 HTTP/1.1\r\n]
Request Method: GET
Request URI: /search?q=%E5%85%AD%E 5%9B%98B
Request Version: HTTP/1.1
HOST: cn.bing.com\r\n
\r\n
[Full request URI:

http://cn.bing. com/search?q=%E 5%8 5%AD%E 5%9B8%98B |

Frame (117 bytes)| Reassembled TCP (64 bytes)
@

HTTP Request-URI (http.request.uri), 2--- | Packets: 1260 Displayed: 7 Marked: 0 Dropped: 0 Profile: Default
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GET /search?q=democracy

M

HTTP BODY HTTP BODY

BEEC

TCP/IP Black

Payload Keyword
Processor ~ Database
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v
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ITCP RST ;

Source IP
Spoofing
Server




DNS SEE&45

o EWE: C¥Windows¥system3d2¥emd exe — nslookup M=l E3
> twitter.com. |
t—ti—:  zoozle-public-dre-a. zoogle. com

Address:  8.8.8.8

FEFRT I [0S

22 i twitter.com

Address:  59.24.3.173

> twitter. com.

t—)i—:  google-public-dns-a. goozle. com

Address:  8.8.8.8

FEFRMTIL O]

22 i twitter.com

Address:  37.61.54.158

> twitter. com.

t—)i—:  google-public-dns-a. goozle. com

Address:  8.8.8.8

FEROTILEE:
22 i twitter.com
bddress:  37.61.54.158

>




B934 7> hPC

7 Intel{R) PRO/1000 MT Network Connection: ¥Device¥NPF_[C995C203-4743-40B3-A58D-742B828F2D0E} [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)] [Hi[=] B3

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

BeeeN BEEXEE AceraTEL/BE QAQAA | @B B

Filter: lipaddr==l3[l.158.83.218 LI Expression.. Glear fpply Save
[Destination [Protocol_[Leneth _[Info

No. _ (Time |Source

8166 17:28:52.367949000 130.158.83.218 10.132.48.3 DNS 87 standard query response 0x003a A 59.24.3
8171 17:28:52.399875000 130.158.83.218 10.132.48.3 135 standard query response 0x003a A 199.59.149.198

I Microsoft Corporation: ¥Device¥NPF_{55DC283B-1CDE-44DF-A3B2-7BEE98411646} [Wireshark 1.8.3 (SVN Rev 4... [=[9]

@ Frame 8166: 87 bytes on wire (696 bits), File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
# Ethernet II, Src: Cisco_5f:26:5F (6c:20: o i R o . ‘
@ Internet Protocol Version 4, src: 130.15 S @ B @ &l EE X2 E A 929 TF L QeQB EE®m¥% O
¥ User Datagram Protocol, Src Port: domain Filter: | ip.addr==140.206.86.76 MExpression... Clear Apply Save
-] Domain Name System (response) =
[Request In: 8157]
[Time: 0.036163000 seconds]
Transaction ID: 0x003a
# Flags: 0x8180 standard query response,
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
# Queries
= Answgrs Fram 2 n wir i u r i n inter
@ twitter.com: type A, class IN, addr Etaesnz’ts Ii?sss)c'fe:igros;fioﬁgls.%?;;g:1%?2d?£?§1?83;? ggtflzggtzjlzls.i:22:;ftiog?§§:gf:14:aZ:Of)
0000 00 50 56 21 4d 6¢ 56 5F Internet Protocol Version 4, sSrc: 130.]_.58.83.218 (130.158.83.218), Dst: 140.206.86.76 (140.206.86.76)
User Datagram Protocol, Src Port: domain (53), Dst Port: 57862 (57862
0010 00 49 95 00 00 36 de e pomain Na?\e System (response) e : -

0020 30 03 00 35 e2 06 00 ef 3a ysEe

0030 00 01 00 00 00 00 07 77 74 IRequest 1n: 241

0040 6f 6d 00 01 00 O1 oc 00 [Time: 0.000095000 seconds]
2Py Transaction ID: 0x003a

nNEN £C NN _NA 1Q N2

@ 7| File: “C¥Users¥CNPXAD™ 1¥AppData¥localé= | Packet- Flags: 0x8180 standard query response, No
_— Questions: 1

Answer RRs: 4

Authority RRs: 0

Additional RRs: 0O

Queries

Answers

= twitter.com: type A, class IN, addr 199.59.149.198
Name: twitter.com

No. Time Source Destination Protocol Length Info

la 8f 00
79 80
4c 00

H &Y —)C—PC o a1

7| File Profile: Default




Government's Firewall
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tap

DNS Query: www.twitter.com

— < i

e — " ]
‘ DNS Reply: 199.59.150.7 DNS Reply: 199.59.150.7

Source IP DNS

Spoofing  DNS Packet  pj5ck-ist
Server Processor

=




2014/1/21 (c GFW @ DNS

frl'\-\

'1“‘ZQILJ‘|:|/

> www.yahoo.com. :
google-public-dns-a.google.com

H—yi—-

Address: 8.8.8.8 . L
File Edit

HEIROTL O : A8

HEEI: ds-fp3.wgl.b.yahoo. com

Address: 65.49.2.178

Aliases: www.yahoo.com

fd-fp3.wgl.b.yahoo.com

> www.ascii.co.jp.
*F—1i—: google-public-dns-a.google.com
Address: 8.8.8.8

FEFRDAI O -
HERI: Www.ascii.co.ip
Address: 65.49.2.178

> www.tsukuba.ac.jp.

*F—1i—: google-public-dns-a.google.com
Address: B8.8.8.8 |
PR O

BRHI:  www.tsukuba.ac.jp

Address: 65.49.2.178

> WwwW.microsoft.com.

+—Ji—: google-public-dns-a.google.com
Address: 8.8.8.8

FERRMD g, [OFE

R 1b1.www.ms.akadns.net

Address: 65.49.2.178

Aliases: www.microsoft.com

toggle.www.ms.akadns.net
E . .ms . akadns.net

AT L CEPENFEE

FACTA:

HOME  ARCHIVES

FREE

OSAL | A= | S B88 | A3 RICD0T

BLOG SHARE FORUM

hEA Ry FRR IBEES CEH-FRLME

2014 3RS

A




'EE 3 {4 (20144F6H~)

1
Hz

EEk
e & L2 A(wF®D TCAM (Ternary CAM) HanBu\LSIcT 38
180 #REDH ACL Z1EAIBFEZRHFE

JEH”GETF 7Ro AEDEI IP J

7 RUZANDEIRY I ILAU> D

o B H: C¥Windows¥system32¥cmd exe — tracert —d 130158657

Cr¥rtracert -d 130.158.6.57

130,198,657 ~aL— &R L—ALTLET, EHT &hy JHIsA 30 TT

1
1
1
1

B D — T DD DD ] T O] e DD D —

<
<

10.132.48.62
10.132.29.2
140,206, 149,97
140,206,149, 245
139,226,196, 77

EFDIRA LT LE LT,

219.158.9.209

719,158 97 94

EFRN A LTI LE L.
ERN A LTI LELL.
TR A LTI LELI
EFRNRA LTI LEL.
EFRNZA LTI LELI,

12



Administrator: C:¥Windows¥system32¥cmd exe

=] B3

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from
from

60.42.117.1686:
60.42.117.1686:
60.42.117.1686:
60.42.117.186:
60.42.117.1686:
60.42.117.1686:
60.42.117.1686:
60.42.117.1686:
60.42.117.186:

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

time=86ms
time=85ms
time=93ms
time=97ms
time=99%ms
time=95ms

TTL=187
TTL=187
TTL=187
TTL=187
TTL=187
TTL=187

time=101ms TTL=107
time=93ms TTL=187
time=102ms TTL=107

Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request

timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed
timed

out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.

Administrator: C:¥Windows¥system32¥cmd exe

Request timed
Request timed
Request timed
Request timed
Request timed
Request timed
Request timed
Request timed
Request timed
Request timed

o500

Request timed
Request timed
Request timed
Request timed
Request timed

out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.
out.

180 #LRICIT
i

Reply from 60.42.117.106:
Reply from 60.42.117.106:

bytes=32
bytes=32

time=112ms TTL=107
time=73ms TTL=107

Reply from 68.42.117.1086: bhytes=32 time=%1ms TTL=187
Reply from 68.42.117.106: bytes=32 time=1802ms TTL=187

Request timed out.

Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:

bytes=32
bytes=32
bytes=32
bytes=32

time=78ms TTL=187
time=87ms TTL=187
time=100ms TTL=1807
time=103ms TTL=187
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0
10.132 48.62

10.132 29.2
140.206.149.97
140.206. °49.245
139.226.196.77
112.64.7°43.81

219.15¢.6.93

219.158.100.198

219.158.19.202
219.158.702.106
0
219.158.33.50
89.149.786.185

173.241. .29.142

205.251.229.185

0
216.182.236.113

A 4

54.241.242.69
(traceroute 5&

4% 1P)

IIJ GIO CHINA A/RAN (traceroute 7T)
140.206.86.78

0
10.122.48.62

10.132.29.2
140.2v6.149.97
140.2€5.149.245
139.2.6.196.77
112.€4.243.81
219..58.6.93

219.158.100.190

219.158.11.22

219.158.96.254
219.178.25.114
0

219.158.33.50

89.149.184.150

173.241.129.142

205.251.229.147
205.251.229.233
0

216.182.236.111

54.241.242.70
(traceroute 5t

BE3E 1P)

10.137.48.62

10.122.29.2
140.206.149.97
140.20€ .149.245

139.22v.196.77

219.153.9.209
219.158.100.190

e
X

54.241.242.71
(traceroute 5%

AR 1P)

0
10.137.48.62

10.132.29.2

140.206.149.97

140.206 149.245

139.22(.196.77

139.22F.193.41

219.1!8.6.93

219.158.100.198

219.153.11.30

219.15..19.170

219.15°.102.98

219.153.33.50

89.149.184.150

173.241 129.142

205.251.229.185

216.182.236.113

54.241.242.72
(traceroute 5&

4% 1P)

IIJ GIO CHINA
Private IP

AS17621
(China Unicom
Shanghai network)

AS4837
(China Unicom
Backbone)

AS3257
(Tiscali
International)

AS16509/
AS14618
(Amazon.com, Inc.)

22
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GFW Ds%E/a7EA

« B4 ISP (CEFZULTCUVWAEA ISP (3EXE L, LUTFOE

Bt 3 fL0Dd,

« China Unicom (FREELE)
AS4837 NIC GFW Z&%iE

« China Telecom (FREEB1E)
AS4134 ANIC GFW Zi&% &

 China Mobile (FE##))
AS8453/AS9394 ANIC GFW ZixiE

o TOMMAFTALRES

« AS4538: China Education and Research Network
Center). AS37944 (CHINA SCIENCE AND
TECHNOLOGY NETWORK &85 ISP (CiBEfEULTULS

» PEEROTRIBEHRILERCLDEFREIHROFEF DR
STDOSRAFEL T, GFW Zi2HUiEHiEH T I TOD0
CIEIRLWDN?
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VPN Gate

http://www.vpngate.net/

A Volunteer-Organized Public VPN Relay System
with Blocking Resistance for
Bypassing Government Censorship Firewalls

Daiyuu Nobori and Yasushi Shinjo

Department of Computer Science,
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[ntroductior

 Censorship firewalls restrict Internet access.
* Great Firewall of China (GFW) is well-known.

 Using relay servers is a popular way to
bypass government firewalls.

 Public relays help people behind firewalls
to access to the free Internet.
e Public VPN services
* Open proxies
 Tor nodes



Existing problem of public relays

* The censorship authority can easily find
public relays and block them soon.

VPN relay server
‘ -

3 9.10.11.12
4 130.158.6.51



Achieving blocking resistance is difficult

* Blocking resistance:
« Web MIXes [Berthold 2001]
» Ignoring the Great Firewall of China [Clayton 2006]
 Infranet [Feamster 2002]

» Thwarting web censorship with untrusted messenger
discovery [Feamster 2003]

* How to achieve blocking resistance for existing systems
enabling anonymous web surfing [Kopsell 2004]

* Blocking activities by censors:
* Great Firewall Tor probing Circa 09 [Wilde 2011]
« How the great firewall of china is blocking Tor [Winter 2012]



Our Goal of VPN Gate

* Make a public VPN relay system with
strong blocking resistance against
censorship firewalls.

* We have chosen the Great Firewall of
China as the first primary target.

e Because GFW is the most advanced
large-scale firewall.



VPN Gate’s approach

1. Organize thousands of volunteer relays.
e Authorities must block all IP addresses.



How we organize volunteers

Register to Server List
VPN Gate PN Gate Serve

List Server / (Volunteers)
A
Server
List
GET
p/

GET
Yy
GFW
Authority |
ﬁ x1
VPN client Destination
(e.g. Twitter)

Server List




VPN Gate’s approach

1. Organize thousands of volunteer relays.
e Authorities must block all IP addresses.

2. Innocent IP mixing technique.
* Enforce authorities to probe all IPs.



Innocent IP mixing

- Innocent IP MixXing

Mix:to Server List

Innocent IP
(e.g. DNS root server)

PN Gate Serve
(Volunteers)

m.root-servers.net

202.12.27.33
A
Server
List

GET
Server List

* Windows Update
* |Tunes Store
 Gmail SMTP MX

'i"':"'S'e'r\'/y;/

GFW
Authority
O
Destination

(e.g. Twitter)



Probing activities by censors

Innocent IP Mix to Server List
(e.g. DNS root server) Register to Server List

VPN Gate PN Gate Serve
List Server (Volunteers)

A
Server
List

VPN connect reat

| O

PN [

Response

Authority

(0]

Destination
(e.g. Twitter)
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VPN Gate’s approach

1. Organize thousands of volunteer relays.
e Authorities must block all IP addresses.

2. Innocent IP mixing technique.
* Enforce authorities to probe all IPs.

3. Collaborative spy detection technique.

* Disallow authorities to complete the probing
task.

11



Collaborative spy detection

Mix to Server List

Innocent IP
(e.g. DNS root server)

Register to.Server List

PN Gate Servel

VPN Gate
List Server

A
Server
List
onnect request

Exchange information
to block probe packets

JIE

Destination
(e.g. Twitter)

12



Implementation

13



How to increase the number of
VPN Gate volunteer servers

* [nstallation of the relay program must
be easy.

e [t allows casual users to become
volunteers.

* The relay program must support
running pehind NATs.

e /0% of volunteers are behind NATs.

14



The VPN Gate Server progra

| VPN Gate Service Control Pan [

e J

= . An Academic Experiment '
@ Graduate School of
University of Tsukuba, Japan.
wwnwy tsubkuba.acjpfenglish/

(1 Tube!

VPN Gate Client Target Servers
omestic Internel v.vpngate.net ) < Interned

Join the VPN Gate Academic Research Project? | Browse httpy/fwwwpngate.net/ ..

VPM Gate is an academic experiment for the research on the 'Distributed Public VPM Relay Server’ technol
erated at the Graduate Sche on University of Tsukuba, Japan. V|

ervices running on Public v .elay Servers, and enjoy unrestricted Internet access via the WPM

5 will be replaced t
Y Ga’rP [IiPn’r User w |II Ln= able to L

n if your n:n:-rruputer is on the prl-. ate ry corpo nra’rn=
te IP addresses will not be permitted to pass via the VPN Gate

I | QK | l

L----




VPN Gate Server supports:

* Multi-VPN pI’OtOCO|S\ Based on our another project
« | 2TP/IPsec SoftEther VPN Server
* OpenVPN — http://www.softether.org/
* Microsoft SSTP
e SSL-VPN

 NAT Traversal

 Universal Plug & Play
» UDP hole punching




VPN Gate List Server (directory server

Apply search filters: V] softEther VPN (SSL-VPN) [ L2TP/IPsec [Vl OpenvPN W1 MS-SSTP |

You must specify the IP address of the destination VPN Server, instead of DDNS hostname (.opengw.net) if you are under censorship.

The 5582 Public VPN Relay Servers by volunteers around the world.
You may connect to any of these VPN servers with: Username: 'vpn', Password: 'vpn'.

Refresh Servers List

| {Add your VPN server to this

Do you want to parse the below HTML table? Instead you can use CSV List to make your own VPN Gate client app.

Country
[Physical location)

vpn531776102.0pengw.net

133.209.98.57
(FLL-133-203-98-57 tky. mesh.ad jp)

IP / FQDN

Country

&

&
..G'
Korea Republic of

Wiet Nam

United States

vpn169867300.0pengw.net
211.217.143.231

vpn362434417.0pengw.net
58.187.9.15

(zdsl-dynamic-pool-xe.fprvn)

vpn5399206453.0pengw.net
50.135.106.72

[c-50-135-106-72 hzdl wa.comcast.net)

VPN sessions
Uptime
Cumulative users

50 sessions
11 hours
Total 33,041 users

Status

30 sessions
17 hours
Total 5,245 users

3 sessions
1 days
Total 4,338 users

32 sessions
1 days
Total 12,528 users

Line quality
Throughput and Ping
Cumulative transfers
Logging policy

189.59 Mbps
Fing: 37 ms

3,853.09 GB
Logging policy:
2 Weseks

Speed

80.80 Mbps
Ping: 41 ms

268.35 GB
Logging policy:
2 Weeks

18.41 Mbps
Fing: 22 ms

15.01 GB
Logging policy:
2 Weeks

15.00 Mbps
Ping: 17 ms

189.55 GB
Logging policy:
2 Wesks

SSL-VPN
Windows
[comfortable)

vV

SS5L-VPN
Connect guide
TCP: 1648

DP: Supported

VPN
vV

SSL-VPN
Connect guide
TCP: 1403
UDP: Supported

L2TP/IPsec
‘Windows, Mac,
iPhone, Android
Na client required

4

SSL-VPN
Connect guide
TCP: 1680
UDP: Supported

4

S5L-VPN
Connect guide
TCP: 1899
UDP: Supported

OpenVPN
Windows, Mac,
iPhone, Android

vV

OpenVPN
Config file
TCP: 1548
UDP: 1646

orotocols

vV

OpenVPN
Config file
TCP: 1403
UDP: 1463

4

OpenVPN
Config file
TCP: 1680
UDP: 1762

Vv

OpenVPN
Config file
TCP: 1899
uDP: 1271

SCOres

Volunteer operator’'s nam
{+ Operator's message)

Mo dient required

By kohdalNECuser-PC's owl
er
MS-S5TP
Connect guide

S5TP Hostname |

vpn331776102.

\/ By c247173069e740c’s ownd
r

MS-SSTP
Connect guide

SSTP Hostname :
vpn169867300.0
pengw.net: 1403

vV

MS-S5TP
Connect guide

By Admin-PC’s owner

SSTP Hostname :
vpn362434417.0
pengw.net: 1680

4

MS-S5TP
Connect guide

By MTR-PC's owner

SSTP Hostname
vpn559906453.0
pengw.net: 1899

Calculated

Score
(Quality)

531,864

508,506




VPN Gate Client for Windows

* One click to connect to a VPN Gate
Server.

L WPN Gate Academic Experimental Project Plugin for SoftEther VPN Clien
Academic ect at University of Tsukuba, Japan. W

. VPN Gate Public VPN Relay Servers

Gain freedo Internet by using VP a Pul M Servers provided nteers abound : riﬁdE""'-
! r local malfunctioning fir ' cl , ide your IP address safely. Web Site

99 Public VPN Relay Servers on the Earth! (Updated at 2014-03-16 15:13:08)

et Nam
a Republic of
United &

2d

REVTREY ]

1 hours

h higher Line Speed [measured ) and smaller Ping result are usua re comfortable to use.
hare normally unreachable from u use VPM servers that are no ur area.

-

Connect to the VPN Server

Implemented as a phg-in for SoftEther VPN, {c) VPN Gate Project at University sukuba, Japan.
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VPN Gate Clients for iOS and Androi
by 3rd parties

G & il 83% @ 16:03
G) EasyOvpn

Select server 16:02, 3/16/2014 I

Y h K
@. South Korea

- ; Edl TCP (112.155.12.142:1220)
42.124.126.7 (public-wifi.softether.jp)

WiFi - IBARAKI
OpenveN lr.*& South Korea
®

) g8 TCP (183.104.230.106 : 1780)
weem Indonesia
I 'P: 36.70.85.67 X L# United Kingdom
36.70.85.67 A TCP (86.179.48.170: 1788)
OpenVPN
A L# United Kingdom
:gr?;lsg SRR ZIIS TCP (82.43.93.8: 1504)
87.69.108.144
PXY South Korea
UEenviH +9, TCP (147.46.146.110 : 995)

Israel :
IP: 5.28.171.232 +* Vietnam

5.28.171.232 UDP (113.182.146.106 : 10915)

OpenVPN .
United States

TCP (70.173.180.104 : 995)

Mexico

IP: 187.240.66.63

customer-XAL-66-63.megared.net.mx * Vietham
OpenVPN TAD (1921002 12 - 126492\

L. B EY B
New Zealand —+44-¢ . Q Q . @
" IP: 222.153.234.93 w M ¥ Q Q L A
20126—:3;&234793 Jjetstream.xtra.co.nz g Q A < :

| po @ =

19



Launched on March 8, 2013
http://www.vpngate.net/

vpngate.net: VPN Gate Public VPN Relay ...

Edit View Favorites Tools Help

y v Pagev Safety~ Tools~ @~ €

Public VPN .Relay Servers

VPN Servers List What is VPN Gate How to Connect Download  JoinUs  Forum  Mirror Sites  Languages

Follow @vpngate

-_—

. VPN Gate

- An academic experiment
Firewall BT RN alay

Out of order Public VPN rel:

by unknown

Nﬂ! You(T)

VPN Gate Client Target servers
0 stic internet ) )
Free Access to World Knowledge Beyond Government's Firewall.
Your IP: 59x121x46x62.ap59.ftth.uxcom.jp (27.121.46.62)
®
Your country: Japan

Let's change your IP address by using VPN Gate!

& Welcome to VPN Gate. (Launched on March 8, 2013.)
- You can get through your government's firewall to browse restricted websites.

ouTube.) —~
- You can disguise your IP address to hide your identity while surfing the Internet. :J SOftEth er VP N
Su 2

- You can protect yourself by utilizing the strong encryption while using public Wi-Fi. More
Detail

Supports Windo , iPhone, iPad and And

VPN Gate is based on SoftEther VPN, a multi-protocol VPN server.

Today: 2,105,134 connections, Cumulative: ,323,808 connections, Traffic: 5,415.22 TB.

-m-

VPN-18 0 mins ago) WM Taiwan

194,323,808 VPN connections from 220 Countries.

lorea Repubic of
38 (0 mins ago) ®: KoreaRepublicof ~ OpenVPN

**: Korea Republicof ~ OPenVPN

http://www.vpngate.net/en/
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The response of GFW authority

March 2013
\Y/[e]g

Sun Tue Wed Thu Sat

VG
Blocking servers | Started Launched | /

on the Server List | the automated @
3 4 | manually crawler tool 3

D @D, @ G0 G5

18 19 20~ 21 22 23
24 25 26 27 28 29 30
31 1 2 3 4 5 6

21



The authority developed the crawler

Chinese GFW Authority

‘ HTML Crawler
\ &

Table Parser
Running

24h
(every 5 mins)

body = Get("http://www.vpngate.net/");
servers_list = ParseTable(body);

foreach (server_ip in servers_list)

{
}

firewall.Insert(server_ip);

HTTP GET

|

Government's
Black-hole
Router

in Python

sessiang

seEsians

sessians

www.vpngate.ne
VPN Gate Servers
List HTML table

22



VPN Gate List Server access

ID Access Date

Client FQDN

URL

User Agent

3312453

3/23/13 7:40 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3312674

3/23/13 7:41 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3313385

3/23/13 7:45 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3313579

3/23/13 7:46 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3314469

3/23/13 7:50 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3314708

3/23/137:51 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3315395||

3/23/13 7:55 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3315642
3316252

3/23/13 7:56 PM
3/23/13 8:00 PM

ec2-50-16-163-135.compute-l.amazonaws.com
198-136-27-242.static.gorillaservers.com

3316383

3/23/13 8:00 PM

ec2-23-20-4-19.compute-1l.amazonaws.com

3316570

3/23/13 8:01 PM

ec2-50-16-163-135.compute-1l.amazonaws.com

3317306

3/23/13 8:05 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3317533

3/23/13 8:07 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3318339

3/23/13 8:10 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3318553
3319072

3/23/13 8:12 PM
3/23/13 8:15 PM

ec2-50-16-163-135.compute-l.amazonaws.com
198-136-27-242.static.gorillaservers.com

3319236|

3/23/13 8:15 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3319480

3/23/13 8:17 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3320192|

3/23/13 8:20 PM

ec2-23-20-4-19.compute-l.amazonaws.com

3320439

3/23/13 8:22 PM

ec2-50-16-163-135.compute-l.amazonaws.com

3321185

3/23/13 8:26 PM

ec2-23-20-4-19.compute-l.amazonaws.com

http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/cn/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/cn/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/

Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17




GFW authority was trusting our Server List
at this time

Chinese GFW Authority

‘ HTML Crawler
\ &

Table Parser
Running

24h
(every 5 mins)

body = Get("http://www.vpngate.net/");
servers_list = ParseTable(body);

foreach (server_ip in servers_list)

{
}

firewall.Insert(server_ip);

100 sessions

HTTP GET

0 sessions

- [p012]

m | google public DNS
3.8.8.8
W\

) VPN Gate Servers
overnment's .
Black-hole List HTML table

Router

r

1 Automatic -
1IP Blacklist |
1 Update

* This innocent IP address is an e><amp|e.24



GFW blocked the innocent IP in 30 mins

From the computer in China:

>ping 8.8.8.8

Pinging google-public-dns-a.google.com [8.8.8.8] with 32
bytes of data:

Reply from
Reply from
Reply from
Reply from
Reply from

Request
Request
Request
Request
Request
Request
Request

cO 00 OO OO OO
00 00 00 0O 0O
00 00 00 0O 0O
0 00 00 00 0O

timed
timed
timed
timed
timed
timed
timed

out.
out.
out.
out.
out.
out.
out.

S—

—

: bytes=32 time=159ms TTL=238
: bytes=32 time=143ms TTL=238
: bytes=32 time=141ms TTL=238
: bytes=32 time=148ms TTL=238
: bytes=32 time=144ms TTL=238

Great Firewall was
under our control !

* This innocent IP address is an example. 25



he GFW authority improved
the crawler to probe all IPs.

March 2013

Sun Mon |Tue Wed Thu ' Sat
VG

Blocked servers Developed Launched | /
on the Server List | 3utomated Canceled

3 4 (manually) Python crawler 8 all bloclqpgs

0 @, @ t@i @ (o {16
17 improvec (20) 21 22 23
Python crawler

ZZ with probing function 27 28 29 30 a
31 1 / 3 4 5 6




Collaborative spy detection avoids probing

1234
VPNGate ‘1234

b PN Gate

/ Server VPN Gate
ﬁ g e Server

The log analyzer detect spies by looking R ¢#

up source IPs matches to: ‘

1. A single IP address or IP subnet
connected to many VPN servers around
the same time.

2. The amount of data transfer is too small
or the duration is too short.

3. Mixing other complex algorithms.

See our papers for more details.

VgDetectSpy.cspr VgDetectSpy.sin
o




Collaborative spy detection works
effectively since April 24, 2013

Percentages of blocked VPN Gate servers by GFW

100 #7275

I
1
4 | PRl
90 \‘ i > 270,
80 | i1 We started ,'_I_ 17 \\
70 ]\ collaborative spy detection/ .I‘y - \
60 ‘\ /1 onApril 24, 2013. H times B
~=7 I togeta '
50 ] | 9 NSDI paper
40 Tl’y 5 : | reachable : i
- times | | server . GFW
20 togeta 1 \ g stopp.ed
e reachable; \ A blocking
| / PR ~
server \ N
O : \\n_fll ( )

\~~_ - _—"
3/31/2013 4/30/2013 5/31/2013 6/30/2013 7/31/2013 8/31/2013 9/30/2(
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Why GFW stopped blocking VPN Gate?
(hypothesis)

*In August we had 6,000 daily unigue
server [P addresses.

e 2,400 (40% of 6,000) new server IP addresses
everyday.
« 17,000 new IP addresses per week.

100%

* We supy
pF 80%

A

QG: reo%

« GFW € @¢
O S | T R—
e GFW Qaw " TTfmmmmmmmemmmem T ‘PN Gate.

0%

________________
-y
~
~

S S S S S S
N A A SO A\ AN AN A PN ORI CRPAG 29



Numbers of active VPN Gate Servers

Number of relays

Feb-2014

The Tor Project - https://metrics.torproject.orgf

30



400,000 daily unique client IPs, world wide

500,000
450,000
400,000
350,000
300,000
250,000
200,000
150,000
100,000

%) U
’1,0'\/ QY
\q,\

SNy
D B O
\,\q’\ '»\q’\ 'b\q’\



32,000 daily unigue client IPs from China

The Tor Project - https:/fmetrics.torproject.org/

15,000 73 times to Tor
10000 (estimated 2,500 users)

32



16,000 daily unique client IPs from Iran

18,000
16,000
14,000
12,000
10,000
8,000
500 Comparable to Tor
- (estimated 25,000 users
2,000

0

SR R R BN I B R N N\ N
r’)\cb\fl'Q b‘\q,\q’g %\cb\q’Q b\Cb\pr/\\%\q,Q Cb\q,\f\’Q c))\q,\f\'gr\lg\q,\q’g'\/ \/\q,\q’Q '\:L\cb\fl'Q '\/\%\,\9 q/\q,\q’Q%\q,\q’Q
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geria ,

76 g Latvia 975.3 GB

77 em Comoros 920.5 GB

Bl Korea Democratic People's Republic of 906.8 GB

11,002

12,655

79 %  Lebanon 852.5 GB

30 B Albania 821.2 GB

13,563

19,726




VPN Gate'’s total bandw

3,500 Mbps
3,000 Mbps
2,500 Mbps
2,000 Mbps
1,500 Mbps
1,000 Mbps

500 Mbps

0 Mbps

approaching to 3Gb

iath is

ON

35



Discussion and Conclusion

30



Comparison between Tor and VPN Gate

* Jor * VPN Gate

» 7,000 relays » 7,000 relays

* 2,500 unique * 32,000 unique
users from China users from China

* Port forwarding * VPN tunneling
(only TCP) (TCP/UDP/ICMP)

* Multi hops * Single hop

* Anonymizer * Not an anonymizer

e Limited FW * Strong FW
resistance resistance

https://metrics.torproject.org/ 37/



Conclusion

VPN Gate adopted the combination of the
three techniques

1.

Employ a large number of IP addresses
with frequently changing.
(by volunteeréd systém)

Enforce the censor to probe all IP
addresses in advance 1o block.
(by innocent IP mixing)

Make the censor difficult to perform
probmg. | |
(by collaborative Spy detection)

38



People help oversea people

VPN makes
friendship

People in
censored Internet

People in
free Internet

39
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