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Ox00,0xBA TLS_RSA_ WITH_CAMELLIA_128 CBC_SHAZLRE ¥ [BEECE83Z]
0x00,0xBB TLS_DH_DSS WITH_CAMELLIA_128 CBC _SHAZDE Y [BELSE3Z]
Ox00,0xBC TLS DH_RSA_WITH_CAMELLIA_128 CBC_SHAZSEG Y [BECS937]
Ox00,0xBD TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHAZHE6 Y [BECS932]
0x00,0xBE TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHAZEE Y [BEC5932]
ﬁﬁm \__LIJ"'. 128_CBC_SHAZS56 Y Hﬂ = *IJ N
256_CBC_SHAZDE Y % F
oo T TN T u.-\.,.._n_LI.-"R 256_CBC_SHAZEE Y . H ? 71
0x00,0xC2 T DH RSA WITH _CAMELLIA_256_CBC_SHAZSE [31:_1.;5_9_,12]
o
° TLS [DHE||RSA WITHJCAMELL[A 256|[CBC|SHA256
Ox00,0%ES ]TLS D‘H!rl:lﬂ WT""FAIUELLIA 256 CBC_SHAZSE ) |"/ |[Eﬂ.r_hﬂ-1ﬂ
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0xC0,0x01 | TLS_ECDH_ECDSA_WITH_NULL_SHA ¥ [EEC4452]
OO, 00 TLS_ECDH_ECDSA WITH_RC4 128 SHA M [BEC4492] [RECE34T)
0xC0,0x03 | TLS ECDH_ECDSA WITH_3DES EDE CBC SHA ¥ [REC4497)
O0xC0,0x04 TLS_ECDH_ECDSA_WITH_AES 128 CBC_SHA Y [REC4492]
0xC0,0x05 LS ECDH_ECDSA WITH_AES 256 CBC SHA i [BECA452)
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Model Name: MacBook Pro
Model Identifier: MacBookPro10,1
Processor Name: Intel Core i7
Processor Speed: 2.7 GHz
OpensSst 1.0.1) EERERIE (FF LYK L) Number of P?ocessors: 1

Total Number of Cores: 4

poh
L2 Cache (per Core): 256 KB
L3 Cache: 8 MB
Memory: 16 GB
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In most cryptographic functions, the key length is an important securty parameter. Both academic and private organizations provide
recommendations and mathematical formulas to approximate the minimum key size requirement for security. Despite the availability of these
publications, choosing an appropriate key size to protect your system from attacks remains a headache as you need to read and understand all these

papers,

This web site implements mathematical formulas and summarizes reports from well-known organizations allowing you to quickly evaluate the
minimum security requirements for your system. You can also easily compare all these technigues and find the appropriate key length for your
desired level of profection. The lengths provided here are designed to resist mathematic attacks; they do not take algorithmic attacks, hardware flaws,
atc. into account.

Lenstra and Verheul Equations (2000)
Lenstra Updated Equations (2004)
ECRYPT Il Recommendations (2012)
MIST Recommendations (2012)
AMSS| Recommendations (2010)
Fact Sheet NSA Suite B Cryptography (2013)

etwork Working Group RFC3786 (2004)

Date Hash (&) Hash (B} BSI Recommendations (2014)
SHA-1"" SHA-1
SHA-224 SHA-224 Compare all Methods
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-1
s SHA-224
2011 - 2030 12 3TDEA 2048 224 2048 224 ¥ SHA-256
SHA-384
: SHA-384
SHA-1
SHA-256 SHA-224 g kind authorization and commeants.
> 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256 | o Law Survey / Digital Signature Law Survey.
SHA-512 SHA-384 _
BHA-H12 'Copyright | Release Motes
SHA Sha 256
-384 A-256
>> 2030 192 AES-192 7680 384 7680 384 S B12 SUA G54
SHA-512
SHA-256 .
>>2000 256 AES256 15080 512 15380 512 SHAS12  SiAusa http://www.keylength.com/
SHA-512
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Cryptographic protocol Evaluation toward
Long-Lived Outstanding Security

HOME
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» QUALYS SSL LABS

@ QUA LYS SSL LABS Home Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please

note that the information you submit here is u = N r
AELI VN —EAS ! |

the test results, and we never will.
Domain name: Submit

Do not show the resulis on the boards

Recently Seen Recent Best Recent Worst

Ul badog,com meul.badoo.com A [rvcH=2 e i, oy riavd, com F
bancofalabella authorize. net A imagepeaksyaiama. com F
fp=l.com owa.fondsfinanz.de A- mail. downing=cowning. com F

https://www.ssllabs.com/ssltest/index.html
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SSL Report: google.co.jp (74.125.239.119)

Summary

Overall Rating

Protocol Support

A
—
—
—

EBGTSIHED

Key Exchange
=+= Ll \ ‘s II = |
for Al BEMOFITE !
cmhﬂr Stranqtl'l Handshaks Simulation
ﬂl. -  Andmid2 3T Neowm? TLS 1.0 TLS_RSA_WITH_RCA_128_SHA [Ox5] NoFE R4 128
Android 4,04 TLS 1.0 TLS_ECOHE RSA_WITH_RC4_ 128 SHA (DucO11) FE AC4 128
Andeoid 4.5, TLS 1.0 TLS_ECOHE_RSA_WITH_ROC4_ 128 SHA (DxeD11) FE ACH 128
Visit our wﬂgﬂ for more Immm“’ ﬂﬂnﬂ‘l Angrgig 4. 2.2 TLE 1.0 TLS_ECDHE_ECDSA_WITH_RCA_120_SHA (0xcDIT) F5 RCa 126
AnGTIG 4 TLS 1.0 TLS_ECDHE_ECDSA_WITH_RCA_1208_5Ha (0xcdd7) F6 #oa 126
Ancimid 4.4.2 TLE 1.2 TLE_ECDHE_ECOSA_WITH_AES_ 128 GCM_EHAZSE (Jucdfk) FS 128
This server uses SSL 3, with POODLE mitigated. Still,
BingBol Dag 2013 we aui TLE 1.0 TLS_ECDHE _REA_WITH_AES 128 CBC_Sa (IxcD13) F3 128
BingPrevsiew Jan 2014 TLE 1.0 TLS RSA WITH RCA 128 SHA[OxS] NoFE R4 128
Certificate uses SHA1. When l'ﬂl"llﬂ‘ll'l!, Chome 37 /O3 X & TLS 12 TLS ECOHE ECOSEA_WITH_AES 120 GCM_SHAZSE (IncDZb) F2 126
i I'Win 7 TLE 1.0 TLS_ECOHE_ECOSA_WITH_RCA_128_8HA (DxeD0T) F5 RCa 126
_ Firglom 32 1 05 X R TLE 1.2 TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHAZSE (DxcDEk] rs 128
Googiehal Jun 2014 TLS 1.0  TLE_EGDHE_ECDSA_WITH_RC4_ 120 SHA (OxcOOT) F& 128
| [E&LXP e P B BEL3  TLS RSA_WITH_RCA 120 SHA (OS] HoFs =0 138
T Lo i T TS g g pos g s e
[EBIXF MoFs® wosi? TLG 1.0  TLS_RSA_WITH_RCA_128_SHA [Ox5) NoFs o 128
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CONTACT
e E-mall
» kanno.satoru@po.ntts.co.|p
e SNS

» Twitter (satorukanno)
» Facebook (satoru.kanno)
» Linkedin

[ BREICTEBLS ]
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