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ms: millisecond 1¥)@ 1/1,000

us: microsecond 1¥>@ 1/1,000,000

— FLLIEZSa—%FFES, ps

—u 2P TEOSREBETDIH5ELH S
—usec A—ty T . GEELED

ns: nanosecond 1#}@® 1/1,000,000,000
ms > us > NS




AIW—TykEL AT Epps

A )L—Twhk(throughput):
- BluFFREHI=YDNIES
- TEDODKRS.KD=

— bps: bits per second ¢

L AT < (latency):

TLAFETOHFE]

— ms/us/ns

_ +EOES, MOV TADKHE I

BSRIL—TYRIL—3 —
ELATUVIL—A

pps:

~ B{uRHYDLER

— pps: packets per second
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RIB v.s. FIB
Control Plane v.s. Forwarding Plane

» )L—ATIZL Control Plane & Forwarding Plane @)
TEEMNEAT
— /N ERIE (=Forwarding Plane) [ Interface Card /
Interface Module T

— RIRSTE ., KERHEIETORILOEE (=Control
Plane) [& CPU (Routing Module) T

o WIS, 5TEL T(=RIB). Interface Card |ZEx1E
(=FIB)

* RIB: Routing Information Base

* FIB: Forwarding Information Base



Routing v.s. Forwarding

Routing &l

— INTYRERRIR DT AL

- BRZFETE TS

- BREHNLEHURETSH)E

Forwarding &I&

— INTYRERDOENT-FRIRICERE T HE

- IP g‘y'sf&LLIEi(TTL;‘Jﬁ%i?‘JE ). T—RI) TR RRRE
s

=IERPCIL—A R S EF T,
— BRERILYIT VT T DD I RoutingE—F
— BRILYI T v T LD D ForwardingE—F
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INTIYRDRKEZLE pps

10.0 * 1000/ ((8 +60+4 +12) *8) (Mpps)
— Preemble 8 byte

— Ex/]ethernet frame 60 byte

— FCS 4 byte

— Interframe gap 12 byte

=14.88 Mpps
40.0 * 1000/ ((8 + 60+ 4 + 12) * 8) = 59.52 Mpps

100.0 * 1000/ ((8 +60 + 4 + 12) * 8) = 148.80
Mpps



I AVZEL LD A

10Gbps 64B packet: 67.20 ns
—1000.0 * 1000 * 1000/ (14.88 * 1000 * 1000)
—=67.20

100Gbps 64B packet: 6.72 ns

DDR3-800CASL AT >3/l 20ns
DDR3-2000DCASL A T>/14 9ns
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— Interrupt v.s. polling (i.e., spin-wait, busy-wait)
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Click (SOSP "99) (73Kpps)
Click (TOCS ‘00) (452Kpps/333Kpps)
NAPI (ALS '01) (88Kpps) from 27Kpps

RouteBricks (SOSP ‘09) (18.96Mpps/
12(?)Mpps)

PacketShader (SIGCOMM “11)(58.4Mpps/50+
(?)Mpps)

NetMap (USENIX ATC’12) (14.88Mpps) at 1-core
900MHz



Click Modular Router (1)

E. Kohler, R. Morris, B. Chen, J. Jannotti, and M. F. Kaashoek., “The Click modular
router”, ACM Transactions on Computer Systems 18(3), August 2000, pages
263-297. -

SOSP ‘99, TOCS '00

Still active
— Used in SEATTLE(SIGCOMM’08)
— Used in RouteBricks(SOSP’09)
— Last release: 2011/09/24
— Last commit: 2014/04/06

Interrupt v.s. Polling (i.e., spin-wait, busy-wait)

Pentium Il 700 MHz, 100Mbps Ether DEC tulip PCI, ...
Linux 84kpps, Polling Linux 284kpps

Routing 333kpps, Forwarding 452kpps

Time taken: 2,798 ns/packet



Click Modular Router (2)

element class

! FromDevice(eth0) FromDevice(eth1)
Y V. v
. -a, Ci lassi
input port -------> p Tee(2) J < :::»- output ports e 85 () I
L i Trwe  mwew £ el -u

e o
configuration string 100.1..) 2001

to Queue to ARPQuerier to Queue to ARPQuerier

\ sample element. Triangular ports are inputs and rectangular ports are

FromDevice(eth0) H Counter H Discard

Fig. 2. A router configuration that throws away all packets.

// Declare three elements . .. |
src :: FromDevice(ethO); | e

|

ctr :: Counter; : L:fﬁ%
|
|

DropBr:adcasts

| IPGWOptions(1.0.0.1)
=1 L

sink :: Discard; | v

FixIPSre(1.0.0.1)
// ...and connect them together P
STC -> Ctr; [ D

ctr -> sink; | Jpnanguerasw
mast frag ™

// Alternate definition using syntactic sugar o Clser ;
FromDevice(eth0) -> Counter -> Discard; | ARPQuerier(1.0.01, ..) | | ARPQuerier(2.0.01, ..) |

Fig. 6. Two Click-language definitions for the trivial router of Figure 2.

ToDev( eth0) ToDevi( ethl)

Fig. 8. An IP router configuration.



RouteBricks (1)

M. Dobrescu, N. Egi, K. Argyraki, B.-G. Chun, K. Fall, Gianluca lannaccone, Allan Knies, Maziar Manesh,
Sylvia Ratnasamy, “RouteBricks: Exploiting Parallelism To Scale Software Routers, ” 22nd ACM Symposium
on Operating Systems Principles (SOSP), October 2009

SOSP '09

Click-base
Leverages:

— multi-cores.

— multi-queue NICs.
— batch processing.

NUMA-aware data placement didn’t make differences (in contrast
to PacketShader).

Achieved 18.96Mpps Forwarding, 12(?)Mpps Routing
(Routing: 256K routes with memory expansion (DIR-24-8-BASIC))



RouteBricks (2)

Using cores in parallel v.s. pipeline
(a) (b)

Doene > -0

e o«
1.2 Gbps/FP (shared cache) 1.7 Gbps/FP

0.6 Gbps/FP (different cache)

Using multiple queues to split/merge traffic

(c) (d)
20 20
-0 g >0~ =503
1.6 Gbps/FP (splitting at core) ~ @) -
5.3 Gbps/FP

(splitting at NIC)

Using multiple queues to handle overlapping paths

() (®
—"%, . Bhess
-
-~

1.7 Gbps/FP (multiple queues)
0.7 Gbps/FP (single queue)

Legend: [__ > NICport @ Core == NIC queue

Figure 6: Forwarding rates with and without multiple queues.

Nehalem, multiple queues,

Xeon, single queue,

I~ nobatching Nehalem, single queue,
) with batching

L ...........1.....Nehalem, single queue, .. .. .\ ... ... ..

no batching

Figure 7: Aggregate impact on forwarding rate of new server
architecture, multiple queues, and batching.

Mpps

Or | 648
15 -t 1 Abilene
5. ...........................
O . [
Forwarding Routing IPsec



PacketShader (1)

* S.Han, K. Jang, K. Park and S. Moon. “PacketShader: a GPU-accelerated

Software Router.” In proceedings of ACM SIGCOMM 2010, Delhi, India.
September 2010.

Speeds routing lookups (not just forwarding)
Forwarding: 41.1 Gbps or 58.4 Mpps

IPv4 Routing (DIR-24-8-BASIC, 282K routes):
39Gbps.

IPv6 Routing (Waldvogel, 200K routes): 38Gbps.

Up to 130us/200us (IPv4/IPv6) routing delay
(260us/400us for roundtrip)



Throughput (Gbps)

Throughput (Gbps)

. TX only
B RX+TX
={J=RX+TX CPU usage

IS TR SR T SR TR SR SR T S |

64

128

PacketShader

C3RX only

C—IRX+TX (node-crossing)

256 512 1024
Packet size (bytes)

1514

r 100

Figure 6: Performance of our packet I/O engine

64

CPU Utilization (%)

OCPU-only

BCPU+GPU

T T

128 256 512
Packet size (bytes)

(a) IPv4 forwarding

1024

T

1514

Throughput (Gbps)

Application
(e.g., IPV6)

GPU
acceleration
framework

Pre-shader

Post-shader

3 workers master

node 0 node 1
| Packet API | | cupaarr |
----------------- L S
Fast-path] ' jnux TCP/1P stack | GPU
A 4 device
Packet I/O engine | driver

Figure 7: PacketShader software architecture

OCPU-only
ECPU+GPU

64

128 256 512
Packet size (bytes)

(b) IPv6 forwarding

1024

1514



PacketShader (3)

Kernel User
éIDI\ "
Thread 0 Core 0
Thread 1 Core 1
- Per-NIC queues ’
RX queues (shared by multiple cores)
(a) Existing per-NIC queue scheme
Kernel User
1111
TTTT Thread 0 Core O
AI11L
TTT1T
TTTT Thread 1 Core 1
TSTIITe
RX queues

(b) Our multiqueue-aware packet I/O scheme

Figure 8: User-level packet I/O interfaces

(a) Cores contend for queues.
Leads to expensive cache bouncing
and lock contention.

(b) Better coupling of queues and
cores.

. .
pipeline batch pipeline

Worker Input queue »>T11T Data transfer

Master S Output queues Kernel execution

(a) Chunk pipelining (b) Gather/scatter (c) Concurrent copy and execution

Figure 10: Optimizations on GPU acceleration

e Buffer management

* Pipelining

e Batch processing

* Decoupling among queues and cores

ElXWVAL .
* GDDR57?

o 4803 5]




NetMap (1)

* Luigi Rizzo, “netmap: a novel framework for fast packet 1/0,” Usenix

ATC'12, Boston, June 2012

Forwarding 14.88 Mpps (1 core 900 MHz)

Objective: to move packets quickly between
the apps and the network cards.

Reduced copy, modified buffer management.
Protection. User-land v.s. Kernel.

408 ns / batch.

Implementation on Linux/FreeBSD/Click.



NetMap (2)

4 )
Application
netmap API
] ]
netmap
P = rings
l \ host T
stack
| =1
NIC rings
T
network adapter
_ J

Figure 3: In netmap mode, the NIC rings are discon-
nected from the host network stack, and exchange pack-
ets through the netmap API. Two additional netmap rings

let the application talk to the host stack.

Tx Rate (Mpps)

. netmap_if netmap rings N NIC ring
num_rings f_phy_addr
len
pkt_buf I"‘f—

» ring_size
ring ofs (] /[
avail
r flags

buf ofs
flags | len

&

by netmap.

Shared memory region

/

Figure 4: User view of the shared memory area exported

16
14 i
12—+

I; § netmap on 4 cores =

10 I netmap on 2 cores e
netmap on 1 core mmmmsmm -~

N

8 iy
6L - & Linux/pktgen
. ‘ :\ FreeBSD/netsend
0 1 H
1 1.5 2 2.5 3

Clock speed (GHz)

Figure 5: Netmap transmit performance with 64-byte
packets, variable clock rates and number of cores, com-
pared to pktgen (a specialised, in-kernel generator avail-
able on linux, peaking at about 4 Mpps) and a netsend

(FreeBSD userspace, peaking at 1.05 Mpps).

Configuration Mpps
netmap-fwd (1.733 GHz) 14.88
netmap-fwd + pcap 7.50
click-fwd + netmap 3.95
click-etherswitch + netmap | 3.10
click-fwd + native pcap 0.49
openvswitch + netmap 3.00
openvswitch + native pcap 0.78
bsd-bridge 0.75

Figure 8: Forwarding performance of our test hardware
with various software configurations.
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Waldvogel (SIGCOMM’97)
Lulea (SIGCOMM’97)
DIR-24-8-BASIC (INFOCOM’98)
DBF (SIGCOMM’03)
TreeBitmap (CCR’04)

DXR (CCR’12)

GPU-Click (ANCS’13)

GAMT (ANCS’13)

SAIL (SIGCOMM’14)




TI=Y7

TCAM

FPGA

GPU

CPU

— INKLTHF vy allEdtEsd
— multibit trie

— path-, level- compression

— bit vector

— leaf-pushing

— prefix-length binary tree

— Bloom filter




Waldvogel

« M. Waldvogel, G. Varghese, J. Turner, B. Plattner. “Scalable High-Speed IP
Routing Lookups.” Proc. ACM SIGCOMM 1997, pp. 25-36, Cannes, France.

Binary Search Trie Structure

<€— Increasing Prefix Length

Figure 4: Binary Search on Trie Levels



Lulea

« X x—T2 JLLAUL—LFH—) KZE

e M. Degermark, A. Brodnik, S. Carlsson, S. Pink, "Small Forwarding Tables
for Fast Routing Lookups" Proc. ACM SIGCOMM 97

71 IP address 0 mmmmmmmTE——— .
10 21 4 16 /,’/ maptables; 1 2 \,Y 4 ... 15
K 675
," blx bit ------- -
i
& e ndapd e ——— > T 1 (o]

Figure 9; Finding the pointfer index.



DIR-24-8-BASIC

* P.Gupta, S. Lin, and N. McKeown. “Routing Lookups in Hardware at
Memory Access Speeds.” In Proceedings of the IEEE INFOCOM
Conference, San Francisco, CA, USA, March 1998.

* INFOCOM ‘98

TBL.24
Dstn
Addr.
224
entries
23
31 "3

>

] TBLlong

——>_—>/

Next
Hop

Figure 2: Proposed DIR-24-8-BASIC architecture. The next
hop result comes from either 7BL24 or TBLIong.




SAIL (1)

 T.Yang, G. Xie, Y. B. Li, Q. Fu, A. X. Liu, Q. Li, L. Mathy,

“Guarantee IP Lookup Performance with FIB Explosion,” ACM
SIGCOMM “14.

* FPGA, CPU, GPU implementations
 Lookup: 673.22~708.71 Mpps for real traffic
* Lookup: 231.47~236.08 Mpps for random

* |P address locality g

[ LC-+trie [ TreeBitmap [l Lulea [ [SAIL_L|
250.04

2 2000,
7 1500
g

& 100.01
=
x
[e]

11T 1l

Figure 10: Lookup speed with random traffic on

T

12 14 16 18 2
ffic file

i

1

!

2



*0

1*/1

01%/2

001%/3

. LSAILQ) E

prefix

111%/3

0011%/4

1110%/4

11100*/5

001011%/6

(a) (b) ()

Figure 2: Basic SAIL Algorithm.

Algorithm 2: SAIL_L

[9) = W =

© 0w »

Input: Bit map arrays: Big, B2a

Input: Next hop arrays: Nig, Nag, N3

Input: Chunk ID arrays: Cig, Cag

Input: a: an IP address

Output: the next hop of the longest matched prefix.

if Big[a >> 16]=1 then
| return Nigla >> 16]
end
else if
Ba4[(Cigla >> 16] — 1) << 8+ (a << 16 >> 24)] then
return
N24[(C16[a >> 16] — 1) << 8+ (a << 16 >> 24)]
end
else
| return Na[(Casla >> 8] — 1) << 8 + (a&255)]
end

B 1] 1] o[ 1] 1] 1]@[1]

N 6l6|o|t]4[4]o]7]

~ayf o] o] 1\0\0|0|®£))J1 ‘+>

No 3]3]3[9] 20 88
A
(b)

<

Figure 3: Example data structure of SAIL_L.

Finding prefix length Finding next hop

Prefix length 0~24 Bis, Cie By Nig Nog

Prefix length 25~32 C,y N3,

Figure 4: Memory management for SAIL_L.
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. mJEPC)lx 21 iy
Click (SOSP "99) (452Kpps/333Kpps)

— NAPI (ALS ’01) (88Kpps) from 27Kpps

— RouteBricks (SOSP ‘09) (18.96Mpps/12(?)Mpps)

— PacketShader (SIGCOMM ’11)(58.4Mpps/50+(?)Mpps)

— NetMap (USENIX ATC’12) (14.88Mpps) at 1-core 900MHz
o REBBERIM

— Waldvogel (SIGCOMM’97)

— Lulea (SIGCOMM’97)

— DIR-24-8-BASIC (INFOCOM'’98)

— PBF (SIGCOMM’03)

— TreeBitmap (CCR’04)

— DXR (CCR’12)

— GPU-Click (ANCS’13)

— GAMT (ANCS’13)

— SAIL (SIGCOMM’14)



