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DrDoS(Distributed reflection Denial of Service )
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Internet Initiative Japan Inc., Internet Infrastructure Review (IIR) Vol.23,
1.4.2 DrDoS Attacks and Countermeasures
(http://www.iij.ad.jp/en/company/development/iir/pdf/iir_vol23_EN.pdf)

© 2014 Internet Initiative Japan Inc. -



Internet Initiative Japan Inc.

DDoS
NTP DrDoS NTP

A AroborNetworks 800Gbps

NTP attacks continue — a quick look at T :
traffic over the past few months = -
BY: CHRIS G. SELLERS - 03/10/2014 éecum)’Englﬂeenng&Response e :
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Arbor is a company with a history
rooted in groundbreaking research
at the University of Michigan a
decade ago, and we remain re-
searchers at heart. We hope you find
our perspective interesting and we
welcome your comments and feed-
back

You can see that the observed traffic increase started at the end of 2013 and increased to
nearly 800Gb/s in early March across the participants of Arbor Network's ATLAS system
Let us dive in a little closer.
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The Shadowserver Foundation

http://www.digitalattackmap.com/ https://ssdpscan.shadowserver.org/stats/ssdp_jp.html
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A 2013 DNS NTP SSDP

A 100Gbps+, 300Gbps,400Gbps

The R Register’

Data Centre Software Networks Security Policy Business Hardware Science Bootnotes Columnists

SECURITY

'Most sophisticated DDoS' ever strikes Hong
Kong democracy poll
Cloudflare claims tip-off allowed it to tip traffic into sinkholes

By Darren Pauli, 23 Jun 2014

Linux and AIX Bare-Metal Recovery Webinar

1 3 One of the largest and most sophisticated distributed denial of service (DDOS) attacks
has hit a controversial online democracy poll canvassing opinion on future Hong Kong

RELATED elections.
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(«3The Hacker News

Security in a serious way

DNS Flood DDoS Attack Hit Video Gaming Industry

with 90 Million Requests per Second
B Monday Jume 23, 20 gy

4 & Mokt

DNS Flood DDoS Attack

90 Million requests/sec (Above 110 Gbps)

Hackars ara lavaraging large numbaer of compromised machines (3 botnet natwork) to carry cut
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1972 2 9
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1996
1996 UEFA
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50
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2013 600
41 120
http://lwww.nationalgeographic.co.jp/news/news_article.php?file_id=20130417004

http://www.nids.go.jp/publication/briefing/pdf/2014/briefing_188.pdf
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