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Leap second causes ~5 minutes of
transient global routing instability

Impacts of Leap Second
BGP advertisement rate per 30 seconds
800000

700000

600000

500000

400000

300000

200000

100000

0
23:30 23:45 00:00 00:15 00:30

Source: BGP Data o Dyn

HE : https://twitter.com/dynresearch/status/616059353821487104



« NS T4 wUEE
V=5« 208
DNSEj)[o]
7315+ o)
F &8

|

I

{




2015 b J 4w UE )

J0O— R\ RS D4 v ODEIMNE LY
— CC1ETHI>O—RNM53.5%1E,. 2014%F(327.1%
— POTRRBYLISFWVBERORBSHU W FRDIEIUREIT TS
- OTIORBES-EXRFLCID7ZYvIO—- RS I4 v IDIENMEC &AL MEM]
— JO— R/ ROEINC(E. REwifioATO— RMNEENTLSD
E/INAMIL S T v OBIERE BN
— CC1EFT1.4148, EMRFIIFRL (CHDIVONIIRDTETLD
— wEFIRICKXDAXRCHNTTRD I DERIMEARZITESND
IHODNZ a4 w D
— PBAFHFDI12BEE D225~ 235714 (C E — O DtERE (FEND S5720)
— AX— BT A ) \A) LinRDE M (C K D F) A RFfE DR LA
- 1HOS D vOZEHBEAEXRIETIEIML. FRED ENDEIFICSETRIE
IPV6 b= T+ w OIS D DIEN
HTTPHO\SHTTPSADEIE HMIRE
— Google(youtube, Gmail etc..), facebook, twitter&EHNHTTPS{L % H#EiE
— —REZEBINEZHREREBHTETTLD
AR NFDORS T4 v IORTEH)




el

*

HAREAEOIO—- R\ RS T4 v D

ND ST 4wt

1%

£&:1:201545AH

DHERS

(Gbps) BRBErEvIEBHBENSEY S
4500 F
4.439,,* v
Al BAMOTO—K/ UK
4000 71 mnsowrsyso—F
/ FSES ("2)
3500 K 35494 . 4,439Gbps (¥EM)
3000 2392‘/
2584 // 53.59 0
2500 mer -
2000 + 1905 // BHNEOTO—F/ UK
- RHADBRT vTO—F
1500 51 600 rSEYY (2)
X __ 1.518% i
Tl 196 | 226Gbps (32 4ll)
l"lo.?t:/‘— G g05 929
1000 7(&‘5’*_}1—‘/"—:@? T 772;.‘:"" m——
626 "/_03‘-’ » 7"6"5:‘ 769 g G5 E:B _C.’S—P‘!‘T/
- T . T 574 10608 666
=00 T e g | ssmoswasor
j;‘r 294" 259 295 ; 449 5765 B091 "B11d 2 1414 p oSO — K SEY(*3)
0 Hst I B T VAP PLNV IR . e rE PR 41Gbps
1HHHHHPﬂHHHH ittt Rt IHHHHH rtht AR HRH R iHHHHHIiHH e
2004 6 | 2007 2009 2010 2011 2013 2014|2015
B R8T é F?iab‘liw)*(//s'—*v MCBIFB3RSEVODES - 8] 2015498308



120

100

80

60

40

20

AEAD ST v IR

LEDIZDDOIO— RN RS T 1 v IDHR

(kbps/ 2#hE) (F8#)

- 60,000

50,000 | FO—F AR —E 12 i
R 1 %Y DF I O—FS |
| Evs () (*2) |
: 40,000
(B2 BHFEOTO—F/ U —ERRHY | 23
| (+IE BRI L D) ! |
30,000
128 00 TR—FAURY—ERIR |
(ol AEYOTYTA—FRS |
W &
A e ewmen T
e 3252 10,000
———————————— TO—KRVEH—E AR
| | TO—R R —E L BEORMSEYS (D
| AIEfELEYD =
Lo L PTEVIGEED | TO—F/UFY—ERR
Y Y L et EW(BREMI LY )

20045 20055 20065 2007 2008%F 20094 20108 20115  2012%F 20135 2014%F 2015 (*1}2Q%Ef£:Mﬁéﬂf;mEifﬂt;‘ﬁmiﬁii:;%a&mt

HE : #B5E [BHAEDA 25—y MB35y Ik - Bl 2015698308




AEAD ST v IR

S5OIDE—D ST 1w DODHER

el

Za=FNRY FY—EXAZHNEORMBR FS £ v o DE(L (iBX 6 FOLER)

Fora—-F Z7v7A—-F
(Gbps) (Gbps)
—01 S F 20n48E5R — 20135 A — 201255 A 2011EE5H 2010%E5 R —0154E5 5 2014458 — 013855 — 012855 20114E5H 20104E5 7
(1) (1) (*1) (1) (1) (*1) {*1) *1) {*1}) (=1}
3500 \3 el
RN 2 Y ~
3000 To0
q
2500 ﬂ II rﬂ. II\. rﬂ f\'l rnl r!\ 600
2000 l 0
400
1500
300
1000 N 0
| . | gt | [/
wo | YT - o
_____________________________________ e,
y"uu"s EERE R LA IR R R R AR R ERR ] S I e L LI R TR T EL LT
A k* x T £° +°® 8 Pt oxt o x P ox T & x % o8
(:Fiq) H_}\ |\57 . ab\uHUJ: DD‘HDT'_J:H (*1) 201 ESA LT B EEREOEOBEAEFIE IO —BFEELS.

R #BBE [BHAEDA 25—y MB35 EYIDKE - El 2015698308



[ Rk 26F BHIBIEAT 1 J

77 OFFEFE S BHRATENCE I DREBEIRESE] KD

FR265F HETOEBLANICE DM F—RyMER (2R - ER51- B AHY)

(AEMNEELEDOSLDEE) (RRY—F74FAEM DB EICEAEAF—RYMEGRIBENRHIEDSIEDEE)
BEEBLAN (DEZTRBAN DD55. /<Ua |OD55/3> | BERRAN OB EIRRLAN
(ES XY= F 7 FS g VETHENMIL [ETIEFIA, T EHINEHE [T
FEFIA THLF A AITIEIEFR [FEFA
24 (N=1500) [ | 1 9.0%| |2Ern=773) L 80] 69.7% [ 10.7% 6.5% 12.4%
10#£ (N=140) 1 7.0%| |10ft(N=88) | 75.0%| 4.5% 5.7% 14.8%
20t (N=221) [ 45%| |204%(N=162) 67.9%|[ | 12.3% ) 5.6% 13.6%
30 (N=281) [ 46%| [sofen=180) ([ 73.3% | 8.3% 2.8% 13.9%
40t (N=303) 1 7.3%| |40ft(N=191) 74.9% (| 9.4% | 6.3% 9.4%
504% (N=255) P 16.9%| |50f% (N=104) 12.5% 10.6% 11.5%
604% (N=300) L] 16.3%| [60f% (N=48) -_b svl | assull | 271% | 167% 12.5%
Bt (N=755) 1 9.0% B (N=405) | 11.9% 5.9% 11.6%
#HE (N=745) 1 10.7% %t (N=368) | 9.5% 7.1% 13.3%
B0/ (N=72) I 5.6% B0 (N=46) | 2.2% | 2.2% 15.2%
10 (N=68) 1 10.3% KIE10/ (N=42) | 7.1% | 9.5% 14.3%
BE2048 (N=113) 1 7.1% BHE20f% (N=81) 14.8% 8.6% 12.3%
2018 (N=100) | 1.9% %20/ (N-a1) | 9.9% . 2.5% 14.8%
B30 (N=143) | 4.9% B30/ (N=86) | 5.8%!| 2.3% 16.3%
£ HE30E (N=138) | 4.3% HHI0RN-04) | 10.6%!! 3.2% 11.7%
B0 (-15) [ 5.2% BILORN=109) | 9.7%|| 3.9% 8.7%
£ 14048 (N=150) 1 9.3% K840 (N-88) | 9.1%| | 9.1% 10.2%
FHE504t (N=128) [ 12.5% BHES0E (N=54) | 16.7% !/ 7.4% 11.1%
SO (N=127) B 21.3% 150 (N=50) | 8.0% | 14.0% 12.0%
1604t (N=146) i 17.1% B #£60f% (N=35) -jg]oes ] 48.6% E | 314%) 17.1% 2.9%
156012 (N=154) Bl 15.6% HIE60ME(N=13) | 15.4% L 15.4% 38.5%
HEL ;A [TH2GERREEAT 1 PONENE S RRTHCNT SEEREE) 2015555108 10




BENRE M By OD#RE (B 3 i)

BEBISEYy 0 IMAEHEY

(Gb
_______________________________________________________ (zs_ﬂ?fffmf—tab_?t:_e_m_.______;._______.;______?Fiﬂb?t—ff??_________.____
1200 7000 :
1000 - #0000 1. 251::...;
5000
800
4000
600 :
....... aﬂﬂﬂ
400
2000
200 1000
0 T | T T | T T T | T T i 0 T T T :| T T |: T T T :I T
NN MO D NM OO N MmO OO NMUOONMID D NM O
S—Hcoo&—=o9S=aog SS 19984955 =09
b T I Vo T W o I o T Vi TR U W T W T O b ¥ I ¥ i R W TR i L W R R TR o T L )
....... IIIIIIIIIIIIIIIIIIIIIIIII

HE : BHE [BHAEDBEEENS EYIDRIR]
11



1HD b= T+ v J{a[a)

E— 23R D22E~23FORDEVEFEINES T MU TUL\BEM
HARODEBD b= T« v OI34FEEY

JPNAP Total (Tokyo I + II and Osaka)
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21 i} a3 06 a9 12 15 15 21

177.086 avg 428.966 max B627.390G)
149,046 avg 383.966 max 571.470G)
148.81G6 avg 357.12G  max 549,81G)
Updated, Fri 25 S5ep 2015 at 0480 (JST)
Copyright({c) 1997-2015 Internet Multifeed Co. All Rights Reserved.
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B Input [ Output

Peak In g 4.077 This Peak Out g 4.072 This
Average In 2.614 Thy/s Average Out 2.614 Thys
Current In : 2,626 Thy/s Current Out 2.628 This

Copyright (e) 2015 AMS-IX B.¥.  [updated: 16-Now-2015 11:31:52 +81060]
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Facebook down

Facebook 57> LTz EEDAMS-IXDIPVED NS T+« w05
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traffic in bps

20 G

18 G . . . - - - -
Sun 00: 00 Sun 12: 00 Mon 00: 00 Mon 12: 00

E in
Cur = 54,6 Ghps
Avg = 37.3 Ghps

Max = 68,4 Ghps
Min = 12.0 Ghps

Copyright (c) 2015 AMS-IX B.V. Updated: 2B-Sep-2015 23:05:01 +30200
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https://cio.gov/https-everywhere-for-government/

AGENDA RESOURCES

Home » CIOC Blog » HTTPS-Everywhere for Government

HTTPS-Everywhere for Government v| f|le

June 8th, 2015
CIlO Council

Today, Federal CIO Tony Scott signed an OMB memorandum to enact the HTTPS-Only Standard for all Federal

websites and web services.

OMB first proposed the standard in March and requested comment from the public. During the feedback period, the
proposal received numerous comments and suggestions from Internet’s standards bodies, popular web browsers, and
concerned citizens [1]. To assist with the conversion to HTTPS, technical assistance and best-practices for migration
are available at https:/https.cio.gov — a site that is open to contribution from technical experts around the world. In
addition, a public dashboard has been constructed to monitor implementation progress across the Federal web space.

Per the issuance of this Memorandum, all publicly accessible Federal websites must meet the HTTPS-Only Standard

by December 31st of 20186.
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Have a question? Ask or enter a search term. N ETFLIXE HTTPS'ﬂ:/\

B Netflix to Use HTTPS to Secure Video Streams = "™erme”

# / Articles & News / Security / Netflix to Use HTTPS to Secure Video Streams

@ April 20,2015 & K. Paul Mallasch @B Articles & News/ Security

Rate this (1 Vote) ]

House of Cards a Solid Foundation for Netflix

Prices for Netflix stock have been
going up because the company is

doing so well, especially with the
coveted 18 to 34 year old
demographic. =N

With original programming like
House of Cards, Orange is the
New Black and Daredevil, the

o _ Top Rated
streaming video service has

Netflix HTTPS Coming Soon
become even more popular over Posts:

the last year. httpS://infO-SSI-Com/ n
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QUIC : Quick UDP Internet Connection
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YoutubeZz B35S Fc CTwireshark

800 N\ *Wi-Fi: en0 [Wireshark 1.12.6 (v1.12.6-0-geelfce6 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©edmd BERHXS AedwF R .lg QQ@. QAU s

Filter:| _IExpressmn Clear Apply Sa

No. |Time |Source |Dest|nat|on |Protocol|Length|Info
473 6. 245130000 2001:3a30:e002:217:¢c811:d16¢2404:6800:4004:22: e QUIC 104 CID: 5358696136016785233, Seq: 102
474 6. 245393000 2001:3a30:e002:217:¢c811:d16¢2404:6800:4004:22: e QUIC 104 CID: 5358696136016785233, Seq: 103
475 6. 245394000 2001:3a30:e002:217:¢c811:d16¢2404:6800:4004:22: e QUIC 104 CID: 5358696136016785233, Seq: 104
476 6. 245451000 2404:6800:4004:22::e 2001:3a0:e002:217:c¢811:d16¢QUIC 1412 CID: 0, Seq: 239 3
477 6. 245457000 2404:6800:4004:22::e 2001:3a0:e002:217:c¢811:d16¢QUIC 1412 CID: 0, Seq: 240 S
478 6. 245513000 2404:6800:4004:22::e 2001:3a0:e002:217:c¢811:d16¢QUIC 1412 CID: 0, Seq: 241 P rotoco l
479 6. 245516000 2404:6800:4004:22::e 2001:3a0:e002:217:c¢811:d16¢QUIC 1412 CID: 0, Seq: 242 S Enr i e e v e e Bl |
480 6. 245519000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 243
481 6. 245562000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 244 QUI C .
482 6. 245565000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 245 .
483 6. 245922000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 246 &
484 6. 246011000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 247 OU I c
485 6. 246015000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 248 *
486 6. 246018000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 249 .
487 6. 246022000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 250 U I C =
488 6. 246026000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 251 ()
489 6. 246029000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 252
490 6. 246032000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 253 .
491 6. 246085000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 254 '( OU I C .
492 6. 246086000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 255
493 6. 246087000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 256
494 6. 246088000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 257
495 6. 246117000 2404:6800:4004:22::e 2001:3a0:e002:217:c811:d16¢QUIC 1412 CID: 0, Seq: 258
496 6. 246125000 2001:3a0:e002:217:c811:d16¢2404:6800:4004:22: : e QUIC 104 CID: 5358696136016785233, Seq: 105
497 6. 246126000 2001:3a0:e002:217:c811:d16¢2404:6800:4004:22: : e QUIC 104 CID: 5358696136016785233, Seq: 106
498 6. 246172000 2404:6800:4004:22: :e 2001:3a0:e002:217:c811:d16¢0UIC 1412 CID: 0. Sea: 259

Frame 385: 1412 bytes on wire (11296 bits), 1412 bytes captured (11296 bits) on interface ©
Ethernet II, Src: Netscreen_ff:10:01 (00:10:db:ff:10:01), Dst: Apple_8b:55:15 (20:c9:d0:8b:55:15)
Internet Protocol Version 6, Src: 2404:6800:4004:22::e (2404:6800:4004:22::e), Dst: 2001:3a0:e002:217:c811:d1l6c:16b0:d52f (2001:3a0:e002:217:c811:d16c: 16b0: d52f)
User Datagram Protocol, Src Port: 443 (443), Dst Port: 55774 (55774)
QUIC (Quick UDP Internet Connections)
¥ Public Flags: ©x10
..0 = Version: No
..0. = Reset: No
... B8.. = CID Length: © Byte (0x80)
.01 .... = Sequence Length: 2 Bytes (0x01)
00.. .... = Reserved: 0x00
Sequence: 188
Payload: 4b40397dclc8cc41b45e187d69ee63c5d840cfe344balafs3. ..
0000 20 c9 do 8b 55 15 B0 10 db ff 10 01 86 dd 60 0O
0010 00 00 05 4e 11 3d 24 @4 68 00 40 04 0O 22 00 0O
0020 ©00 0O 00 00 00 Oe 20 01 03 ad ed® 02 02 17 c8 11

0030 dl 6c 16 bo d5 2f 01 bb d9 de 05 4e 04 d5 10 bc

0040 00 4b 40 39 7d cl c8 cc 41 b4 5e 18 7d 69 ee 63
AREM & AR AR ¥ a2 AA ha 13 3 Af 70 A2 7Ff oh 23 12

dvvvwvw

< 5 .
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[PVATR SN DHERS

/14, /16/7'2003F DA BFH) DA

14000

12000 LIPVARRES R 20095 : 303445

10000 20033 : 130873 20103 : 337826

& 8000 20043 : 150712 20113 : 382108

2 000 20055 : 175261 20125k : 430284

4000 20063 : 204725 2013% : 471507

2000 20075 : 237694 20143 : 518662

20083 : 273492 20153 : 570297 il
0
/1 /2 /3 /4 /5 /6 7 /8 /9 /10 /11 /12 /13 /14 /15 /16

W 2003 0 0 0 0 0 0 0 19 4 6 14 57 100 277 483 7506
W 20043K 0 0 0 0 0 0 0 19 3 7 15 61 138 314 553 8113
M 20053k 0 0 0 0 0 0 0 18 5 8 17 81 187 340 666 8597
W 20063K 0 0 0 0 0 0 0 19 10 13 30 111 222 397 794 9077
W 2007K 0 0 0 0 0 0 0 18 9 16 39 136 271 485 948 9715
M 20083k 0 0 0 0 0 0 0 18 9 18 46 152 301 541 1072 10153
W 20093K 0 0 0 0 0 0 0 20 10 25 65 177 361 641 1220 10747
H 2010k 0 0 0 0 0 0 0 19 10 25 69 207 423 748 1355 11409
E2011K 0 0 0 0 0 0 0 19 12 27 81 236 465 808 1423 12008
H2012K 0 0 0 0 0 0 0 18 14 29 88 243 478 850 1547 12442
H2013K 0 0 0 0 0 0 0 16 11 31 92 254 474 923 1628 12842
[2014K 0 0 0 0 0 0 0 16 12 31 90 262 501 ﬁﬁl\\ 1715 //13046
20153 0 0 0 0 0 0 0 17 13 36 97 263 506 \ 1002 /) 1755 \\ 12925
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350000 N PIPV4ALREE 2009k : 303445
000 — ” —_— . | 2003% : 130873 20105 : 337826
3 /2435 (CEWZIE L TIEN o\ | 20045 : 150712 20115 : 382108
250000 20053 : 175261 20125 : 430284
200000 20063k : 204725 2013 : 471507
L0000 20075 : 237694 20145 : 518662
100000 | ﬁt 20083k : 273492 20153% : 570297
50000 { \
. [_[._L..ul..-lu /
%7 /18 /19 /20 /21 /22 /23/ /24///25 /26 /27 /28 /29 /30 /31 /32
W 2003k 1829 | 3333——87#16 9249 es55 ~109. 71541 182 233 156 70 21 50 0 41
W 20043K 2270 3933 9818 10402 8007 11066 12707 82382 252 239 130 69 54 120 0 40
M 20053 2880 4871 11026 12142 10194 13440 14626 95225 345 292 194 26 12 36 3 30
W 20063K 3625 5826 12664 14281 12838 16203 17682 | 109219 658 468 364 69 44 80 0 31
W 2007k 4192 6767 14670 16753 15656 19873 20885 | 124763 814 1013 544 114 5 0 0 8
W2008K | 4444 7678 16540 | 19394 | 19123 | 24098 | 24829 | 142338 831 1000 798 92 9 1 0 7
M 20093 4977 8507 17591 21348 21260 27614 27395 | 158588 955 1128 565 224 11 8 0 8
H2010K 5584 9343 18618 23987 24029 31706 30591 | 176852 992 1102 585 151 12 2 0 7
E2011K 6065 10115 19979 27645 27788 37839 35374 | 198775 1148 1364 762 166 4 0 0 5
H2012K 6533 10880 21269 30693 32699 43237 | 40249 | 224766 1356 1689 903 181 79 17 0 24
H2013K 6761 11348 23134 32798 35561 49863 43778 | 249471 880 1002 477 50 79 20 0 14
[2014K 7209 11942 25102 35370 37390 55368 | 48597 | 278052 1107 1065 717 15 19 11 1 13
2015K 7409 12558 26070 37594 39698 62668 54398 | 311000 805 937 485 16 15 9 0 21
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APNICZXER ? (DI O—H—

Registered IPv4 brokers

IR o) e o

Organization

PTrading.com

Pvd Market Group LLC

The Kalorama Group

Hilco Streambank

Economy
us
us
us

us

Contact

Michael Burns

Sandra Brown

Louis Sterchi

Jack Hazan

Phone

+1855-478-7233

+1 855-880-590

+1202-425-2118

+1212-610/5663

Clruna

2013 (a0

louissterchi

| vaEscrOw, LLC

us

Elvis Daniel Veles

+1702-475-5914

elvisvelea ]

P
vaAMNow

Pvd Xchange, LLC

Avenued LLC
"

Al

us

us

Skeeve Stevens
Mickey Mullins

Marc Lindsey

+51-2-8014-7398

+1-718-764-6775

+1-202-7471-9521

|

20144 (SENN

Jelly Digital, LLC

us

Morman Jlester

+1323-345-6236

jellydigital

~

20155 (SENN

httpS ://www.apnic.net/manage-ip/manage-resources/transfer-resources/transfer-facilitators
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APNICSRIAGRIEHDrequest

IPv477 RL RZEBWZWAU X . 2015F 11 HE RO

IN(A > RYHS y A 77 R E-b o\ = kw
(12 ) SDOKREIRZERIDIPVAT RL ABREHMNBEILID

45 A7 KH 19 Nov 2015 Contact
= A1e = A7 I+l 20 Maow 2015 Contact
52 S19 + 20 Al 3 Dec 2015 Contact
53 16 HEK 5 Dec 2015 Contact
58 20+ 221 PE S lan 2016 Contact
60 A13 ™ 25 Feb 2016 Contact
al A21 PH 12 Mar 2079 Contact
a2 Fal= HEK 21 Mar 20716 Contact
63 A2 M 24 Apr 2016 Contact
[=F! S20 BD 2 Apr 2015 Contact
65 A18 MY 22 May 2016 Contact
&7 A18 + /20 M 10 Jun 20186 Contact
68 A15 ™ 4 Jun 2076 Contact
as A6 TH 18 Dec 2016 Contact
70 A 20 NZ 13 Apr 2017 Contact
71 A9 KH 25 May 2017 Contact
72 A10 Il 20 Jul 2017 Contact
73 S 20 KH 27 Jul 2017 Contact
74 A20 + 21 SG 10 Aug 2017 Contact
75 A20 | 28 Aug 2017 Contact
76 A19 + /21 J| 10 Sep 2017 Contact

https://www.apnic.net/services/become-a-member/manage-your-membership/pre-approval/listing
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ttps://www.nic.ad.jp/ja/ip/ipv4transfer-log.html
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APNICHhis & B ADISERIATLLE:

20000000 450
18000000 400
16000000 350
14000000 JPNICHID 300
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12000000 L
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Active BGP entries CFIB)

x‘ﬁwlpves‘f?éﬂ%ié%%,zu

FO0C0

29000 =

20000 =

15000 =

NRES T
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€l drEs

=03
Z=Hg

07 (g 0na 10 11 12 13 14 15
Date

FHDNVERDRIBUIZEN) ANOXNEEE

http://bgp.potaroo.net/v6/as2.0/index.html



[PVOIR SN DHERS

2009 : 1832
8000
20107k : 3659
7000 201135 : 7350
o 20125k : 10632
20137k : 15069
5000 2014 : 19758
B 000 20153 : 24569
¥
3000 |— o — RN N
RIPEMtUZHDE/INE| DR DB+ X H /29, /32DEMMEILD
o0 201468 N S5/32->/29(C2D Tz
2 $BB—w \
1000 SET / 2973‘i§7J[| - JI
0 J‘ S R— -dl_..dl..-‘lj-‘ e ol
/16 | /17 | /18 | /19 | /20 | /21 | /22 | /23 | /24 | /25 | /26 | /27 | /28| /29 | /30 | /31| /32 | /33 | /34 | /35 | /36 | /37 | /38 | /39 | /40
m2009%| 1|0/ 02|53 |3 |o0o|1|1|s5 3|77 2|3Mslo0o|1|22|0|0/|0|o0]|o
mo10%| 1|0 0|2 |5 a4a|a|1|1|1|5 5|93 | 8| a4 227327 56|64 26|29
m2o11%k| 1 | o o | 2|4 |3 |5 |a|7|a| 9 92|16 14|10 3692/ 8 |57 |79 |197| 7 | 31| 7 |268
m2012%k| 1 |0 o2 |6 3|5 |6 |9 | a4 |10 16|46 | 71| 21| 18 |4564|101| 85 |115|345| 15 | 71 | 42 | 460
m2013%k| 1 |0 o 2|7 3|5 |6 |11| 4|11 17|50 294 52 | 31 (5345137 | 94 | 143 | 633 | 37 | 199 | 56 | 736
m2014%k| 1 |0 o | 2|7 3| 4| a|14|5 |14 20|60 516 8 | 41 6093|186 | 125 168|751 | 51 | 166 | 62 |1127
m2015k| 1 | 0o o | 2|9 3| 4| a|18| 5 |14 16| 68 | 840 98 | 56 (6981|263 | 181 | 217 | 923 | 80 | 201 | 68 |1187




[PVOIR SN DR

BB

12000

10000 20095 : 1832 .
20105 : 3659

. 20113k : 7350 b

. 20125 : 10632
2013% : 15069

a0 20143 : 19758
2015% : 24569

2000 JASDIENNHTEE

N | A |
/41 | /42 | /A3 | /44 | /45 | /46 | /A7) | /48)| /49 | /50 | /51| /52 | /53 | /54 | /55 | /56 | /57 | /58 | /59 | /60 | /61 | /62 | /63 | /64

W 20093k 1 0 0 1 1 2 3 20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 10

W2010K| 5 30 3 24 15 9 18 984 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 5

m2011K | 10 27 8 104 13 57 36 (2534 O 1 3 0 0 0 0 1 0 0 0 0 0 0 0 26

W2012FK | 21 55 8 298 27 81 69 |[4057 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

W2013%k | 42 102 10 | 688 [ 68 | 100 | 109 |6072| O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

m2014k| 108 | 106 | 31 | 817 | 79 | 356 | 160 |8597| O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

20155 | 183 | 166 | 148 |1054| 116 | 378 | 175 | 1111 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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JABDEIGNIPVAD/ 24 (SEDNTNS
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30.0% W 2010k
W 20113k
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http://6lab.cisco.com/stats/

6lab - The place to monitor IPv6 adoption

Dlsplay global data 6 20 14/1 1/15

World | Africa | Asia | Al a | Europe | O
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http://6lab.cisco.com/stats/

6lab - The place to monitor IPv6 adoption Home ¢ Share ~

Display global data @ 2015/1 1/19

World | Africa | Asia | America | Europe | Oceania
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FRIRHARDOY A SDIPVEXITARIT

IPv6 Deployment Status 20 14/ 11 / 20

LLl,

For country: | japan : For type: Al categories 4| Filter ——
IPv6 Web Deployment

Japan is scanned since 2010-06-17 and the last information is dated 2014-11-20. Return to Aggregated Results. Jump to the IPv6 allocated prefixes. ’!

Leave the cursor over a green/orange box to have more information (MSS, MTU). Hoover the mouse over a red box to display the AS of the web site (this is usually a

good indication of the web hoster).

Click on any graphs or maps to zoom on it.

You can add a widget on your own web site with your country IPv6 status or get more geographical maps, click here to see how ;-)
@ : this site participated at the World IPv6 Day in 2071.

@ this site has removed the IPv6 access after the World IPv6 Day (fear?).

i u 1 i Vo [y b [ ‘-rlf‘ »f
Name Alexa ‘ [ | ol W | ¥ _‘
Mall
@ @ ) SearCh Yjﬂpﬂ .I/.l 8 ___
whois
www.google.co.jp aspmx.l.google.com
® « Search Google whois 2/32 2800:1450:4009:808:1017 2a00:1450:400¢:c00::1b
2011-06-08 2012-07-26
pdns6.ultradns.co.uk ns1.p31.dynect.net pdns1.ultradns.net ns3.p31.dynect.net
+ B2C Amazon whe: 3/49 pdns3.ultradns. org pdns2.ultradns.net pdns5.ultrad
8/1 02010-12-11
» fc2.com whois 4/59

nsO1 c.rakuten.co. ]p ns04.rakuten.co.jp ns03.rakuten.co.jp nsO5c.rakuten.co.jp
* rakuten.cojp whois 5/87
4/4 201 2-11-28

¢ ameblojp whois 6/129

nsB.Ilvedoor.com nsb.livedoor.com
» livedoor.com whois 71TT7 2407:3000:6¢:53

201N.12.11

https://www.vyncke.org/ipvbstatus/detailed.php?country=jp
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ADY A SDIPVOI IR
2015/11/19

Asia, and Pacific Ragien
P Wb Deployresnt

22

IPv6 Deployment Status

LLl,

- | Filter

r
Japan is scanned since 2010-06—-17 and the last information is dated 2013-11-19. Return to Aggregated Results. Jump to the [Py ,1
allocated prefixes.
Leave the cursor over a green/orange hox to have more information (MSS, MTU). Hoover the mouse over a red box to display the AS of
the weh site (this is usually a good indication of the weh hoster).

Click on any graphs or maps to zoom on it
You can add a widget on your own web site with vour country IPvE status or get more geographical maps, click here to see how —)

For country: Japan ~ For type: All categories

@ - this site participated at the World IPvG Dav in 2011,
‘Q: thiz site has removed the IPvE access after the World IPVE Day (fear?).

Mame Alexa

@ Q' Search 1/13

Yo hoo wheis

@ ® Search Google

iz

2/18

st go0gle co. o

2a00:1430:4016:202:1017

alt1 aspmxlgoogle com

2a00: 1450401 0:c04:1 b

2011-08-08

2012-07-28

nsd.pdl dynect.net pdns2 ultradns net pdnsd ultradns.orz
pdnst ultradns.co.uk nsl.p31 dynect.net pdnsl .ultradns.net
pdns3 ultrad
26102110161
20 2010-12-11

® B2C Amazon whei 3/27

[ fe?.com who l4/53
n504.r“akuten.co.j;:! ns)1 c.rakuten.cojp ns0d . rakuten.co.jp
* rakutenceo.jp whes 3/67 53%3?45%‘?553??‘3
454 2012-11-28
[* nicovideop wee  [8/79 FALED
[* livedoorp wes 7/108 FALED

https://www.vyncke.org/ipvbstatus/detailed.php?country=jp



ASZE= (2byte/4byte)

« 2byte AS
— IREFED#I200AS

— 2014F(CHBIT D EFH TN TULEN, 4byteASDIALEH LD
2byte ASOFBELR(C K DHEHMHTUTULD
ASESDBERE2014F K DA

« 4byte AS

— RIPE. APNIC. LACNICIHBiaH ks (1SN0
- EK(J{EEHTO o
o ERISPHRIZ4byteASEKM G, RUNDELIRANZ L)
« ASESEDDHE. fI1E|-28IIRED AN 4byteASZEIS T DICEEFED



4byte ASDORIRADAISIIAS

2000({{@)

(DIENNH ERE
RIPE NCCHUSDIENNTEE &
16000
1024 | 1024
]4000 7680 7680
]2000 5632 | 5632
1024
10000
1024 | 1024
8000 3485 3485
1024 1024 1 1024 1024 31712
3485 | 3485
1024 | 1024 3584 3584
6000
1024 | 1024 3072 3072 3072 3072 | B 5
2048 @ 2048 1024 1024
1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024
4000 2048|2048 1536 1536 | 1536
1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024
1024 1024 1024
1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024
2000 4500 4500 4509 4509
1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024
2048 | 2048 ' 2048 2048 | 2048 2048 40| D | D
0 1024 1024 1024 1024 (1024 1024 1024 1024 (1024 1024 1024 1024 1024 1024 1024
RN G\ I\ U RN o NN B\ S AR I NS I\ C I\ SR T\ R\ C BN IR \UZII RPN SN SN
B O O O O D O O O O O O D N A AN A A A D S e ke e o 9
N ) (\) (%) >N >N N N N N N N N N N N N N " N N N N N "y
B P T I O O A P I I N AR AN
APNIC ARIN LACNIC RIPE NCC AFriNIC



« NS T4 v IHO

e JL—F a4 T8N

o
|

741U EE
X E&

1

1y




20154 DNShEW D (71 U5 1 BE)

HBZENS T it < DNSIKEHILE
— BMRBEOBHEMRICEKD., & (IFE) (F2014F(CLENEXR,
— %BEE:W’U' FRANTR

ISPICHITBRINENRAD - MG, BEZEMIT 7017 X\ DIP53BDiEH

Eﬂﬁﬁﬂl H—)\— - X ND—=DA4> TSRk
gz BERDA-T>UV)UIN—ZRS T fzsdDOHIETREE S

AEE@aT BINDOIOY ., BD7AH(F4ETE
RIEAL - ITFM b9 BINE R—AJL—F —DDNSEEEENZR (C

— BULWELEGEF YIS 21—/ ZESHX SN T, google-analytics.comZzINEEH %@
UTEBIDE—/NTEE L. AEYIRILSEMNEA TN DEH

- R=LIL=F—M [A=T>DNSTAT—4F—] &£1&D, DDoSHEHEE U TEA

LXK - LE2ZARSHHREICED RAA >\ A v v OFEH
73\%’7%
lenovo.com/x & (2015%28)

— google.com.my. yahoo.com.my’2& (2015848)

— teslamotors.com (2015%48) twitterXXI7H D> hOESED (CHERID
BFA—ILZEHATOD/(RXD—RUtwY MgEz B

— google.{ma,co.ma}. microsoft.ma. kaspersky.ma’& (2015878)

— google.co.pn’2& (201547H)




2FEHE(CFEETDBIND Y,

2008%F : = RXF—BEFEDRERRK
2009 : /\&ow h—FTIEAMEEM (@Fr [BINDIOU ] )

FERENDBMLEC [C3PWBREBINDASELELE2SATIITFE,. ESULT?] —=>KERDIIC
20104F : )L— bV —>HDNSSECHIE U TEZMHE(C. DNSSECH G LTz — > OERIDNS Y —
JN—=(CE& I TD0ST B3+ v =1 DNSH—/)\—DEFEENFEER
20114 : )\&wy b—FTHRSBMEEME (BO TBINDIOUII] )
20124F : B EHZTE LU TULBNSDICHESS 244, BIND OS24, £HRICIEESSV\HD
AndroidiizR MDNS UV JLINICF 7w = 2R+ X Z > a]8EI M58 N FHE
20134 : )y h—FTIEHAESSE (BB [BINDIOUIIL] )
20144F : BIND 9.10.xDAES8MH (DNSH—EXDI=LE)

s (B22) BIND 9.xD i35 1 (DNSH—E XD {Z1k) [ZDULWT BINDIOU IV )
(201545 /A31B =)

- I JLIN—(F vy aDNSH—/\—) S HERIDNSH—/\— D WA MR
IN—D3 Ty T E R R

- http://jprs.jp/tech/security/2015-07-29-bind9-vuln-tkey.html

- _/

TKEY RROEIDIRVNDAES, /\Uwv b—F ThamedZzE&EHED
EBHDOERNISPTHEIRSEH D,

81



v i

TWEETS FOLLOWING FOLLOWERS FAVORITES UsSTS

5,525 284 564K 755

Tweets Tweets & replies Photos & videos
#RIPPRGANG =

GTeslaMotors

I3 #RIPPRGANG &

CONFIRMED RIPPR @ripprgang GET A FREE TESLA CALL_
¢ ripprs @Raised0789 @WheresAMP 30
& teslamotors.com

(® Joined February 2008

19

#RIPPRGANG ©

The dra strikes again uch‘OGO
G3 674 Photos and videos o w0

— _—— 4 e

555 : http://jp.techcrunch.com/2015/04/27/20150425teslas-site-and-twitter-account-hacked/



TATE [FOWD] & YA /)(—KZE,
=B 0

¥FAS5 - E—ASY—ZADESEHE [£7J)LS] ICHL., EfRFASrENTEIELE
FTHAII—HEERAENT AR LIS 5, EEREETPROEEMNEINSOERIETE
IbEtEa [FEoHD ] Molgeitolzc &6 B, Oaholc. B XT -+ ZHREIARE
i

XA

TWEETS FOLLOWING FOLLOWERS FAVORITES LISTS

5,525 284 564K 755 2 2. Follow

Tweets Tweets & replies Photos & videos

#RIPPRGANG

& TeslaMotors I SRIPPRGANG &7 os

CONFIRMED RIPPR @ripprgang GET A FREE TESLA CALL_
¢ ripprs @RaiseS0789 @WheresAMP 30

& teslamotors.com

(Y Joined February 2008 T #RIPPRGANG 0 Wotors + Bm

The dragon strikes again @chf060
53 674 Photos and videos g 9

— AR —. 4 ¢

5055 : http://jp.techcrunch.com/2015/04/27/20150425teslas-site-and-twitter-account-hacked/
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2015 DNShEwW D (Zofih)

BINDLAYMNDDNSY J MO T F7EFRE
— FERIDNS: NSD, PowerDNS, Knot DNS, Yadida, etc

F+w =3 DNS: Unbound, PowerDNS Recursor, Knot DNS Resolver, etc

Public DNSH—E X D&

Google Public DNS (8.8.8.8/8.8.4.4)

OpenDNS (208.67.222.222/208.67.220.220)

NortonDNS (199.85.126.10/199.85.127.10 etc; S TE3I>F 2 WYHE
122 Y —EX %= 3 TRt

Baidu (180.76.76.76/114.114.114.114)

114DNS (14.114.114.114/114.114.115.115)

Verisign (64.6.64.6/64.6.65.6)

h.root-servers.net MIPv4/IPv6H12B1HICEEFIE

22 I 7AIILOESBRIIG

onionHYFIRFIE RA 1> (CFH (2015498)
— Torrw NDJO—2TFHETHREFARIER RAAL > EUTES

RFC7686 : The ".onion" Special-Use Domain Name



TLDDDNSSECE K2435 (2013)

ZM http://www.ohmo.to/dnssec/maps/




TLDDDNSSECE K245 (2014)

ZM http://www.ohmo.to/dnssec/maps/




TLDDDNSSECE K45 (2015)

ZM http://www.ohmo.to/dnssec/maps/




http://dnssec-debugger.verisignlabs.com/

Domain Name: jprs.jp

Analyzing DNSSEC problems for jprs.jp

Found 2 DNSKEY records for .

DS=1a0ms+e-1 verifies DNSKEY ~iamsassr

Found 1 RRSIGs over DNSKEY RRset

RRSIG=1205 and DNSKEY =1aessr verifies the DNSKEY RRset

Found 2 DS records for jp in the . zone

Found 1 RR3IGs over DS RR=et

RRSIG=6z530 and DNSKEY =253 verifies the DS RRset
Found 3 DNSKEY records for jp

DS=szszaste-1 verifies DNSKEY -ssaeaser

Found 1 RRSIGs over DNSKEY RRset

RRSIG=s3520 and DNSKEY =s3maser verifies the DNSKEY RRset

jpre.jp

Q0000000 OO0 O0O | OOOO

(]
(]

Found 2 DS records for jprs.jp in the jp zone

Found 1 RRSIGs over DS RRset

RRSIG=46421 and DNSKEY =45491 verifies the DS RRset

Found 3 DNSKEY records for jprs.jp

DS=124zsra-z5 verifies DNSKEY -14zssr

Found 1 RRSIGs over DNSKEY RRset

RRSIG=124z and DNSKEY =-1a¢zs=r verifies the DNSKEY RR=st
jpre.jp A RR has value 117.104.133.167

Found 2 RRSIGE owver A RR=set

RRSIG=z5181 and DNSKEY =23181 verifies the A RRset
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http://www.openresolver.jp/

The number of Open Resolvers in the world

FA—=T UV HERY A o e

Japan
_ w - I Japan
— &t IP 7 RLREPC ([CEEES & @™
NTWSDNSH—/)UDIP 7R &
LR (23 U ThERR. PIRBARINIE
HU— S TRBAEREND ¢ o ‘HM
A HEDRIE T v T — | WL
LTz D3 BB D= SO G G e
C CRITEBH RIIZE TR
The number of Open Resolvers in Japan
B e
& 9.000
&
§ 6,000
& 3,000 ‘ ‘
0 I
http://www.openresolver.jp/ powerd by JPCERT/CC @“ﬁgr;s@f@%@%@%@%“Q;B‘”%”%”@;@@%@@
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http://www.openresolver.jp/
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201541 U5+ &[]

AFE I DDDoSINEE
— Spamhaus/CloudFlare N IRZEEZR(C (20134 : 300Gbpsi&)
_ Akamaitt: 20144 E = TUHEADH T100Gbpsl EN 174 (A321Gbps)

UDPZFIFH UIEINEDIEN (NTP, SSDP. DNSZ)
JAVIJINEE

— $FC2015F(FRY N\ F I ZBED EARIEY A MADFEE T )LX
PWDIRA U \EI-ENSF

— YA FTHEHEETNTWLWBPWDU X hETICREEND/INT—>
RI8D> ED, JHEK

— MBADED TWLRW RLAZBF(CHRA URE SR/ \ 12 wv D

- ERBEROFZETRBN—REX



K%E?IEDDOSI&é =451

2014%5~6H 14HR”] K-optcom#t WebBE, X—)LXRERE(CERININD. F£le(ER AT
eo’t DNSH—/(—
201457H SHEIM E  K-optcom#t WebBE., X—)LXZERE(CERININD. F£le(ER AT
eo’t DNSH—)(—
2014F6~7H 28HM h D752 — X SEEEEE. b—EXELE
H—A>S542>2] 68278Hh'5., —RY—EXEBMHM
201456H B5RS Evernote 400GbpsL)U:0)DDoSI&¥"<i’§“LT\ H—-EX(CEZEN T
2014%F6H +H Feedly Evernote & (X(FRAKF(CDDoSEZZ (T, T—EX(EIE
EHRENR, REISPLHREDHRNDICKID. B—EXIEIH
201448H e USTE PlayStation Network  ®RY hJ—J(CiEGREE. U—EXFIABEL
(20144128  FBA 1L&AfE (STAR-KP) QBFRIN (CDT DILEREEN 1 > 5 —Rw ~h ST N
2015%3R 6HMILLE  Greatfire.org 2.6B/hGEED25001%) DIFEHERLFELE, H—ERZLE,
20154%3A 4HLE Github WEIN-FE=FEWebH (/b 52#EICGithubAXKET7T VX
DA, WEHNRYRSH ., HEX KEE,
20154%5A4 1R5fE FXZ54 1L by GMO FYRNF T ITERLDOLLMRR, £ ER,
2015%6R F92 B I ERIT YR X DT ITHEBGLOGLMKRR, 8 EK,
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DDoSIZEDE[A)

Survey Peak Attack Size Year Over Year (BE : Arbor Networkstt)

450) 400 Gbps

400
350
300

250

Gbps

200

160 100 Gbps

100

B} o

2002 2003 2004 2005 2008 2007 2008 2009 2010 201 2012 2013 2014

10Gbpsh5400Gbps A \FRAENHEK

HE=A1 > T SPERZZEN(CUCNEBERX
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2015 ATLAS : Attack traffic sizes JP

= Average attack size increases between Q1 2015 and Q2 2015
159 D EIPTIFENEMbpsD 775w IR FELE

4 N

= HRY

/

Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan" 94




2015 ATLAS : Attack

traffic sizes JP

BHGCUOSADT7S Y IMIP/APTHE

Attack traffic size - JP Q2 2015

Attack traffic size - APAC Q2 2015

\_

B.>20Ghos O M@Gb&

0sS

= HRY

/

Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan" 95




2015 ATLAS : Reflection attacks JP

Reflection Attacks Analysis

J\

= HRY

/L

Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan"
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2015 ATLAS : Attacks duration JP

Duration Break-Out (02 2015)

JP Average APAC Average

\_

= HRY

i

Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan”
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2015 ATLAS : Attack destination ports JP

Dest Port Break-Out (Q2 2015)

o

i = HERY

L /

Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan" 98



2015 ATLAS : Attack source countries JP

Event Source Break-Out, O1 2015 Event Source Break-Out, O2 2015
=27% of monitored events cannot be =18% of monitored events cannot be
attributed due to data anonymisation / attributed due to data anonymisation /

S

= HERY -

L J

| |
Reference: Arbor Networks, Inc "ATLAS Q2 2015 Update - Japan" 99
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route:
descr:

origin:

JPIRRIC KD/ \A =+ v IR

202.12.30.0/24
JPNICNET
Japan Network Information Center
Kokusai Kogyo Kanda Bldg. 6F
2-3-4 Uchi-Kanda
Chiyoda-ku, Tokyo 101-0047
JAPAN
X-Keiro: okadams@nic.ad.jp
X-Keiro: okadams-noc@nic.ad.jp
AS2515

admin-c: SN3603]P
tech-c: YK11438JP
tech-c: MO5920]P

notify:

system@nic.ad.jp

mnt-by:  MAINT-AS2515
changed: apnic-ftp@nic.ad.jp 20080116
source: JPIRR

EixScoriginlBik & (TR
BoriginASH SHRERILERD (1%
RE{TCORRE SNIEIZSI(C.
[ X-Keiro:] (CE2&kdDdp Tt

(CA—)LBIIT B

<--1EfNECHR
<--#8# THR(TEBH I Dipa iR




HFRDERFIIRE S AT I

BGPmMon
— S%j:ll.:ll'.l:lc C1 =*3'|'
— TN EF 18R gH D A13%

JPIRR .
Dyn(renesys)
thousandeyes

http://www.bgpmon.net/
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« 2015FDHELH
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NTT-NGNOO#EH!

route: 124.245.0.0/16
descr: nipponroute
origin: AS7688

mnt-by: nipponmish-mnt

mnt-by: RIPE-NCC-RPSL-MNT
created: 2013-12-18T19:33:127
last-modified: 2013-12-18T19:33:127

source: RIPE # Filtered

mntner: nipponmish-mnt
descr: Maintainer

admin-c: HZ1260-RIPE

upd-to: hui.zao@nippontelecom.com
auth: MD5-PW # Filtered

mnt-by: nipponmish-mnt

notify: hui.zao@nippontelecom.com

changed: hui.zao@nippontelecom.com 20131218

remarks: Accepted the RIPE Database Terms and Conditions
created: 2013-12-18T19:19:48Z

last-modified: 2013-12-18T19:19:48Z

source: RIPE # Filtered

person:

address:
phone:
e-mail:
nic-hdl:
mnt-by:
changed:
created:

Hui Zao

3-9-11 Midori-cho, Musashino-shi
+81-422-59-7351

hui.zao@nippontelecom.com

HZ1260-RIPE

nipponmish-mnt
hui.zao@nippontelecom.com 20131218
2013-12-18T719:19:487

last-modified: 2013-12-18T19:19:48Z

source:

RIPE

1% U U NEERDMATE D
RIPE DBic&tgantu
2o o
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KLUESA,

FTFROHAZBIRZIE UK UITH, 2(ED Zao SAlE
LUV T IR,

NTT NTAH Bl B% (Co Co Uy i< THEIIRE - ZDOHY)
Tel: 04xx-xx-xxxXX Fax: 04xx-XX-XXXX



RIPE-NCC-RPSL-MNT®DF1E

You will be able to delete the object by using then public password of
the mntner RIPE-NCC-RPSL-MNT.

This maintainer is used to let people add a route object which
address space and/or AS number are outside the RIPE region.

The password is mentioned in the remarks of the object itself:

mntner: RIPE-NCC-RPSL-MNT

descr: This maintainer may be used to create objects to represent

descr: routing policy in the RIPE Database for number resources not

descr: allocated or assigned from the RIPE NCC.

admin-c: RD132-RIPE

auth: MD5-PW # Filtered

remarks: 3k 3k 3k 5k 3k 5k 3k ok 3k ok 3k ok 3k ok 3k ok 3k 3k ok sk sk sk ok sk ok 3kook sk 3k 3k >k sk sk ok sk ok 3k 3k 3k ok 3k >k ok >k ok >k ok >k ok sk ok sk k ok k
remarks: * The password for this object is 'RPSL', without the *

remarks: * quotes. Do NOT use this maintainer as 'mnt-by'. *

remarks: 3k >k >k 5k 3k 3k >k 5k 5k 3k >k 5k 5k 5k >k 3k 5k 5k 5k 3k >k >k 5k 5k 3k 3k >k >k 5k 5k 3k 3k >k 5k 5k 3k 3k >k >k 5k >k >k >k >k >k 5k >k >k >k >k 5k 5k >k %k %
mnt-by: RIPE-DBM-MNT

referral-by: RIPE-DBM-MNT

source: RIPE # Filtered

E(X. BHEDFEL)
[RIPE-NCC-RPSL-
MNT] EWLWD XD T
F—HFEL. N
ZFRBLUTEREN
TULVz, &

EWDSTET,
JPNICCRIE(CHIBR
TEFELE




31218 Advisory DR&P

Ref: SBL265093

124.245.0.0/16 is listed on the Spamhaus Block List - SBL
124.245.0.0/16 is listed on the Don't Route or Peer List - DROP

2015-09-19 13:17:28 GMT | ntt.net

NIPPON TELEGRAPH AND TELEFHONE WEST CORPORATION (AS1273)

Based on research, analysis of network records, our own intelligence sources and our experience, Spamhaus believes that this
IP address range is being used or is about to be used for the purpose of high volume spam emission.

As a precaution we are listing this range in an SBL Advisory until we are able to determine with certainty exactly who is
operating these domains/hosts/servers and also verify the opt-in permission status and origin of whatever lists are used for

those mailings.

Metwork Information:

[Metwork Mumber] 124.245.0.0/16

[MNetwork Name]

[Organization] MIPPOMN TELEGRAPH AND TELEFHOME WEST CORPORATION
[administrative Contact] KU1605]1P

[Technical Contact] KUL160SIP

[abuse] jpnic-tec@ml.hg.west.ntt.co.jp

[Allocated Date] 2007/10/04

[Last Update] 2007/10/04 18:51:38(15T)

Domain Mame: nunnativ.net

Registry Domain ID: 0400353347

Registrar WHOIS Server: Whois.domainerschoice.com
Updated date: 2015-04-06T03:13:097

Creation date: 2015-03-28T06:10:14Z

https://www.spamhaus.org/
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2015/9/7 janogML by peter@ixp.jp & D

JPNIC? http://www.spamhaus.org/sbl/query/SBL268451

RICOH http://www.spamhaus.org/sbl/query/SBL268217

KAWASAKI HEAVY INDUSTRIES http://www.spamhaus.org/sbl/query/SBL268212
TOKYO KOUGAKUIN http://www.spamhaus.org/sbl/query/SBL268203

NIDEC SANYO http://www.spamhaus.org/sbl/query/SBL267366
NTT WEST http://www.spamhaus.org/sbl/query/SBL265093
NTT EAST http://www.spamhaus.org/sbl/query/SBL262422
CAC (zombie?) http://www.spamhaus.org/sbl/query/SBL253946

TOKYU CONSTRUCTION http://www.spamhaus.org/sbl/query/SBL249300

MURATA http://www.spamhaus.org/sbl/query/SBL247800 (those dancing robots are so
cute!)

LEILIAN http://www.spamhaus.org/sbl/query/SBL247797
FUJITSU http://www.spamhaus.org/sbl/query/SBL233285 BTSRRI !

KYOWA HAKKO http://www.spamhaus.org/sbl/query/SBL229889
TOYOTECH http://www.spamhaus.org/sbl/query/SBL222568
CORPOVEN (dead company?) http://www.spamhaus.org/sbl/query/SBL222563



dig X.X.X.X.zen.spamhous.org

$ dig 0.0.245.124.zen.spamhaus.org

; <<>> DiG 9.8.3-P1 <<>> 0.0.245.124.zen.spamhaus.org

;; global options: +cmd

;; Got answer:

;; ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 42660

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 21, ADDITIONAL: 4

;» QUESTION SECTION:

;0.0.245.124.zen.spamhaus.org. IN A
;> ANSWER SECTION: ZEN Return Codes
0'0. 245 . 124.Zel"l .SpamhaUS.Org . 60 IN A 1 27 . 0 . 0 ) 2 SDLI{E;'-,:?DQI-:il;.;r:jg::T;zﬁ:;g(;zt:lﬁ; following result codes for listed entries (see the FAQs

Return Codes Data Source Contains

- m - Direct UBE sources, spam operations &
L2200 AdVIsory spam services

D|g§_5 &\ Egﬁa)prefl)(b\‘&a L\5l|ﬁ:ﬁ:l%(:@5@b\b\‘ (LT SBL ADVISORY Direct snowshoe spam sources detected
A I/:I i FO){IET“ EHJBIJ t‘\ g % ° @coumusm via automation
127.0.0.4-7 M E:;.afil;deleglt'_{ exploits such as proxies,

LT TE Ad . End-user Mon-MTA IP addresses set by
T VISOTY | (o (uthound mail policy

http://www.spamhaus.org/zen/
110




775w O4AM2015 in JPNAP

B ®EEmIPF LA (Src IP Address) B EERTIPF LA (Src IP Address)

on | mea | mm o wa ar T R N T
| e e e e e e [ e e e e e

IP¥ RLZ

61 @ | 65.02G|132.60M | 40.21K | 157.61M | 55.43K | 217.20M | 0.00 | 0.00 I | 325.14M 663.55K| 1.23K| 4.82M| 3.41K 13.38M| 0.00 0.00
b
2 | @ | 15.28G| 31.43M| 9.53K| 37.03M|12.20K| 47.78M|0.000.00 B34 |321.13M | 655.36K | 1.21K| 4.76M| 3.28K| 12.85M 0.00  0.00
=
32| @ | 11.72G| 24.16M| 7.32K| 28.41M | 14.34K| 55.50M|0.00 |0.00 d | AT | Y| Y| Al 24| WAR)| GaD) Wl
° 223G | 14.03M| a.53K| 17.52M| 7.24%| 26.13M | 0.00 | 0.00 2 Bl 28099 573.44k| 1.06K| 4.16M| 3.00< 11.77M| 0.00| 0.0
B=| o73c| 12.89m| 220k| 16.32m| 737K 28.67M|0.00 0,00 9 | 268.04M | 548.86K| 1.02K| 2.98M| .82k 14.99M| 0.00|  0.00
7 BEm | 268.94M 548.86K| 1.02K| 3.98M| 3.55K 13.92M| 0.00| 0.0
e 6.29G| 12.94M| 3.92K| 15.25M| 7.78K| 30.26M|0.00|0.00
3 BE= | 264.93M | 540.67K | 1.00K| 3.92M| 3.28K 12.85M| 0.00|  0.00
e 5.25G| 11.58M| 3.51K| 12.72M| 6.42K| 23.03M|0.00|0.00 =
7 BE= | 256.00M | 524.20K | 970.90| 3.81M| 3.14K | 12.31M| 0.00| 0.0
e 4.64G| 9.46M| 2.87K| 11.24M| 8.47K| 33.18M|0.00|0.00 —
2 | 243.68M | 499.71K|925.39| 3.61M| 3.14K 12.31M| 0.00| 0.0
e 4,52G| 9.23M| 2.80K| 10.97M| 7.78K| 30.51M|0.00|0.00 —
9 S| 244.86M | 400.71K | 925.39| 2.63M| 23.14K 12.31M| 0.00|  0.00
. T I . e @
o 6 = | 23583 0.00
3 S N 00.00 LR N
« {s—rurprE G | a—rurpE
il B | iy 6 I | 222.95 0.00
EE | 194G 3.99M| 1.21K| 4.70M| 6.14K| 23.89M 0.0 0.00 1 ® |216.76M | 442.37K [819.20| 3.21M| 2.87K 11.24M| 0.00|  0.00
® | 1926 3.95M| 1L.20K| 4.65M  3.96K 15.39M 0.000.00 2 B-Q 216.76M 44237k |819.20| 3.21M| 273K 10.70M| 0.00| 0.0
® 1.016| 2.29M|692.60| 2.45M| 1.64K| 5.43M|0.00|0.00 4 -' 208.73M | 425.98K | 788.86| 3.09M| 2.87K| 11.24M| 0.00 0.00
@ |614.15M| 1.37M|414.56| 1.49M| 1.64K| 6.13M|0.00|0.00 9 sooow | 188.66M | 385.02K | 713.01| 2.79M| 3.69K 14.45M| 0.00|  0.00
@ 518.13M| 1.25M[377.33| 1.26M| 1.23K| 4.19M|0.00|0.00 1 Dy | 188.66M | 385.02K | 713.01| 2.79M| 2.46K 0.63M| 0.00|  0.00
@ 407.42M| 1.22M|369.88 | 987.60K | 955.73| 2.79M | 0.00 | 0.00 2 BE | 172.61M | 352.26K | 652.33| 2.56M| 3.41K| 13.38M| 0.00|  0.00
® [545.91M| 1.11M[337.61| 1.22M| 1.23K| 4.82M|0.00|0.00 2 @ [171.20M[352.26K | 652.33| 2.54M| 3.00K 11.68M| 0.00| 0.00
@ |172.61M| 352.26K | 106.74 | 418.44K | 546.13| 2.14M|0.00|0.00 E BBl | 155.55M | 319.40K |501.64| 2.32M| 2.73K| 10.70M | 0.00 0.00
@ [159.99M | 352.26K | 106.74 | 387.85K | 546.13| 2.12M|0.00 | 0.00 3 B 0 152.54M | 311.30K|576.47| 2.26M| 273K 10.70M| 0.00)  0.00
=
@ | 144.51M| 204.01K| 2937 350.32K 409.50  1.61M | 0.00 | 0.00 7 BE= | 150,54M | 311.30K | 576.47| 2.26M| 3.28K 12.85M| 0.00| 0.0
@ | 144.51M| 204.01K| 89.37| 350.32K | 682.67 2.68M | 0.00  0.00 8 B | 151.29M 311.30K|576.47| 2.24M| 2.59K 10.09M| 0.00| 0.0
° I R e ke 2 @® [147.31M|303.10K | 561.30| 2.18M| 2.59K 10.09M| 0.00|  0.00
4 B | 1445iM | 204.01K|546.13| 2.14M| 2.50k 10.17M| 0.00|  0.00
e 5.67M | 16.38K| 4.96| 13.74K|273.07 | 755.85K |0.00 |0.00
1 soeow | 98.58M | 204.80K | 379.26 | 1.46M| 1.23K  4.82M| 1.09K| 4.05M
& BE=| 56.34M | 196.61K | 364.09| 1.43M| 3.28K 12.85M| 0.00| 0.0

B FE%IPY EL R (Dst IP Address)
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Hijack, RoutelLeakfRdE

- 2014/12 27T (E5<) 7Y RIEC K Dhijack
- U7 L ILM5 140052 BIEE D)L — M EDEILS

— Note worthy networks that were affected include US DOD, Chicago Public Schools, Level3, Savis, Telstra, UPC Liberty
Global, Comcast, Time Warner Cable, Tiscali UK, China Enterprise Communications, Internet2, Province of New
Brunswick, Yandex, Rogers Communications, Uganda Telecom, Dell, Sanford Airport Authority, Kabel Deutschland, Red
Hat, YOUTUBE, Iran Post Company, Etihad Atheeb Telecom Company, Akamai, Telefonica Germany and many more.

« 2015/3 AFVURNANDRS T4 Vv IRDOSAFHHRERAIC
. 2015/3 INDOSAT hijack

. o ) Dyn
— More specific routeH &
— 2014£F1HI(C(&E. Googled8.8.8.8 :
t°Akamai, Amazon’/2EZ S i \
280012 DPrefix% 3843 Mihijack 3 o

- Frankfurt, DE
GB J
[ ]

http://research.dyn.com/2015/03/uk-traffic-diverted-ukraine/
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Hijack, RoutelLeakB &

2015/6 YL —=77Telecom®)l— ~Leak CIR AR F gD/ S H]
(CEEFDRE

2015/7 AWS(Boston)H'#J403#2%E RoutelLeak(C X D{FLE
2015/9 1> /1 = > B K-root\DEZEAEE

2015/10 iTELA*RullRoute# originate

2015/11 1> B B)\A4 > v D



Google’s extensive peering likely insulated it from some of the effects of having its routes leaked. However, it didn’t escape the
incident completely unscathed. Here is an example of a normal traceroute to Google’s data center in Council Bluffs, lowa from Prague,
which goes via Frankfurt and London before crossing the Atlantic Ocean.

trace from Prague to Google, Council Bluffs, IA at 02:45 Jun 11, 2015

1 *

2 212.162.8.253 ge-6-14.car2.Praguel.Level3.net 16.583

3 4.69.154.135 ae-3-80.edge3.Frankfurtl.Level3.net 22.934

4 4.68.70.186 Level 3 (Frankfurt, DE) 23.101

5 209.85.241.110 Google (Frankfurt, DE) 23.796 20 1 5/6

6 209.85.250.143 Google (Frankfurt, DE) 24.086 >,57 = J= 17

7 72.14.235.17 Google (London, GB) 32.709 < L —> 77 DlLeak TR

8 209.85.247.145 Google (New York City) 103.091 ¥ Hhtab ,—'—""' — R IFEE B B0
9 216.239.46.217 Google (Council Bluffs) 133.098 ’¥ ﬂj‘ :JZO) L\EB(‘—EL%’?’/E
10209.85.250.4 Google (Council Bluffs) 133.245

11 216.239.43.217 Google (Council Bluffs) 133.536

12 *

13 74.125.142.192 Google (Council Bluffs) 132.643

During the routing leak, traces were redirected to Hong Kong (where Telekom Malaysia gets Level 3 transit) and across the Pacific
Ocean for a performance hit of almost 400ms.

trace from Prague to Google, Council Bluffs, IA at 09:04 Jun 12, 2015

*

1
2 212.162.8.253 ge-6-14.car2.Praguel.Level3.net 41.213

3 *

4 67.17.134.242 telekom-malaysia-berhad.xe-0-2-0.ar2.clkl.gblx.net 451.264
5 *
6
7
8
9

209.85.242.242 Google (Mountain View) 509.481
66.249.94.140 Google (Mountain View) 482.303
64.233.174.176 Google (Mountain View) 459.441
216.239.41.139 Google (Council Bluffs) 457.846
1072.14.239.48 Google (Council Bluffs) 468.626
11 216.239.43.219 Google (Council Bluffs) 456.841
12 *
13 74.125.142.192 Google (Council Bluffs) 509.298 114

http://research.dyn.com/2015/06/global-collateral-damage-of-tmnet-leak/


http://www.datacenterknowledge.com/archives/2013/12/02/in-iowa-a-field-becomes-a-huge-google-server-farm/
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— ¥$(CLACNIC, RIPEfiz;

HAR

E

ANTE. 55EF5EE&AEN.

LD ? FEDOEBMMERX TSI,
— IRR(ZAS holder, RPKI(ZAddress holder

2014/10

2015/01

RTR Sessions

2015/04 2015/07 2015/10
Date LACNIC

IPv4 rpki-rtr (TCP323) — IPv6 rpki-rtr (TCP323)
Copyright INTERNET MULTIFEED CO. All Rigt

sENVERRUITS K

Search
RPKI
Adop
Total Valid Invalid Unknown Accuracy Rate
13721 (100% [ 140.1%)] [ 1.70% |
2.7% |
335 (0.15%) . 0.92% |
)  2041% |
1203 015 P 137548 5825 [11.26%]

http://rpki.surfnet.nl/perrirhtml { | 5
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11/19DH FEFERAEIRS (HFEEK)

600 G
500 G
400 G
308 G
200 G

bits/second

100 G
]

H incoming avg
B 1-week ago
B 2-weeks ago

0o

JPNAP Total (Tokyo I + II and Osaka)

03 06 09 12 15 18 21 oo 03 06
(min = 139.12G awvg = 318.52G max = 558.19G)
(min = 129.83G6 avg = 317.00G6 max = 561.27G)
(min = 140.59G avg = 325.09G max = 588.42G)

Updated, Fri 20 Nov 2015 at 8800 (JS5T)
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