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JPIRRIZE DS NA vy IR

route:  202.12.30.0/24 ﬁﬁéﬂtorlgln'%ﬁﬁt(iﬁﬁ
descrs JPNICNET 30riginASH BRI IR\ (48
Japan Network Information Center A7 ;5 JI=IAN
Kokusai Kogyo Kanda Bldg. 6F ED 1 t ) *ﬁtlj é;h]_ 725 = \
2-3-4 Uchi_Kanda |_X Kel ro J ((— I:la W@@t%
Chiyoda-ku, Tokyo 101-0047 (CA—)1BFI T B
JAPAN
X-Keiro: okadams@nic.ad.jp <--3BNEdab
X-Keiro: okadams-noc@nic.ad.jp <--EEH THeizlmmnd 254600

origin: AS2515

admin-c: SN3603JP

tech-c:  YK11438JP

tech-c: MO5920JP

notify: system@nic.ad.jp

mnt-by: MAINT-AS2515

changed: apnic-ftp@nic.ad.jp 20080116
source: JPIRR
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« JPIRR

) HOME T AUTONOMOUS SYSTEMS C, PREFIXES % ALERTS 4¥ PEGAMON
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- thousandeyes
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N T. SPAMEMEE (CHIAASNDRENEKX
» NEFCOO—/)VUL7Z RLAZFIHLTWLWDT—X
« IRB(ELTWVWBITEERRICIIFER or FIHRIGH]

« 2015FDHEHI

o BEIDNTT-NGNY” RL A BFICEOLNTULE, -
- JILAVUTZRhEMNSH RXA1 > EHAEHE THIA
- RIPE DBICEEFRIGEHRMD D, BIFTDEMNRIDIELLY,

o« [IJC. 77 RURBER(CHWEE UTZIPY” RL XA, FIARTCHES
F(ZEHOHNTLE (Janogl/h— F@IRIEEA). -
- SFBAEETHEESINTULT, CBES5BREULLY,

s TDINDT RLADERBADIPZFRFRE U TULWAAE. FELEE
(CdHDTULVC, o

o« TDMICHERILDIREN DN D TLD
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NTT-NGNOHREHI

route: 124.245.0.0/16 person: Hui Zao
descr: nipponroute address: 3-9-11 Midori-cho, Musashino-shi
origin: AS7688 phone: +81-422-59-7351
mnt-by: nipponmish-mnt e-mail: hui.zao@nippontelecom.com
mnt-by: RIPE-NCC-RPSL-MNT nic-hdl: HZ1260-RIPE
created: 2013-12-18T19:33:12Z mnt-by: nipponmish-mnt
last-modified: 2013-12-18T19:33:12Z changed: hui.zao@nippontelecom.com 20131218
source: RIPE # Filtered created: 2013-12-18T19:19:48Z

last-modified: 2013-12-18T19:19:48Z
mntner:  nipponmish-mnt source:  RIPE
descr: Maintainer
admin-c: HZ1260-RIPE
upd-to: hui.zao@nippontelecom.com
auth:b MD.5-PW # P}‘liltered 'lz% UL \il‘ﬁ *Eb\‘{ E_[E& j:)\
mnt-by: nipponmish-mnt
notify:y huizzo@nippontelecom.com RI P E D B ( :%fﬁi énf LY
changed: hui.zao@nippontelecom.com 20131218 7,_

o (o]

remarks: Accepted the RIPE Database Terms and Conditions
created: 2013-12-18T19:19:48Z

last-modified: 2013-12-18T19:19:48Z

source: RIPE # Filtered
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R\,
RIPE-NCC-RPSL-MNTDF®

You will be able to delete the object by using then public password of
the mntner RIPE-NCC-RPSL-MNT.

I_I_l L l—
=
=(3. B D0
This maintainer is used to let people add a route object which

address space and/or AS number are outside the RIPE region. |_ RI P E - N CC - RPS L_

— \ —
The password is mentioned in the remarks of the object itself: M N TJ t (/ \ j >( e
mntner: RIPE-NCC-RPSL-MNT j_ b\‘ ?— T— % n
descr: This maintainer may be used to create objects to represent ? :I: L/ A

descr: routing policy in the RIPE Database for number resources not % * IJ L/ t %ﬁ% é n
descr: allocated or assigned from the RIPE NCC. - 5= I

admin-c: RD132-RIPE t L \ 7—_.

auth: MD5-PW # Filtered —o o
remarks:XXXXXXXXXXXXXXXXX KR KRKXXXKKXXXKKRXRK XXX

remarks: * The password for this object is 'RPSL', without the *

remarks: * quotes. Do NOT use this maintainer as 'mnt-by'. * t (/ \ 5 : t T\\ .

remarks; # % %R EEA R IR LI R IR LRI R IR R RIH R R IR HR LRI IR

mnt-by: RIPE-DBM-MNT J P N ICT“ ’F";'ﬁ_ =2 (: \ﬁl J B;%

referral-by: RIPE-DBM-MNT

source: RIPE # Filtered C\ E =N L/ 7:__—-
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Ref: SBL265093

124.245.0.0/16 is listed on the Spamhaus Block List - SBL
124.245.0.0/16 is listed on the Don't Route or Peer List - DROP

2015-09-19 13:17:28 GMT | ntt.net

NIPPON TELEGRAPH AND TELEFHONE WEST CORPORATION (AS1273)

Based on research, analysis of network records, our own intelligence sources and our experience, Spamhaus believes that this
IP address range is being used or is about to be used for the purpose of high volume spam emission.

As a precaution we are listing this range in an SBL Advisory until we are able to determine with certainty exactly who is
operating these domains/hosts/servers and also verify the opt-in permission status and origin of whatever lists are used for
those mailings.

Metwork Information:

[Metwork Mumber] 124.245.0.0/16

[MNetwork Name]

[Organization] MIPPOMN TELEGRAPH AND TELEFHOME WEST CORPORATION
[administrative Contact] KU1605]1P

[Technical Contact] KUL160SIP

[abuse] jpnic-tec@ml.hg.west.ntt.co.jp

[Allocated Date] 2007/10/04

[Last Update] 2007/10/04 18:51:38(15T)

Domain Mame: nunnativ.net

Registry Domain ID: 0400353347

Registrar WHOIS Server: Whois.domainerschoice.com
Updated date: 2015-04-06T03:13:097

Creation date: 2015-03-28T06:10:14Z
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2015/9/7 janogML by peter@ixp.jp

JPNIC? http://www.spamhaus.org/sbl/query/SBL268451

RICOH http://www.spamhaus.org/sbl/query/SBL268217

KAWASAKI HEAVY INDUSTRIES http://www.spamhaus.org/sbl/query/SBL268212
TOKYO KOUGAKUIN http://www.spamhaus.org/sbl/query/SBL268203

NIDEC SANYO http://www.spamhaus.org/sbl/query/SBL267366
NTT WEST http://www.spamhaus.org/sbl/query/SBL265093
NTT EAST http://www.spamhaus.org/sbl/query/SBL262422
CAC (zombie?) http://www.spamhaus.org/sbl/query/SBL253946

TOKYU CONSTRUCTION http://www.spamhaus.org/sbl/query/SBL249300

MURATA http://www.spamhaus.org/sbl/query/SBL247800 (those dancing robots are so cute!)
LEILIAN http://www.spamhaus.org/sbl/query/SBL247797

FUJITSU http://www.spamhaus.org/sbl/query/SBL233285

KYOWA HAKKO http://www.spamhaus.org/sbl/query/SBL229889

TOYOTECH http://www.spamhaus.org/sbl/query/SBL222568
CORPOVEN (dead company?) http://www.spamhaus.org/sbl/query/SBL222563
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dig X.X.X.X.zen.spamhous.org

$ dig 0.0.245.124.zen.spamhaus.org

; <<>> DiG 9.8.3-P1 <<>> 0.0.245.124.zen.spamhaus.org

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42660

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 21, ADDITIONAL: 4

;; QUESTION SECTION:

;0.0.245.124.Zen.spamhaus.org. IN A

ZEN Return Codes

Querying zen.spamhaus.org returns the following result codes for listed entries (see the FAQs
;; ANSWER SECTION: for @ more complete return code table):
0.0.245.124.zen.spamhaus.org. 60 IN A 127.0.0.2 S B R

m - Direct UBE sources, spam operations &
127.0.0.2 AdVIsory Spam Services
T AmE SBL ADVISORY Direct snowshoe spam sources detected
T COMPONENT via automation
- CBL (3rd party exploits such as proxies,
127.0.0.4-7 m MV|5ﬂ|'y trojans, etc.)
LT T Ad . End-user Mon-MTA IP addresses set by
T VISOTY | (oo (iibound mail policy

http://www.spamhaus.org/zen/

2015/11/18



IPNAPTZZIXA> RD)\A 7T
201442H. - IPNAPDDTZ/TI A > ~(/ 24)‘6‘”5’1%&%/ \-1
2w O {EDSIESPAM %, @ J7DASICTENFE UL

BFR5U(IST) spamcoph5DF7S5—bX—=)L

[SpamCop (218.100.45.34) id:6074690948]A sweet deal! Moto X. No

2/1 1 23 . 47 %:%E%E??_C%:%E%/ \’I’:/V W 0%£E¢ﬁ%u contract. No down payment..
(218.100.45.0/24) e

vy [ SpamCop V4.8.1.007 ]
2/ 1 2 1 3 ' 22 SPAM;L;E'{E‘ This message is brief for your comfort. Please use links below for details.

(218.100.45.34, JPNAPKZIHIP)

Email from 218.100.45.34 / Tue, 11 Feb 2014 22:27:49 -0600

. \ http://www.spamcop.net/w3m?i=z6074690948z4d537a65b10c840416
2/12 13:27 spamcop/HNSPAMi&H http://wiww.span

2/12 1440 %:%E%%’?—J_'_C%?tﬂg/ \'I’:/V % OE?E@%D [ Offending message ]

Return-path: <Motorola@wappextil.com>

2/12 PM spamcophSdDA—) LICE D= Received: from wappextil.com ([unknown] [218.100.45.34])
=> SPAMX —) l//\“J QO)MX L1— '\ by vms172083.mailsrvcs.net

= — > (Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))
(FITICHFEET. _ | |
with ESMTP id <ONOVO004K08E3TI20@vms172083.mailsrvcs.net> for

x; Tue, 11 Feb 2014 22:27:49 -0600 (CST)
*%U}Eﬁ I P%H%q& ( —1% 5 Received: by wappextil.com id hvbsaalhvj41 for <x>; Tue,
« 11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
s N\ == \ . 9.
%H%‘E’tﬂ’g Td\éeg ECDOERE AN gﬁ L) Date: Wed, 12 Feb 2014 04:22:30 +0000
From: "Motorola 7214186" <possible@wappextil.com>

Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
-- BUF. spamX—)LDORSHRAT --

2015/11/18




spamcop.net

Report Spam || Filtered Emall | | Blocking List || Statistics || Login

SpamCop v 4.8.1.007 @ 2014 Cisco Systems, Inc. All rights reserved.

Here is your TRACKING URL - it may be saved for future reference:
http://www.spamcop.net/sc?id=25729621514zf033f7ded6dfP 1c29bf9508db8e0d5132
Skip to Reports

Return-path: <Motorola@wappextil.com>
Received: from wappextil.com ([unknown]
by vmsl172083.mailsrvcs.net
(Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))
with ESMTP id <ONOVO004KO08E3TI20@vmsl72083.mailsrvcs.net> for
X; Tue, 11 Feb 2014 22:27:49 -0600 (CST)
Received: by wappextil.com id hvbsaalhvj4l for <x>; Tue,
11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
Date: Wed, 12 Feb 2014 04:22:30 +0000
From: "Motorola 7214186" <possible@wappextil.com>
Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
X-Originating-IP: [218.100.45.34]
Message-id: <ONOV TI20@vms172083.mailsrvcs.net>

218.100.45.34 is not an MX for vms172083.mallsrvcs.net
218.100.45.34 is not an MX for vms172083.mailsrvcs.net

Tracking message source: 218.100.45.34:
Routing detalls for 218,100,45,34

Using last resort contacts tech-c@mfeed.ad.jp
Sorry, this email is too old to file a spam report. You must report spam within 2 days of receipt. This mail was received on Tue, 11 Feb 2014 22:27:49 -0600

2015/11/18



2/10 211 2/12
15:00 19:00 23:00 3:00 7:00 11:00 15:00 19:00 23:00 3200 700 11:00 15:00

1280522
1632272250724
1856.2240/22
18535244 0/24
185.36.68.07°22
185362280722
196240722
21810020524
218.10013.0/24
218100230724
103.25.220.0/24
160202400724
185.16.192.0/22
185221720722
185.33.28.0722
18533.72.0522
185362480722
2181005024
21810030024
36.37.39.07°24
91.183.152.0/22
91.21064.0722
1032.11.21.07°24
103.24317.0/°24
163.227.124.0/24
18520560722
18528800722
185.31.224 0722
218100270524
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218.100.2.0/24 Sydney IX Lan

OBIS-IX,Internet Exchange
218.100.5.0/24 Point,Okayama,Japan
218.100.13.0/24 Melbourne IX Lan
218.100.23.0/24 Dunedin Peering Exchange

OpenIXP, Internet Exchange
218.100.27.0/24 Point, Indonesia

APJII Indonesia Internet
218.100.30.0/24 eXchange

218.100.45.0/24 JPNAP Tokyo II IX

2015/11/18
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IPVATRR IS ENDHERS
e B CAREIER
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pLelele]

0 1 l ] I-.” 1 -1 L .| 1 1 I v [T ] 1 1 1 1 1 1
94 95 95 97 93 99 Q0 01 92 03 od 05 o5 OF 05 09 10 11 12 13 14
Date

http://bgp.potaroo.net/
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IPv4J)L)L— 512KMDEE(20145F)

- JANOGEF T CTHEEMEHAETNTLE
o DN (RTEETE512KDEE (C RSN ANELR
s JPNAPTEEHDBEE A FTF A ZEMINTULD
ISP ADNNE
= 192K, 224KFEDELD (FD oz ?
« NBPBGPHREENKZ(CF1E T DISPTIL600KEI1E

» J)UIL— BHVEBIZ &0V o TZEVER (S RTELY
- WYCTIVIL— heidHU. 12—y bDIL—F+
SO RITDOEN DD
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EEEEEEEEEE———
BrocadeX @l (==)

S(AE'Y!j_EJ'E 7w X2E 1 —)L CIEIPV6E(C64K

Y1

Default Profile 512K G4K 128K 128K 48K 4K 48K 4K
IPv4 Profile im \E"/ 32K [H] 112K 4] B4K o
IPvE Profile 64K 240K 32K 4] 16K 24K 16K 12K
I2-metro Profile 256K 4] 512K 4] B4K 4] B4K o
mpls-I3vpn Profile 256K 4] 32K 480K B4K 4] B4K o
mpls-vpls Profile 256K 1] 512K 1] B4K a B4k o
multi-service Profile 256K 32K 192K 256K 32K 8K 32K BK
multi-service-2 Profile 384K 96K 128K 128K 48K K 48K 4K
mpls-vpn-vpls Profile 128K [ 224K 384K 48K a 84K o
ipvd-vpn Profile 320K 4] 32K 448K B4K a 64K 0
12- metro-2 Profile 64K 4] G0BK 4] B4K a B4K 0
mpls-I3vpn-2 Profile 128K 4] 32K 544K B4K 4] B4K o
mpls-vpls-2 Praofile 128K 4] B7BK 4] B4K 4] B4K o
ipvd-ipve Profile 320K /kﬁ'&#\ 3ZK 4] 48K 20K 32K 8K
pwd-ipvE-2 Profile TEBK K GAK ) 4K 0 E4K 8K 48K Ak
ipwvd-vpls Profile 320K 4] 480K 1] B4K o] B4K o ;
2014 Brocade Communications Syste CONFIDENTIAL—For Internal Use Onl 4

|pv4“|pv6 2 Profile IRSXHLE], 1212 UIPV6ME64KMDEES D
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Brocade& &Ml (%)
CERVY—X IR KIPv4 150 75 {2 IR F THR— FATRE

Netiron CER -
RT

Feature Netlron CES Netlron CER

IPv4 FIB

& 2013 Brocade Communications Systems, Inc. Company Proprietary Information



AlaxalaX @ (%)

« AX8600R
= Defaultd:i&E CXI B H

3-8 router-1OBEFRT—7ILIT/M)H1/2)

[ %—a | IPvd1—F v AR I IPv4< )L FF v AMEE | IPv6 1 —F ¥ AR I IPv6~)LFF+ v AMEES |
default | 1015808 | 8000 | 425984 | 8000 |
liovd-uni | 1098348 | 0 | 0 | 0 |
liovG-uni | 32768 | 0 | 983040 | 0 |
lipvd-ipv-uni | 884736 | 0 | 557056 | 0 |

http://www.alaxala.com/jp/techinfo/archive/manual/AX8600R/HTML/12_4/CFGUIDE/0019.HTM#ID00066

- AX7800R, AX7700R
= router-b2 T3t (Ea] (f=/2 UIPV4A(CHFE)

F3-12 PRU-B2, PRU-B2B, PRU-C2, PRU-D28 LUFPRU-D2BOT— )L, T/ YOBRLG 82—

2015/11/18

EEY S HIARE 12—
router—b1 router—b2 router—bh3 vpnrouter—d1
L% -5 L% =%
IPv4% £ (CfEH IPvaf¥b IPvee (kM MPLSZ R
= 21— F A HEREE 93216 1 D856 262,144 131,072
(38410 {1024k (2581 (1231
VPNI=F 4 AR - - - 262,144
(256K
<)L FF v AHERE 2162 - 2162 -
(2k) (2k)
ARP 131,072 131072 65,536 32,768
(12810 (128 [GET] (321
=] 1=F e A EEEE £5 536 - 131,072 65,536
[GET] (128K [GE]
VPN F A EREH - - - -
<ILFF v I 8192 - 3152 -
(2k) (2k)
NDP 32,768 - 32,768 32,768
(32k) (32k) (32k)

http://www.alaxala.com/jp/techinfo/archive/manual/AX7800R/HTML/10_10_/APGUIDE/0031.HTM



v RmB (53)

- GR4000

= router-b2 CXIL(ERA] (272 ULIPVA(CHFE)

#£& 37 PRU-B. PRU-B2, PRU-BZBE, PRU-C2, PRU-DZ & U PRU-D2B DT —7 LI} 1) DEHA

/=
EETLHARE PN =
router-b1 router-b2 routar-b3 vparouter-d1
h—=% =% =4 =4
IPva & E (8 IPvd $t IPvE %= EIZ{EM MPLS % (£
IPvd =%y A REEH 493,216 1048576 262,144 131,072
(384k) (1024k) (266k) (128k)
VPN ==%+ =} BE — - — 262 144
i (256k)
wFHy Ak ERE 8,192 - 8,192 —_
(5k) (8k)
ARP 141,072 131,072 65,536 32 T6E
{128k) (128k) (Balk) (azk)
IPvis =%y 2} e f6, 536 - 131,072 65,536
{B4k) {128k) (Gak)

http://www.hitachi.co.jp/Prod/comp/network/manual/router/gr4k/1010r1/PDF/APGUIDE/APGUIDE.PDF
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- Cisco
= http://blogs.cisco.com/sp/global-internet-
routing-table-reaches-512k-milestone/

- Juniper
= Routing Engine: RE-850-1536-S
» CFEB: FEB-M101-M71-S
- RIB IPv4 capacity = 6M
* FIB IPv4 capacity = 550K
« RIB IPv6: 3M
- FIB IPv6: 375K

2015/11/18
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Leap second causes ~5 minutes of
transient global routing instability

Impacts of Leap Second
BGP advertisement rate per 30 seconds
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Hijack, RouteLeak[E &% =

- 2014/12 = VU7 T (B&5L) 77U I\LFSUE(L_Jiéhuack
o U7 L OALANS14008RBIEE D)L — MO EIIAS

Note worthy networks that were affected include US DOD, Chicago Public Schools , Levels, Savis, Telstra,
UPC Liberty Global, Comcast, Time Warner Cable, Tiscali UK, China Enterprise Communications, Internet2,
Province of New Brunswick, Yandex, Rogers Communications, Uganda Telecom, Dell, Sanford Airport

Authority, Kabel Deutschland, Red Hat, YOUTUBE, Iran Post Company, Etihad Atheeb Telecom Company,
Akamai, Telefonica Germany and many more.

- 2015/3 AFUAANDKS T+ ‘JOD"?U?’I’T%"REEI(L_
- 2015/3 INDOSAT hijack
= More specific routeh &
= 2014F1HI(C(E. Googled8.8.8.8 A

Houston, TX, US ERn

—— C Dyn

Yo°Akamai, Amazon/a EZE - 5 s Kiew, UA
28OO$EEIE}AE_ODPreﬂX%38ﬁFEﬁhlJaCk i GB \\\' \6Frank.ftfrt.DE /’
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Hijack, RouteLeak[E &% =

2015/6 YL —= 7 DlLeak CERARFFHUKDLEFEH (OEESFRE
2015/7 AWS(Boston)H'$94073F2E RoutelLeak(C K D=1
2015/9 1 > R/ 5 2 5K-root \NDEEAEE

2015/10 iTELHA'RullRouteZ originate
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«  Google’s extensive peering likely insulated it from some of the effects of having its routes leaked. However, it didn’t escape
the incident completely unscathed. Here is an example of a normal traceroute to Google’s data center in
from Prague, which goes via Frankfurt and London before crossing the Atlantic Ocean.

« trace from Prague to Google, Council Bluffs, IA at 02:45 Jun 11, 2015
1 *
2 212.162.8.253 ge-6-14.car2.Praguel.Level3.net 16.583
3 4.69.154.135 ae-3-80.edge3.Frankfurti.Level3.net 22.934

4 4.68.70.186 Level 3 (Frankfurt, DE) 23.101

5 209.85.241.110 Google (Frankfurt, DE) 23.796 20 1 5 / 6

6 209.85.250.143 Google (Frankfurt, DE) 24.086 . >,57 = Joo 7

7 72.14.235.17 Google (London, GB) 32.709 7::/1 /J ’Orzl—ea k\_C EIER’Z:(:E;

8 209.85.247.145 Google (New York City) 103.091 N ot — }=' B2/ %8B
9 216.239.46.217 Google (Council Bluffs) 133.098 / -:\F_- m :JZ‘O)D:EB((‘EL%E/ =
10 209.85.250.4 Google (Council Bluffs) 133.245

11 216.239.43.217 Google (Council Bluffs) 133.536

12%

13 74.125.142.192 Google (Council Bluffs) 132.643

«  During the routing leak, traces were redirected to Hong Kong (where Telekom Malaysia gets Level 3 transit) and across the
Pacific Ocean for a performance hit of almost 400ms.

trace from Prague to Google, Council Bluffs, IA at 09:04 Jun 12, 2015

1 *

2 212.162.8.253 ge-6-14.car2.Praguel.Level3.net 41.213
3 *

4 67.17.134.242 telekom-malaysia-berhad.xe-0-2-0.ar2.clk1.gblx.net 451.264
5 *

6 209.85.242.242 Google (Mountain View) 509.481
7 66.249.94.140 Google (Mountain View) 482.303
8 64.233.174.176 Google (Mountain View) 459.441
9 216.239.41.139 Google (Council Bluffs) 457.846
10 72.14.239.48 Google (Council Bluffs) 468.626
11 216.239.43.219 Google (Council Bluffs) 456.841
12%

13 74.125.142.192 Google (Council Bluffs) 509.298

2015/11/18 http://research.dyn.com/2015/06/global-collateral-damage-of-tmnet-leak/
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= JRRI(ZAS holder, RPKI(ZAddress holder

10 ¥ records per page Search:

RPKI

Adopt

RIR Total Valid Invalid Unknown Accuracy Rate

AFRINIC [1410.15) N 15477 (55.22%) [1.78%)

APNIC

ARIN 216330 {100%) il 1698 (0.78% 0.94%
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IPv4 rpki-rtr (TCP323) — IPv6 rpki-rtr (TCP323)
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