version 1.1

T6 IPv6Z+1 U1 Bl

[Pv6 &

(7=

1 o+

TRKE BEAT 1 VEBET Y —

ik

=HA

November 19, 2015

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved.

S LYK

KANAZAWA

llllllllll

1/48



. A ‘ S NN
IPV6ICH T BHEES RS DERNT

|PvE DRSS EHR S {HERDHERS

(National Vulnerability DatabaseZz£:t)

30
HIGH
25 “ MIDIUM [—
“LOW IPv40)4fF§§5Z\
20 5 == =

[ Aess 14 ERENMBIMERN SHEEL VER(C (FREFEIEZ W) J

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 2/48



N :”]P i
IPV6ISIEDF—TJ— R DERNT

[IPveXdIt] # TIPveNADI®IT]
2 IPVAZRY RO =W IRBDTITIRLN

2 IPveRy DO —DDiENIER:

—BDxRY MO—ViER

2 =DDOHRATOEBENNE
a2 |IPvaRy KD —2
2 IPvorw KD —2
2 A TIVAIYOFRY ND—0

2 IPVATZIF DY FO— &R EOHRERDIEENER

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 3/48



20154 (CHF BIPVESTIHDIRR RN
» Applett D7 ETER
» App StoreMBEEICHWTIPveiHEER (20165F~)
2 DNS64/NATo4(IC K BIPvABIEZETE
» IPVABE(C25msDEEZIEA (i10S9~)
IPVeIBERBEDHZIRM T D U 77 A\DM DTz

» BE/)\1I)LF+ U DO Verizon Wireless IPv6 Deployment

» Verizon Wireless TIEX70%#Z*

2 AT&T 509, i

» BRMESHACIPVEHGER

» IPv4 as a Service®DoJEEME o

s NSURAL—S IO |
2 NAT64 (RFC6145, RFC6146) . DNS64 (RFC6147)
2 464XLAT (RFC6877) . MAP-E (RFC7597)

» NSO XRL—2 3> oHU—EXREH
2 IPVOVAT ORFT>H—EXR (UPIX)

IPv6 only network TOTF+1 U5 SREDHEHHEDH

X http://www.internetsociety.org/deploy360/blog/2015/05/verizon-wireless-nears-70-ipv6-att-crosses-50-more/ &K D
Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 4/48



IPVEXtSBFD T+ 17 ¢ EleaDERIR

IPVeDIHRICEIDTH+ 1 UF  FKiE

@O ERRNDEBNARR UICFRRE
Q@ REB CERENMEISRE
@ EREBE CTOXIRNMEISERE

T AP IVARIYOERICHITHE =

@ IPVAE AR EDEV \DIRAR
® IPVEIEEE BT DENMF DI

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 5/48



IPVEXtSBFD T+ 17 ¢ EleaDERIR

IPV6DEERICEDTF 1 VU5 K8

@O ERRNDEBNARR UICFRRE

- VY—ZL—bAT>3> (RHO)
« IPv6J” kL RIEHEFRECDDPN
« RIERAENDPI ST A

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 6/48



@ S, o~ = SN
V=)= AT 3> (RHO) DFRE ¥’
» s | 20074 (CHEHBRNIZRIE

2 FAT0IL—F« >0~ v5S (RHO) ZFIAUEIKRE
2V —XJ)— AT 3 IFHIPVAICHBNWTERIESD
» ZDFEF OB IPVANSB| ZHENEBD
» MESNDRIE
2R ) — RZEIBEITDCEICKD T ILA > o)k
2IEEIT D _BD./— REITD/ Uy METFIREE

i ‘M
DATA A X DATA A X

Ve

ac_ £ 1 :
S —Zy % DATA B X A —Zy % D DATA B X

J—RA @ J—RA
Ny MRRE>R>
% DATA A X

/J—RB /J—RB
Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 7/48

@

s
s



B EYRP

v RH O Fl:ﬁ Eﬁ:@j‘jgﬁ W KANAZAWA

» RHO(ZIEHEZ RN C (RFC5095) 2208%15 )
» HVWEEDIESITENBE
» BE/XAILIPTIRIL—F 4 2OV ZFHWDIHNETZ(C
G4 ToNEEENSE
XINRTDIL—F 4 IO\ EEETIEIRLN
» WIMEGERF (CBITDI I ILIU >
» FIFZEIE & ADE TImEGZIE
» FWHESE TDIL—TF o SN DA A FEBIHNE

(BE) FRERBHIIN—FT A2 O\VIDFAT

0 V—=2)—F+ > THFR GEHEE) [RFC2460][RFC5095]

1 Nimrod routing systemf8 (3EH#E3E)

2 MIPV6 CHIF (thilk ) — RIF1D/2(FIEETIEE) [RFC6275]

3 RPL (Routing Protocol for Low-Power and Lossy Networks) THIFHY 3

V—X)—F+ >7ZJF [RFC6554]

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 8/48



YIPv6 7 RLZKRFEDS S50 SELRLF
» IPVAD T L AZRECIE

2EPRT (32BN
11000000 10101000 00000000 00000001
- 8Ew MCXYID 10 THRIR XYIDXFEFEUAR T.]
192.168.0.1

2 IPveD T FLAKELE (GEHE)
2iEEEREE (1288w )

0010000000000001 0000110110111000 1011111011101111 1100101011111110
0000000000000000 0000000000000000 0000000000000000 0001001000110100

-16EwY MMCXYID 16 cXRIE XUUOx=FEa0> [:]
2001:0db8:beef:cafe:0000:0000:0000:1234
- AIRREO : FTJOVIDIEDEREI D 0] (FABLTHLL)
2001:db8:beef:cafe:0:0:0:1234

- GIZRECQ  EHicLJz [0 (F1EICSERD [ ([CERLTHELL
2001:db8:beef:cafe::1234

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 9/48



@ A} = —_— = {2
IPVv6 )7 RL AFREEDDPNIC L DEE A
» ZENRREENOJEEIRIPVE )7 R L X (CERRE
S EITAOTIL T 7 R NDOAT S/ INSTE I DR ETEE

<[EU 7 kL XDHI>

@® 2001:db8&:0:0:1:0:0:1 L CRBDEBEHNIRLS TE LKL

@ 2001:0db8:0:0:1:0:0:1 EBEDODEMEN D> TEHERLLTHLL

® 2001:db8::1:0:0:1 BUERSDORDTESESSMOEREET]
2001:db8:0:0:1::1

@ 2001:db8::0:1:0:0:1 17Oy o= (CEE LU THLL

® 2001:DB8:0:0:1::1 PILI 7Ry MIARAXF /1IN FHVA]

» FRHREULEBWET RLRADERZBYE
» RFC5952(C TABRZEE)L—)LH BAHE(C [ 2010488 |
2 QEDIEING, BlFFIFEE. GO N\XZFFIA
» HLVEE(SFENMNE
IS DOEK
» FFABRRED L AR R E N E CIEE CEIREENE

LU

2 jE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 10/48



'5!‘ LYK

<ANAZAWA

VIERSEZR O RNIJL : NDPOB S0\

» Neighbor Discovery Protocol

gLk HaE Bl
IP7RLREVUZ LAV ELX (MACT RLX)

U>oLAv w0

7 KL R DAk UL
(ARPAEZ) SElEIR L aE SERF 7w S 1 RDU R N BT R DHLAE

. ot ERTFEIPT RL ZXDEENRVHRH I DHLEE
L EEY RLARiHRE (DAD) (RFC5227(C CIPVADAAE(CITa A =1172)

7E (SLAAC) T IAIL NL— hDERTE IV—BLEDXETTIPY L XZFIA
20—)VULY RL RDLER IW—FLECEFENDTL T+ v IR IERZFIA

20DDAVET—HAT
516

JL—AE:E (ICMPV6 type 133) v IOA> FAD)L—SIFB(CFIA
RS : Router Solicitation JL— QF"i%EEI]EE(L_HRH?ZD%A(L_LtH

TiEEsS (ICMPV6 type 135) B8 KL AREDRLEY/ARE MO
NS : Neighbor Solicitation U>DLAY77 KL RADEER

IEREIAE (ICMPV6 type 136)
NA : Neighbor Advertisement

IR (CH I DIE. BEDIPY KL XZEEDEA]

DESE GPZIA S v g . s _
(ICMP6 type 137) BT JA)L MEEEBER (IPvADUS A LT ~ERER)

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 11/48



® NDPOBEIMEIE SELENF

UUUUUUUUUU

2 > 00O—-HILT7 RL AFERD

MACT” RL- X OiEBEESE (NS)
@ B85 © BEAFDOMACT RL 2 EHER
(FEFRIERILFFEr )
@ ERLENRWNGEE(EA > Y > I TROLEHI
J—RA
QIEREILE (NA)
HF—=Tvw R RLURAZFD ) — R EE
§ fef2 LS TH C DI (S El8E
S @
2 kB QESHA
L W =Jur==o
(2 BHE 7 RLAESTE (SLAAC) D )

>2oO0—hn)L 7-7)I/ MRS 20—)0L OiaEEEE (NS)
@) 7 RLREEE ZRIE 7 R RHEE B EN R FIE
7 RL X DFIBH ] E

§_ @ —
ﬁ ﬁ LB o

(ff02::2) BBICTIX(E

@;@@

QIL—HILE (RA) @iaESE (NS)
P J)— I\VJ LFF+ X (ff02. :1) FE(SIXAE VTR ib\tﬁtﬂ’t(i? RL ZDFIEH
BETL JavoXmns2o0—-/)UL7 RLX ajge BB NS D &7 RL X ZBERK
\ﬁ Cama o15) 23

tereLeeR 20> COPYTIENT® 201D Tooman P\lIng(,ﬂl, AITTIBIILS TESETvVed. 127

N—

L—5




NN

A ANAZAWA
I<UN1VERSITY

&

Y RIFRAIC L B2%8

» PIE
» BERILICWTF RL R /T I A )L MREEDERY
2 RAIZ1IDDI\OY R TEIAS MRERKRICEHEERE X 3
» DHCPEEIRXD 7 RL X MDENEEEH BT EE

» BEINDRIEE
» IPVADIBDHCPY —) GRiE & [BERD B BN
o BEMT. BER, HEEROUY—EE. BEXEHhEE

FRIL—5 @
AIERA

/\(\
% .

wEg 7 IAID MR =

1,

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 13/48



YRIERANSH IR W hNESFB5E (1)

» SREIERANT(C K B FA1E

» SEND (SEcure Neighbor Discovery) MEA
» NDP O ERGIHHEEEZ FF DD TR EZE(C
» SEBAZE DoSINE DGR IE (L% D
» SERASEARELE (E /) — R (CHR D CTEL \LE
» EXHNDRNEPETOD ) — RICGEEENVERREGIRE
» [EEESO2. 1Xn:u\nIE0)5FIJ/
2 IBEZ T IRy MMIIEGSERVVEAE
2 EA=ATIL—FILENRNDEIEEED D

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 14/48



—
I 11

RANBH TRy eSS (2) ¢

21 BEAHICHITDIEER

» NDPDE=HU> (NDPMonia &) | BIERAERIE
» IWEDRHAMEER H O] BE

» Router Preference (RFC4191) DFIA [ RARPR D FIRNIER ]
2 IFRR) L —S DIEBITEZ"high” ([CERTE
» BEXIIRED (INE) (FBEFFRAEE

2 J\=VVFILIT7A T IA—)LDOFFE
2 IFFRIL—F DT KL AMWNSDHIL—SLEZFF0]
2 BTCD ) — RICGKENEIRLNEREE

» RIERADF L (rafixd’k &)
» RIERAERURA% [Router Lifetime=0] TILE
» RIERAICKD /—RDEBZVUtwY b

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 15/48



O o1 ~ \ : O BRI
ANIERANWNSH I RY hEFDHZE (3) Ao

» L2 AW FIC KB
» RA-Guard (RFC6105) #&BEDFIFE

| 20114E28 |

o X EHEER (SRR \A T2 REZaER

» S50 A N

j(C KXBRA-Guard

O

TR RE S |

b fi5] 28

2 L2RAYFICT/I\T Y NEERN W E TRE
» IS A MESNTENDP/ Ty bOBEMBE (T
=RFC6980(C TRl 2013%63.
RFC6980R &M ER + RA-Guardi#sE T AR HE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 16/48



IPVEXtSBFD T+ 17 ¢ EleaDERIR

IPveDIIERICEIDSTF I U 15

Q@ REB CERENMEISRE

« HLERA\W A DoSINEE
« K&V RL ADoSHZE
IS5 A > ML

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 17/48



@ y N~ & BRI
I PV6}}-L\I_ EE/\ WV 9 O)a:_) é H) A %{NAZQT

» IR DL E CTHLERIEEE Z A1
» IPvONY S HEERIESNITIZH (CEA SN IHEE

IPve\w S TCPAWYS + F—4
Next Header =
TCP
IPV6NW 4 Fragment\w4 Dst. Opt.Awv4 | JSTX> MEan/z
Next Header = Next Header = Next Header = TCPAWS + F—4
Fragment Dst. Opt. TCP

» YLaRA\W A DFESR
B

0 Hop-by-Hop Options header ik ) — ROOUIEZESER T D

EETHIL—FT 1 > IREEIBET D
Type O(EFELE [RFC 5095]

L4

43 Routing header

44  Fragment header IOy R EIRFICFIAT D
51 Authentication header TIRY—TI>2RICTCEEHEERIIZIRMET D
5o | STCEEEREICNE] SEeUriy IPsec(C T+ O— REIBE(LT BEICHIFT S

Payload header
60 Destination Options header TR —RICTEITIDAEZERT D
135 Mobility header [RFC 6275] MIPV6(CHIFTDE/\AILJ — RDIFEHRIIETHIE
140 Shim6 Protocol [RFC 5533] Shim6THIAENS

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 18/48



@ j & TN TN
HLsRA\W S DOSINE DR R P

» I

2R ITINARY T - AT 3> NVHDER
o ik ) — R (JL—4) (CCTH—IESNAERILEENY S
» Jambo Payload AT > 3> CEXRMEZIETE

» ZEDILRN\YAFIRAIC KD E
2 7 A7 0A— )RR EERZTINE S J DEEZIH R E

» BEINBERE
2 )L— 9’(971 A7 IOA—)LODBEREICKIEEAR

Hhik ) — Ik ()b )
SN
IPV6-1 > 5 — %"\J ~

SEDIRTINARYDT - AT>a3> AvASEFMUEINOY b

IPvEwW A& HBHAw4 | HBHAwW4 « + | HBHAW4 F—4

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 19/48



® X277 RL ZDoSIKEMDEE GERK

» IE
2 7V RLADERDIRKEDEE (AT v 1DIEX)
2O AT FAD J — REFEEZL/641Z £ 2648
2 REDUDTL AV RLURABERICHEITDIY —HE
J ,*E\L_HE éﬂ% Fl:lliﬂaie

» HABRDUY —HE([CLDBFRR -
» H—EXAEE
OREDY FLADERDEIE IPVE- 4 —Zw

QREDHEDRRRDIN—FILE

E%E)L—Q@
Jk%o)ND}(a-)\;_i @2001:%8:0:1::1
IPv6W§‘B/2<\ly I\\é—o

eSO Tgtes 2001:db8:0:1::/64

OiERFv v S 1 DIEX(E
QBHOT RLR/F I A MMEIE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 20/48



70N

@ A Feie &2 LY \‘25‘
RN Y S/ KET KL ZDoSEEADI R €%

» ERXE CONR
» (AR EBRRETIRV LIREZERETERITD

» FIFAAIRETMIGRA W H . AT >3 /1|E\ VT W = 2 28,
MRATL I« v ORE TIA)L MMEEEE

2 AF v ICIESYNT S v RIRZEE i]‘mqﬂﬁ@@_ﬂ’a‘:%%z
» DDOSINEE L 1R D EEEL LY
» IRF R DImRKOSDEZRT(E
2 XTI 4w OREDLEENHDBEDIEEER
» Linux. Mac OS X/&t&
2 ZDT LT« v IO KTE CHIEREHRETIERD
2 [A—HITRY b EDWERDTHIEURWEEEHD
» EHE CTOXIR

» IRy hHAXHINESL UTSER (/120 12 E)
» SLAACIIHIATE RS IRD

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 21/48



@ j (— =2 = TN
RN\ A (CEH T Dikam W

» RANDILGENAY S
» TA—w MHRE (RFC6564) 2012545
» TLVEERIC

» HLARA Y FEAROERR

» EBRA W S UIR(CRE T B 2R : RFC7045 | 2013%128
» PfatmX / — K (FWHEs/R L) TOHIPRSEIAZBAS
» 7 J A )L NERTE CTREHLRAY S (FFFR] T DINRE
» EERIVIQILERA Y A Z IR DEH D
2 I)L—F a0 2OV ETypelC KD ETNBIRE
IZIZUZ < DBEWESNTVDIIRIRN DD
(draft-ietf-v6ops-ipv6-ehs-in-real-world) [ 2014218 |
2 LNV A FIT—>2DIT ST A ML : RFC7112
2 B—T ST AL MIETOIENY S ZFHF DT ENWAIC
» BIBRAE T/ O v MEEHATRE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 22/48




@y = /7N = e AN
I\ RIS XS MILIBODEL A i oTn

» Path MTU Discovery (PMTUD) H'WwiZE(C

» BERBOR/IMTUY A X ZkedDFIE

2 i) — RTDI ST A b& UIRWIPVETIFAA
2 IPVAT(IHRR ) — RTEEISITA LTS

» ICMPveZFIFH U Cl%E
2 BRIRSE Y > ODMTUY A X %ZB X D)\ v MR IEIGE

JL—APXETTICICMPV6 Packet Too Big&ix{s

2IXETEAYVE—HROMTUB A XICT ST A FUTEIXE

ipva  E  pya  1pva TEE L Ipya

§
§ MTU 1500 @ MTU 1454 @ MTU 1500

&

IPV6
ICMPv6 Packet Too Big (MTU = 1454)

73& | 1pve || 1PVE IPv6 | IPV6 IPv6 | IPv6 | foie

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 23/48



2 )L—5(CBFBICMPVEIIE DALY, &5

» I E
» PMTUDTIPV6)L—4~ (ZICMPVOALIEH Wil E
» MTUL D KRE7/ T w MMIX U TPacket too bigZzikz
2 )\SA—FEEELRBI\TY &)L —SFETICEER
XKET D ETIERRBEZHEI SDoSIEN BIEE

J fFEfE éﬂ% Fl:ﬁl%_e.
2 )L—SDICMPVvoLIEAREE (C K DBE[ES
2 )L —YDENMEAR |

IS5 —CERDREDEIE

MTU: 1500 Q MTU: 1454 MTU: 1500
—5 —5
., (1) :

IEE7SICMPV6ILE O AEE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 24/48



@ o= — 5~ o — S N
ARFEERITSIA Ny ML DEE ¥ im”

» IE
2 FB— TSI A N\ Y bDOFHEKRKE(ITEE
2 )\ v FOBBRRIUER(CHEIRIY — X ZHBEKCHE
2 [FF TS A> b (atomic fragment) YUBNREE
TERIKF
» ER(CKL DT Uy RBIERRN TSR0
2 [FF TS A b fragment offsetiiE &M T S0 DfiEH
H(Z"0"ERBE—DISITA NIV ~
» BEESNDEIRE
2 IS A NEBIEKICHBITIFEARAR
» HEZRD VY — HBE LK DEEFRR

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 25/48



® ISR NEEDREICH T BDIIE At

» EEXHICHITDIHR

2 J\SA—SEFUIREPMTUDUIRZ HEE T BER
» BRI RIFIFIELURWVWEHEETOTI RN NE

2 JSOA NI\ Y BB T DECTICIRIF I D8

RIDARENMEZZD Y — X (CEDhETInE

» DOSIWEDHIMTHN T EZDIMH EE

2 [RFITSTAS bEZ(TH D IS (CEBEERIEE
» RFC6946 THRFE(CTEZE S /= 2013454 |

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 26/48



IPVEXt D1z

11 )5+

o

C/

S ’fur\l_\__l\ O) ;E_T_Igig

IPV6DEERICEDTF 1 VU5 K8

@ EREBE COXRDMNBISRE

« NAFEFR

« NILFFvAKEVLAN
- 2J0—/)UL7 RLADFIHE

Internet Week 2015

Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved.

27/48



° NDPOBIEHE (Fi8) SERINF

f ~ 3 N 7= A
2 > 00—V RL ABERDTRN
" MACT RL-Z OEBEHE (NS)
@ HssT © BIEHFDMACT RL A= RFR
(FEEFVILFFr X )
@ TR SENIRVMGE (A > U > DTV EHIRR
JZRA
@iERRILE (NA)
H—G0w N7 RLRZHFED ) — KA EE
@ 7_:7; EETE(—OD}E (;__I-Hb
__/—FB OIBIERIE )

» HEN ) RL AGEE (SLAAC) D

>2oO0—hn)L 7-7)I/ MRS 20—)0L OiaEEEE (NS)
@) 7 RLREEE ZRIE 7 R RHEE B EN R FIE
7 RL X DFIBH ] E

§_ @ —
ﬁ ﬁ B e

(ff02::2) BBICTIX(E

@;@@

L OIL—FILE (RA) @IBERE (NS) |
£/— I\?)lﬁ'-IFT'X (ff02..1) FE(TIXAE EESRENIRTNUELT R L XDOF A
WETL I« vy OIn5o0-)ULT7 LR ajgg (I6EN'HD ET LR ZBIEk)
7 E Rk

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 28/48

UUUUUUUUUU



O NATEFR(C L BE%E

» BIE

2RSS (NA) ODFERRIC & DMEBF+ v S 1 %555
» ARPEERD " override flag” DERTE CrEHIRIIRZEER]

» WWEWHRDIP RL ANDBEZHEDEE
2 DADICBITBILEZIRIT CETIPF RUAREZIHE

ILJ\IEén5FEﬁIE,:
» IPVADARPICH T BRIRE S RRD B,
2 ESHT, BB H—CPE. BRUBIEE

@ WENROIFIRUIZNA DAD @ DADIC31d BIHENA
B DI E DR
- WY ) ADIEE < . : Z""E \5e cu,\
IMEEIIR WEE IWEETISR WEeEE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 29/48



P NAZED S H IRy NESTB 5% “

» FRELEFAINT(C K DB

» SEND (SEcure Neighbor Discovery) MEA

2 IEEE802 1 X5 L,\nIEOD5F|J; :

» NDPOEZSU /’7‘ (NDPMon/a &)

2 [ 2RAYVFICHITD /) — REEEZELL T DER
2 ) L—INETDY 2T LAVREEZ Tk

2 L2RA W FDR— NIEE — RZzizHt UV aER
» MACY? RL XA OBEZE (CEIRDN— N Bl

KANIERA(ZF EEXN IR TR0
= 2 XA W F TCOMRIIERNIENERESHDIL

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 30/48



®IILFF+ X RNEVLAN

» BIE
» IPV6(EIRAIR E TRV ICTILTFF v X hEFIE
2 NILFF v A hZEE/NR— MR IEECTRIE
» J— RIFEHDIPve ) RL AZHF DR NIPVAE RSB
» IPVATHEIBEN I D IetEa CTHEIPve Clel-EDRIEE S
» IPVATIHIPT RLZ(Z1DTH D Ieh STEIE L LI > 1=
2 IPV6TI(E1/ — R1IPT7 RLZD R DIl R EE
» METNBRE —sa =

» BRBVLANDT RLZEEETS
C EICHBDEXRURVBEORSE s
» BERBVLANEIDEZBERE

» BB L) e
i <O
%gﬁ"ﬁ;EA ;%‘JEEEB_/

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 31/48



70N

3 _ e B A 22
NILFF 7 A B EVLANANDIIR ORI

» BEZSOIFRK (C KD XITR
» L2 1w FEIPveFIAATCREIEN BV BEDZIEIR
» MACY? RL ZZEZBFICVLANNR— MNCDOHF TS RIDER
» MAC7 RLXVLAN (1 +=w/ZVLAN) BEER
2 HE(CER—NITTY RITBDIEZEHEETHBIE UVLWEETIERUN
2 ERXFORBEEERD
2 Ay ND— O Z1-—F v A MDIHCT S
» |IPv6 over IPVAIC KB PtoPiEftidRk Ik &
» IBERHERINAKEZVERE
» |IPvOODIHRODIBHE
2 IPVOTIE1 /) —RI1IPV RLAH B DL/ 0N
» IP7 RLRICKBiImAGEEIPvA EBIFRICIFITEIRLY

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 32/48



Y £0—)ULT RLZF

(LB‘/T%D%E; (1) ®

2» SIS —¢EttFa 5o
» TuedtEw  (IID: Interface ID) (CBITDEE-E
» MAC? RL AMBSERLT D1tk
2 LTIV IOINEZELLU TCE—RICETEORE (T51/(2)
» MAC7 RLRICKBDEFEMZsZIH>EINE (17 v)
» —R77RL R (RFC4941) (CXKBIIDT A IMEALER
2BURY NDO—OICTERNICZE T DIHEBHNE LU
» ENEARIZODTMACT RL R ICKBEEIDERD

» T UUMIERDIRTE

2 TJSA)\ S REU

=]

TEIIDE

=A% : RFC7217

2L T4V IORANZILT DEICIIDZELERK
2BAUTL T4 v OXTEZELLIRWL (BIEESER)

» IPve7 RLXRICHITDTET

-1 a0 & imBRFCILRET

a draft-ietf-eman-ipvb-address-generation-privacy

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 33/48



® HO—)YULT7 RLAFIACESIFZEE (2) @RBA7

» J0—)VULY RLXENAT (NAPT)

s NATRLTEF 2 UT A METF I Dh?
2 BB T AL IS TEF YT (SHEARATAE
» ZETENATOBEP ISP SDEEEN 5D
=NATCEF 21U BRSNTVDHIEEERD

» IPV6 TNATIZAREN ?
s UILFTIL T+ wHORBER ETERLES D EDERS
» NPTve (RFC6296) (CKDRFT— L RZEHA
» (RABLIBIBIC BB 7 RL RIS
s 272 UNAT TR < & ERBREN 3 B ToHHEE LRV E R AL

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 34/48



IPVEXtSBFD T+ 17 ¢ EleaDERIR

FAPIVARAIYOERICHITBER

@ IPVAT IR C DEV\DIRAR

« ETELLRRLIEDZICMPYG
- 1EMISEE) N L AGETE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 35/48



OIS ETERDEES
2 IPVOTC(ZICMPVEDINWLVHEE
2 IPVAEERDICMPZR2TEE T EIB{EARERE(C
o8

Type 1 IPVAINS IPVONANDIUERIRTCP I A —)L
(Destination Unreachable) /\wZODzHI(CIZTS —@EIHNNE

IW—FTDISTA> M TSRV

s’

ﬁll

Type 2 OIBERIBOMTUS A X & /RS
(Packet Too Big) Path MTU Discovery (PMTUD) Tu%
B ERBICSHWA
Type 3 CodeOhV/RY T#IBERF (CIXS5NDH
(Time Exceed) D TCLIS—AUIBHNE
Tvoe 4 ROX WA SATEE (Codel)
{Earameter S EIPV6ATS 3> RE (Code2) %
ZUTEIR W EFEEFRAT N TSR0

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 36/48



: E}J ML REEEFEDESE
‘ IE @%, \O)n:b\ggﬁb\\%\g

a_lmwnfc mc%é ‘“Mﬁ@é
rrTE———— L e e

T J A )L MRS x (1)

7 RLX O (2) O O
JLJ4vORE O X (1) O
H—/VEHR (DNS/RE) O (3) O O
I—SEBEE O x (1) —

(1) IETFICCBEICERD D > T MREEDR @ LIS U (draft-ietf-mif-dhcpv6-route-option (expired))
(2) TU D1 v ORBEHRNS P RURZER (3) RDNSS# 73~ (RFC6106)

Y ~ %SLAAC (StatelLess Address Auto Configuration)
2 (&%) 0SB
-_-m--_m

Windows Vista BUf# addon Android 4.4.4 X
Mac OS X 10.7 DA% O O Android 5.0 x O
RHEL 6 O O i0S 4.1 LIBF O O
Ubuntu 11.04 A% O O Windows Phone 8 O X

X http://en.wikipedia.org/wiki/Comparison_of_IPv6_support_in_operating_systems & D

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 37/48



® SLAAC & DHCPV6(MDEI% %]
2 JL—=FILERD T ST (K DEE & Fl1H]

2 A (autonomous address-configuration) flag
2 LTV ORBHRATSa>hnIST
2=1TTL T v ORBEHRZFIFAUZSLAACZET

2 O (Other configuration) flag

» 7 RLZLISMDEETEEHR (DNSH—/)\URE) BRI TS50
2=1TRAFT— L ADHCPvoZ{ETS

» M (Managed address configuration) flag
2 )L—BLEUSNDT7 RLUAREZ RS T 5
»=1CAFT—brTJ)LDHCPV6ZIET
» A7— I/ AF7— L ADHCPV6
» A57— kL X : DNSHY—/\R EDIEHRBESADDH
» A7—K~JJL : IPve)” KL ADEcth LIRREETE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 38/48



@@ﬁ@&ﬁ@i£@5§§ GERIF

» B
Illlllllﬂ@ﬁ@ﬂ@llllllll

SLAAC RDNSSAZT 23> TDNSH—/\

SLAAC+RF— hL-ADHCPv6 1 1 0 (F&EAEDOSTHIABIHEE

AT — ~JILDHCPV6 0 1 1 2NET R ABEZRNEY DR
— SLAACIC KB 7 R AEDHCPvV6

SLAAC+ A7 — hJJLDHCPV6 1 1 1 CEBWBEDT KL ZHU<

» BILDIF = REDOEEZ IETFCEhH

» Windows 7(1&\%73\3)]4/'5 dtaft-ietf-vbops-dhcpv6-slaac-problem
2 A=0, 0=1, M=0 TXF— L ADHCPVeD#EI{E
2 REER L CEREZ U —X
a Linux/Mac OSX/iOS(FIRREZAL(C550 )
2 M=1m5M=0(C/2> TEDHCPVe D R L X ZFEI L IR0
2 A=1, M=OM'5A=0, M=1(C/2D> CESLAACDOHDFEF rE

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 39/48



IPVEXtSBFD T+ 17 ¢ EleaDERIR

T AP IVARIYOERICHITHE =

® IPVEIEEE BT DENMF DI

« BRURVMRIVES
«  |PvoIB{EBIcDIEMHF

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 40/48



CEEI AU TDOE TSN GERK

2 6104 (RFC3056) %RFC7526(C CAESLHIIRL(C | 2015458 |
» FOXRIEREEIPVE T KLU REND H CZ=AERFICEIR
2 IPv4200O0—)VUL7 RLA=ZFIBUEZIPVE RL-X

¢ 6todMD 77 KL AHZT,
6tod TLA 6todliikad | HIxw ~ .
2002 IPvAT RL 2 D 125 —JTAAID
16Ew ~ 32w ~ 16Ew 64EwW ~

- /48D RLAZEEMNEIDHTHEND

2 Teredo (RFC4380)
a» NAT b= /=)L %Z|Pv6CEIR I D1l
» NATOREIM S IPv6 b > &) Ligfth o] gE

& TeredodD 77 RL AL
Teredo L J+1 w2 X Teredot—/ D 555 fEfmR LTz fEik UT=NAT
2001:0000 IPvAT7 KL X = R— NBE IPv4T7 RL-X
32w ~ 32w ~ 16Ew l6Ew ~ 32Ew ~

- /12807 RLAM—D2&IDHTEND

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 41/48



® =®UERNIPVEE/E RN

» 12
2 IPVAULMMRVLRY RO —DO M5 DIPVeIE(E
2 T JA)L N TIPvoBLEBENBRD
» Windows Vista/7/8TCI(XB&h bR LEEEEN BN
J fgﬁénglanﬁﬂah
» 7701 A HlliH 7z [olkE U 72 8{E NN I Pve C B] 8E
2 )\ I RT7DER., BEES
» NERAICKDEELRITD

Teredo >RV

HTTP, SMTPRIS251E
T7 AT IA—) g
IPvazy RO =2

FATVIWRIY D ) —R
Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 42/48

IPv6I(C K Di@{EnIEE
TeredoUJ L —




~
C
s

X UIR W IPVEIBEADIT R

IE CODXI TR
> Teredo’ii*"fﬂ:@'%) L—)L7ZENN
2 3544 /udp®D I 1 )LS
» IPVEBIEEOTEZ=ZSU>D
J n:b\uﬂt C‘_’_iiﬁq:b\ =SC23
2 IPVADH TET A T)ILALF Y DIk DIFIE e B E
» IF UDVWENMEDIEFEE N ITE

26t0d bRV A =TT A R(ICIPvAoO—/) UL RL AR
5 ENDERESNDIN. IPveDHDBERFTIRVLED
IPVABENMBITESND

» Teredoh>FRIL : 412 F—T T A RICIPVATZ RL AWMt E 2N
BERESNDIN. FABEKEFT—HTFEKLS. BEHMNSOREH
TIRVE D)o w hZEZHE LR

» Microsofti&Windows Vista/7dDTeredotr— )\ = {Z1E L Xbox
One&Windows10mIFH—EX(CEHRL (2015F58)

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved.

¢ |
(i
Wi

(I

43/48




® — LiLi S =2
IPv42w NO—DF 1 T)L AW Tigk @RS

» |IPvOiBScHI FHODIEAR
» EARNICT277)LRS Y I TIIIPV6eZIBT
» OSICKDEFHNI L BIRDICHEMEDIRFEREN W E
» Windows 8713 & (FEHAR QB E TR ZIRTE
» IPVORNBZNICIRD TL\ DN EER
» T JA)L B TIPVOHEBENBRNCIRD TLD |
» RAIRETIPVE T RL AT S = NNILBEZENE
» IPVOIBENMBITEEIND ERIENAKAETUN
» IPVeXRRDEWIPVARY MD—DODhREFBMK
» IR
» |PVADH DY NI —2TTHIPVoIBIEDER 7 £

Internet Week 2015 Copyright © 2015 Yoshiaki Kitaguchi, All rights reserved. 44/48



=& A
» {XARM
2 EREEN' DD ED(FRETNTULD
» FTUWLRFCICHEHLL TLWBHEEDHEZEHN N E
» BIABREDZERNEA
» EURMHAR (CH 1T DEBR S OFEE NI
» EIZME
» (TR FERHE TRV LRIEDZERZNKOHSND
» ILEEAN WA PPMTUDR E)L—FUIENEE UL\ E
» EHHE
» IPVeCHEEEN' S < FIELU TR S EDRMNEE
2 T 1 VIVARIYIICHITBEEDIBFENE
» IPV4ARY RO —2TOIPVEIBISESHR N WA




