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JSOC (Japan Security Operation Center)
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ciscoasagconf ig;ﬁ show |
ciscoasalconfig)f show running-config | in Version _ =
454 Version 8.4(2) FIFAETa IR~
ciscoasaEcom‘ ig;ﬁ show inter
ciscoasalconfig)#t show interface man Z P 8
ciscoasalconfig)f show interface management0/0 foot@lall:/extrsbacan/402:8
Interface Management0/0 “management”, is up, line protocol is up E(E) T|R(V) RE(S) WA ANIVT(H)
Hardware is 182557, BW 100 Mops, DLY 100 usec : ~/extrabacon/40258# python extrabacon_1.1.0.1.py exec -t 10.1.41.3 -c
Auto-Duplex(Ful | -duplex), Auto-Speed(100 Mbps) test- community --mode pass-disablefl
Inout flow control is unsupported, output flow control is unsupported
MAC address 0013.c480.99be, MTU 1500
IP address 10.1.41.3, subnet mask 255.0.0.0
2309 packets input, 281148 bytes, 0 no buffer
Received 1316 broadcasts, 0 runts, 0 giants
1 input errors, 0 CRC, 0 frame, 1 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input
0 L2 decode drops
1230 packets output, 123693 bytes, 0 underruns
0 pause output, 0 resume output
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
0 inputlreset drops, 0 output reset drops
input queue (curr/max packets): hardware (0/1) software (0/128)
output queue (curr/max packets): hardware (0/8) software (0/1)
Traffic Statistics for “management”:
2311 packets input, 245973 bytes
1230 packets output, 101133 bytes
630 packets dropped
1 minute input rate 0 pkts/sec, 95 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec
ciscoasalconfig)
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Preface i jgambiin committed on Github i)
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g anything by hitting my CNC, I had g
Z is us!

http://Dlog,malwaremustd|e4org/2016/08/m. j t html // H /' 2 / ] i _
RHDa. web.archive.ora/web/ 201609302303 . Just himl <~ backup in case low https://github.com/jgamblin/Mirai-Source-Code

http://moshbox.jp/?p=18727
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India The United 666666 666666
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Thailand | 14,0008 admin (L)
16,000#\ Brazil admin 1111
62,0004 admin 1111111
South Korea Mirai admin 1234
21,0004 Botnet i
TOP 10 | geiin 12345
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China Taiwan Turkey
22,0004 29,0004 #0/000¢
admin admin

http://www.securityweek.com/over-500000-iot-devices-vulnerable-mirai-botnet
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