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+ Mozilla® % 2 UF 1 7 RN 5 538K O IEIIEERE AT

ABOUT WEB INNOVATIONS FIREFOX DONATE

mozilla

HOME > MOZILLA SECURITY >

Mozilla Foundation

Mozilla Security

Security Aavisories

Security Advisories
Known Vulnerabilities

|mpact key Bug Bounty
Firefox Hall Of Fame

CRITICAL | Vulnerability can be used to run attacker code and install software, requiring no user
interaction beyond normal browsing. Mozilla Web and Services Hall
Of Fame
HIGH | Vulnerability can be used to gather sensitive data from sites in other windows or Security Blog

inject data or code into those sites, requiring no more than normal browsing actions.

MODERATE Vulnerabilities that would otherwise be High or Critical except they only work in
uncommon non-default configurations or require the user to perform complicated
and/or unlikely steps.

Low Minor security vulnerabilities such as Denial of Service attacks, minor data leaks, or

spoofs. (Undetectable spoofs of SSL indicia would have "High" impact because those
are generally used to steal sensitive data intended for other sites.)

https://www.mozilla.org/en-US/security/advisories/
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« 201247H. Content Security Policy (CSP) DER L /R— MEgEZE U T
fEDY 1 N DBEHREHD S & ZINRIADHIFREHIER (CVE-2012-1963)

Content Security Policy 1.0 implementation errors
cause data leakage

ANNOUNCED July 17,2012
REPORTER  Karthikeyan Bhargavan
IMPACT 'HiGH |

PRODUCTS Firefox, Firefox ESR, SeaMonkey, Thunderbird, Thunderbird ESR

FIXED IN e Firefox 14
e Firefox ESR 10.0.6
e SeaMonkey 2.11
e Thunderbird 14
e Thunderbird ESR 10.0.6

https://www.mozilla.org/en-US/security/advisories/mfsa2012-53/
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diol

e 2014F128B. BEILDI=HICCSPOEELE Y T 7051 >0 U 2B
o UBEssEDBHR (CVE-2014-1591)

CSP leaks redirect data via violation reports
ANNOUNCED December 2, 2014
REPORTER Muneaki Nishimura
IMPACT [HiGH |
PRODUCTS Firefox, Firefox OS, SeaMonkey
FIXED IN e Firefox 34

® Firefox OS 2.2
e SeaMonkey 2.31

https://www.mozilla.org/en-US/security/advisories/mfsa2014-86/
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e« 2016FE3AH. iframelNDOR—I TCCSPICENR T DUNEBZE{TOZ &I kD
S DMETEEIEBIR (CVE-2016-1955)

CSP reports fail to strip location information for
embedded iframe pages

ANNOUNCED March 8, 2016
REPORTER Muneaki Nishimura
IMPACT  MODERATE
PRODUCTS Firefox, Thunderbird

FIXED IN e Firefox 45
e Thunderbird 45

https://www.mozilla.org/en-US/security/advisories/mfsa2016-18/
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« RFC 2183 ¢Content-DispositionE WSOHTTPANY D EZR SN TS
- Content-Disposition: attachment®HTTPL XA /R> XCIBE SN TWSIHE.
72020y TV ERANT. YU YO—RSERITNIERSEN

- Content-DispositionD#ERIIAEFIE S U Tk 5
- Firefox : CVE-2009-1306. CVE-2010-1197
- Safari - CVE-2011-3426. CVE-2015-5921
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e Chrome®DHTML ImportshiContent-Dispositionz R T 5 Z & %
FFITDGooglelCiReE (Issue 439877)

. INZEXIF. W3COHEERICContent-DispositionDEEihhEM = 11/

2. Fetch a resource from LOCATION with request's origin set to the origin of the
master document, the mode to CORS and the credentials mode to same-
origin.

1. If fetched response type is error or the response has a header whose
name iS content-Disposition:
= Add LOCATION and null to the import map and stop.

https://www.w3.0rg/TR/2016/WD-html-imports-20160225/
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o Chrome#hiREEEE D APHLE R TIE. BDILRERE & DEEICIE
Message Passingz{#> Z &EhKH s Thd

« Message AN DFE THIDILREREEDENMEICTH T 52 £ 13

BEhTtwnd (&£57)

https://developer.chrome.com/extensions/messaging

Message Passing

Since content scripts run in the context of a web page and not the extension,
they often need some way of communicating with the rest of the extension. For
example, an RSS reader extension might use content scripts to detect the
presence of an RSS feed on a page, then notify the background page in order to

display a page action icon for that page.

Communication between extensions and their content scripts works by using
message passing. Either side can listen for messages sent from the other end,
and respond on the same channel. A message can contain any valid JSON object
(null, boolean, number, string, array, or object). There is a simple API for one-
time requests and a more complex API that allows you to have long-lived
connections for exchanging multiple messages with a shared context. It is also
possible to send a message to another extension if you know its ID, which is

covered in the cross-extension messages section.

Contents

Simple one-time
requests

Long-lived +
connections

Cross-extension
messaging

Sending
messages from
web pages

Native messaging

Security
considerations

Examples
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e Firefox CChromefhsktEgEZ= FES B 21 HA (Web Extensions) T
fttDILRICERE DJavaScriptzQIBS B2 FE=HKE (CVE-2016-2817)

- TEEXDFirefox”” KA Y TIEFRIS N fcik2ZFE W\ 2H. Web Extensions TIEREIIE & 735

Elevation of privilege with chrome.tabs.update AP
in web extensions

ANNOUNCED  April 26, 2016
REPORTER Muneaki Nishimura
IMPACT MODERATE
PRODUCTS Firefox

FIXED IN e Firefox 46

https://www.mozilla.org/en-US/security/advisories/mfsa2016-46/
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ChromeDCSPEKX L IR— k DX(EFchH<base>THIEI T=E %
https://crbug.com/431218

Chrome®Service Workersh¥<iframe sandbox>N CEIET 5
https://crbug.com/486308

Firefox®Referrer PolicyHh#1 U W4 7 THRWZBRICEh DM LY
https://lists.w3.org/Archives/Public/public-webappsec/2015Apr/0246.html

Firefox®Broadcast Channel APl N 7254 /)N —FE—RKH5
BEE—RNDD s RNUBHENS
https://bugzilla.mozilla.org/show bug.cgi?id=1148032

FirefoxMFetch APICHost ¥ Cookie) 7 T X AW I HNIBETE S
https://bugzilla.mozilla.org/show bug.cgi?id=1162411
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o Firefox 37 CREFESNCAMRBERESZRBW T, HTTPSOY —/\GERRE#EE
CNFRE Y Z v Uz FhTTE S5t (CVE-2015-0799) Z &

« 3H#%. Firefox 37.0.1N"&&2 1) —2

%) US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

HOME ABOUT US CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES C

Mozilla Releases Security Update for Firefox
Original release date: April 06, 2015

& Print ¥ Tweet K Send Share

The Mozilla Foundation has released Firefox 37.0.1 to address two vulnerabilities, one of which may allow a remote
attacker to conduct man-in-the-middle attacks.

https://www.us-cert.gov/ncas/current-activity/2015/04/06/Mozilla-Releases-Security-Update-Firefox
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IPADEEEMHEZEO — Adobe Cordova® iE55 144

« Apache CordovaDEE 7271 VETDEFHEME ( CVE-2015-5208 )

- BERDHESTA b T, 77 O BRSNS 5,
REDE., TEEUVUTANROBERZNSAT DI — RNZixf[d

- 14 B, IPANSBERINIAINZICEDECHIEHERZON? & WSO EFH
- ZOFEFA T, JPCERT/CCICEKITTHIL T LR

bt

~FHE : 2016/05/11 ®=RKEHB : 2016/05/11

JVN#41772178
Apache Cordova ICEWTIEBD T Z 71 U HBRITI N B MEH

B
Apache Cordova [Cld. ERD 7 Z 71 VHRETEINZEHFENFELE T,

https://jvn.jp/ip/JVN41772178/
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o Android®HTTPANY Y1 >y 7> 3 ViesE (CVE-2016-1155)
- Android DEEBEICHETSEN P B Z & = IPAICE S
- IPATIEESEME & U TIRDQWO THRFETTIOER L TARL WE DIRE (ERIXAER)
- JPCERT/CClcBEERK LI &5, lesste L TxIE
- JPCERT/CCOEMFAE . [LEDANdroidIc BET 5 2 & HVHRE LJVNAE

“hh

ARH :2016/02/19 &=#&E#HH : 2016/02/19

JVNVU#99757346
Android Platform @ URLConnection 2 3 RIc HTTP AY Y12 a3 v DhEsEHE

Android Platform @ URLConnection 7 Z Xlci&. HTTP AY YA I 7Y 3V OEHEENEELX T,

https://jvn.jp/vu/JVNVU99757346/
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