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Root Zone

. Domain Names Root Zone Management
“« s\ A = :
0 p eve O m a I n Overview We are responsible for management of the DNS root zone. This role means assigning the operators of
Root Zone Management top-level domains, such as .uk and .com, and maintaining their technical and administrative details.
Overview
Root Database Browse
Hint and Zone Files ‘ - ) .
O o t e rv e r The Root Zone Database contains the authoritative record of the operators of various top-level domains.
Change Requests
Instructions & Guides = Root Zone Database
> “Root Zone” 7= Authoritative DNS \T
oot Zone =+ 27Z Authoritative / INT Registry Maintain
.ARPA Registry
IDN Practices Repository TLD operators can change their delegation details by submitting revised details using our online

. interface, or via the email template.
Root Key Signing Key (DNSSEC)

[¢] 1 3 %ﬂ %& ‘ J: ’_) —c L é *L —C L \ i 'd- Reserved Domains = Root zone change requests

Policy, Procedures and Guides

o ! Root D N S -U- - / {” E E % L/ -C L \ 6 Tf (T -G-d_ = Domain Name System Structure and Delegation (RFC 1591, March 1994)

= Other procedures and guides...

© :E_%)t Zone” 0) I:FI E’l EE] L—C [j:1—.I-:E)l|_,\ ﬂ] L'C 3:5 (') 3’3 DNSSEC Key Signing Key Information

Information regarding our role as operator of the Key Signing Key for the DNS Root Zone.

Root Zone DNSSEC Trust Anchors

KSK Ceremony Materials

DNSSEC Practice Statement for the Root Zone KSK Operator

Root Zone [FEEMNEIE ?
IANA TF

SysTrust Certification

Public Announcement Mailing List regarding KSK activity

Domain Names Root Zone Registry .INT Registry .ARPA Registry IDN Repository
Number Resources Abuse Information
Protocols Protocol Registries Time Zone Database
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# IANA — Root Zone Database x WA
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L i Root Zone Database
o] =t N % Overview The Root Zone Database represents the delegation details of top-level domains, including gTLDs such as
l/l H IJ ‘i gT L D & CCT L D h\ E ﬁi é *l/ -C L \ i l/ T: Root Zone Management .com, and country-code TLDs such as .uk. As the manager of the DNS root zone, we are responsible for
Overview coordinating these delegations in accordance with its policies and procedures.
Root Database

Much of this data is also available via the WHOIS protocol at whois.iana.org.

S1FSLDBED TLD A, o . S [

Sponsoring Organisation
Instructions & Guides
- (ol oy .aaa generic American Automobile Association, Inc.
le) :EJ j I < *) b\ Alfd: ll \ O d INT Registry .aarp generic AARP
ARPA Registry .abarth generic Fiat Chrysler Automobiles N.V.

5 ié — éié — é IDN Practic.es.Repository .abb generic ABB Ltd
=] z [=] z Root Key Signing Key (DNSSEC) .abbott generic Abbott Laboratories, Inc.

Reserved Domains

.abbvie generic AbbVie Inc.

.abc generic Disney Enterprises, Inc.

.able generic Able Inc.

.abogado generic Top Level Domain Holdings Limited

.abudhabi generic Abu Dhabi Systems and Information Centre

.ac country-code Network Information Center (AC Domain Registry) c/o Cable
and Wireless (Ascension Island)

.academy generic Half Oaks, LLC

.accenture generic Accenture plc

.accountant generic dot Accountant Limited

.accountants generic Knob Town, LLC

.aco generic ACO Severin Ahlmann GmbH & Co. KG

.active generic The Active Network, Inc

.actor generic United TLD Holdco Ltd.

.ad country-code  Andorra Telecom

.adac generic Allgemeiner Deutscher Automobil-Club e.V. (ADAC)

.ads generic Charleston Road Registry Inc.

.adult generic ICM Registry AD LLC

.ae country-code Telecommunication Regulatory Authority (TRA)

.aeg generic Aktiebolaget Electrolux

.aero sponsored Societe Internationale de Telecommunications Aeronautique
(SITAINC USA)

.aetna generic Aetna Life Insurance Company

.af country-code  Ministry of Communications and IT
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Hostname
a.root-servers.net
b.root-servers.net
c.root-servers.net
d.root-servers.net
e.root-servers.net
f.root-servers.net
g.root-servers.net
h.root-servers.net
i.root-servers.net
j-root-servers.net
k.root-servers.net
l.root-servers.net

m.root-servers.net

IP Addresses

198.41.0.4, 2001:503:ba3e::2:30
192.228.75.201, 2001:500:84::b
192.33.4.12, 2001:500:2::c
199.7.91.13, 2001:500:2d::d
192.203.230.10, 2001:500:a8::e
192.5.5.241, 2001:500:2f::f
192.112.36.4, 2001:500:12::d0d
198.97.190.53, 2001:500:1::53
192.36.148.17, 2001:7fex:53
192.58.128.30, 2001:503:¢27::2:30
193.0.14.129, 2001:7fd:1
199.7.83.42, 2001:500:9f::42
202.12.27.33, 2001:dc3::35
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Manager

VeriSign, Inc.

University of Southern California (ISI)

Cogent Communications
University of Maryland

MNASA (Ames Research Center)
Internet Systems Consortium, Inc.
US Department of Defense (NIC)
US Army (Research Lab)

MNetnod

VeriSign, Inc.

RIPE NCC

ICANN

WIDE Project

H 8 : http://www.iana.org/domains/root/servers
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Apia, Samoa
Operator ICANN nesia

IPv4 198.7.83.42
IPVE 2001:500:9f::42

ASN 20144

e W
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! Port Moresby, Papua New Guine

¢ & !
, Operator ICANMN
IPvé4 199.7.83.42
41
IPvE 2001:500:91::42
34 ASN 20144
2 @ ¢
o .
24 @ @

il 1
1 Leaflet | Map data © OpenStreetMap contributors
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Operator: WIDE Project

Locations: Sites: 8

IPs: IPv4: 202.12.27.33
IPv6: 2001:dc3::35

ASN: 7500
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HEL-5% (1)

Unanswered queries ¥ |

2015/11/30

zone: . (root

=10% [ 30% | Data resolution: 10 minutes

From: 2015-11-30 00:00

2| v|Clvi@doaarm

To: 2015-11-30 12:00 UTC

data: RIPE DNSmon

iy sEsEsEsEsEsEEEE red: >30% loss
On November 30, 2015 a_nd December 1, o —_— (some sites ~99% loss!)
2015, over two separate intervals, several i sasnensausnensn
of the Internet Domain Name System's root | i e 3
name servers received a high rate of e seemee  What happened?
. . . h100ks..net. IPVG sEEssEsEEEsEeE

qgueries. This report explains the nature and nk.om. sescscssscecse:
impact of the incident. s o sesemeneeaaens What does “red”
http://www.root-servers.org/news/events- | .=z really mean?
0f-20151130.txt NSRRI NE NN NN NNN NN I

J &8 & yITE e ?é‘é&’&@ ss

O nscons... -~ Anycast vs. DDoS

e FEiEIFEEiiiiiiiEE777i53484 in general?
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http://www.root-servers.org/news/events-of-20151130.txt

HEL-5%(2)

2016/06/25

On June 25, 2016 all of the Internet Domain
Name System's root name servers received a
high rate of TCP SYN and ICMP traffic. This
report explains the nature and impact of the
incident.

http://www.root-servers.org/news/events-of-

20160625.txt
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zone: . (root) From: 2016-06-25 21:00 To: 2016-06-26 01:40 UTC
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http://www.root-servers.org/news/events-of-20160625.txt
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The 2015 Root Server Operators Exercise on Emergency Response

http://www.root-
servers.org/news/Root Server QOperators Exercise on Emergency Response.pdf

CATECELPHOTLET
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http://www.root-servers.org/news/Root_Server_Operators_Exercise_on_Emergency_Response.pdf

TCP SYN

Rate of TCP SYN packets over time
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BGP Anycast M B8 /=

360 minutes (in 4 minute bins)
Nov. 30 event

yellow: K-LHR

blue: K-AMS

white: K-other

black: failed query

[Moural 6a, figure 11b;
data: RIPE Atlas]
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stay at K-LHR;

sad during event

flip to K-AMS;
(less) sad during event;
back to K-LHR after

flip to K-other

and stay there
flip to K-AMS
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