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•$9$9�\mcIJF	�:	Software
�,1�

• Software:	“noun:	the	programs and	other	operating	information	used	by	a	
computer.”	(quoted	from New	Oxford	American	Dictionary)

• Hardware:	“noun:	the	machines,	wiring,	and	other	physical	components of	a	
computer	or	other	electronic	system.”	(quoted	from New	Oxford	American	
Dictionary)
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8*039$C�2 D)�Ms_v
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• Ethernet,	IP/��?mL��bG�Q

• Store-and-Forward	(≠ Cut-Through)

• łĢę0ÆĽ
• Ethernet:	Forwarding	Database (FDB)	/	MAC	Address	Table0ìĄ�ÝĎ
• IP:	ARP	Table,Routing	Table0ìĄ�ÝĎ

• L3YH`_+1áĩ�0%8��@=0a�n�CForwarding	Information	Base	(FIB)/ňã

• jR`cÿƂ
• p`^ÿƂ:	TTLÏí,	�ęMAC	Fd�YĀ�¬�
• No[��:	VLAN,	VxLAN,	etc
• �â�:	IPsec
• m�Qy�c:	IP	fragmentation
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- ÄíSYc0á�ÿƂ�ćí�Ăí�
ŦŌăĐŃ�í�àƋ�í�šŪĕŪ etc…

- IPsec	(AES)1h�dIJFMm��d�>
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H/H_�fp��
�
•jR`cmL��bG�Qo�Q�x0ŏĺ
• á��cÿƂ =	CPU-intensive	&	Latency-bound programming

• I/O-intensive+1.�
• á�Đ100	Gbps;	100	Gbps =	12.5	GB/s

• DDR4-2133:	17	GB/s	per	channel
• 	Öü0
yz�Sl��jmL�v�Ytc�f`P,.?01
I/OĮ�+1.��yz�Sl�ųƉ0Latency�ı��%8
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Ethernet/��?jR`c��c(Mpps)	(Inter-frame	gap	=	12	Bytes)
64-Byte 1518-Byte

1	GbE 1.488 0.08127
10	GbE 14.88 0.8127
25	GbE 37.20 2.032
40 GbE 59.52 3.251
100	GbE 148.8 8.127
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(Intel®	Broadwell	Generation’s	Architecture;	e.g.,	Xeon	v4	series)
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1 NIC/)�ŨĐ0ĢČ(Tx)�øČ(Rx)i`mE
- Intel X520W��Z:	128	Tx queues,	1536	Rx	queues
- Intel	XL710W��Z:	768	Tx-Rx		queue	pairs

Tx

Rx
PHY

FIFO

FIFO

Receive-Side	Scaling	(RSS)
Flow	Director

DRAM
DMA

DMA

- Rxi`mE/DMAę0uH�]CŹ8[`c
- jR`c�ŉķ"?,

- DMA+DRAM/Ā�ä7
- CPU/©ä6CĢ?

- Txi`mE/jR`c30uH�]C[`c
- jR`c0ĢČ�«ƅ"?,

- CPU/©ä6CĢ?
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(Intel®	Broadwell	Generation’s	Architecture;	e.g.,	Xeon	v4	series)
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(Intel®	Broadwell	Generation’s	Architecture;	e.g.,	Xeon	v4	series)
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Zero-copy2�.8, (DPDK/netmap)
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(Intel®	Broadwell	Generation’s	Architecture;	e.g.,	Xeon	v4	series)
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KU�
• Preemptive	multitasking	OS

• *BSD,	Linux,	macOS,	etc.
• �Ľô¯�,/OS�]YPCĖ>İ�?v�_]YPöġ
• ©ä6/<?]YPYH`_

• Preemption	timer, *]Hv�©>ä6Cî�
• 100–1000	Hz��Ŝŀ

• ¥ŧ©ä6
• ¥ŧœƈġĶ	O�t�d:W�F�S�\��
.-0œƈCø�ť�%=

• biHYÔŸ0ÿƂCà�→©ä6h�d�
• biHYC®Ƃ"?d�Hi]YPCµ�"

2016�11�29� \mcIJF/<?jR`cÿƂ0ƍ 16



IoKU�
•$9$9O�t�d.-	ĩ�*9100	HzĿŅ
CğĽ
→	�.>áSYc
1. Ñé0]YP0S�aOYcCŭī	>10ųƉ

2. ©ä6h�d�0Ó2ú 

• biHY�=0data	load/store.-
• ©ä6ÿƂ0«ƅCbiHY/Ļĵ	PCIe0Ĉã100vHP�ţĿŅ


3. ©ä60«ƅC©ä6S�c���/Ļĵ	egţM�^�

4. ŭī %S�aOYcCŶ"	>10ųƉ

5. ]YP0æµŌ
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KU�_vTeF�wY��100BASE-TX
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- 1jR`c0ĢøČ�,/©ä6
- ©ä6h�d�ő+jR`c0ÿƂCà�

Pkt CPU
buf ©ä6

void intr_handler() {
copy_packet_to_kernel_buffer();
end_of_interrupt();

}

Pkt CPU
buf ©ä6

void intr_handler() {
copy_packet_to_kernel_buffer();
end_of_interrupt();

}

buf

buf

(ìß)	Ethernet/��?jR`c��c(Mpps)
(Inter-frame	gap=12-Byte,"?)

64-Byte 1518-Byte

1	GbE 1.488 0.08127
10	GbE 14.88 0.8127
25	GbE 37.20 2.032
40 GbE 59.52 3.251
100	GbE 148.8 8.127



KU�_vTeF�wY�
Interrupt	Throttling
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- ƌĪ"?ĐjR`c0ĢøČ�,/©ä6�Interrupt	Throttling
- �Ľô¯�ő0©ä61žđ
- ©ä6h�d�ő+øČè6jR`c0ÿƂCà�

Pkt
buf

Pkt CPU
buf ©ä6

void intr_handler() {
copy_packets_to_kernel_buffer();
end_of_interrupt();

}buf

buf

(ìß)	Inter-interrupt	interval:	2–1024	µs	Intel®	X520	10	GbE NIC
à ≤1–500	kHz



KU�_vTeF�wY�Linux	NAPI
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- ©ä6CŲÚ� �]Hv�+©ä7	\mcIJF©ä6
�&�')�
- 	\mcIJF©ä60
©ä6h�d�ő+øČè6jR`c0ÿƂCà�

Pkt
buf

Pkt
buf

void intr_handler() {
copy_packets_to_kernel_buffer();

}

buf

buf

CPU
\mcIJF©ä6



KU�_vTeF�wY�DPDK
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- ©ä6CŲÚ� �u���QC Ī�?�#�����!
- u���QC Ī�?]YP�øČè6jR`c0ÿƂCà�

Pkt
buf

Pkt
buf

void loop() {
while ( 1 ) {

if ( packets_in_rx_buffer() ) {
handle_packets();

}
}

}
buf

buf CPU
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- ƌĪ"?ĐjR`c0ĢøČ�,/©ä6
- �Ľô¯�ő0©ä61žđ
- ©ä6h�d�ő+1POLLINWQe�CĔē"?ÿƂ&�Cà��
jR`cõĬ0ÿƂ1àB.�

- netmapbiHYC£�*�?}�V��do�Q�x�
øČè6jR`c0ÿƂCà�	poll()WYaxS��


Pkt
buf

Pkt CPU
buf ©ä6

void intr_handler() {
send_signal();
end_of_interrupt();

}buf

buf
CPU

void loop() {
while ( 1 ) {

poll(&fds, 1, -1);
handle_packets();

}
}
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*-�85 "��!1:��� �$� 26
Original 1jR`c�, ©ä6h�d� �> �
Interrupt	Throttling �Ľô¯/1(or	0)¢ ©ä6h�d� �> �
Linux	NAPI		u���Q
 \mcIJF©ä6 N�f�]YP �> �
DPDK	kX�IJHc
 . }�V��d . �
netmap	select()/poll()
 �Ľô¯/1(or	0)¢ }�V��d . �

- ©ä6�ù�1�ŰŇ�
- MHzĲ�1��.�
- kHzĲ�.=OK	(e.g.,	netmap)

- yz�0Sl�0ů�ĒŖ/ı��²ź
- N�f�i`mE30Sl�

→	jR`c055��	Îű/1ring	buffer0descriptorĲ�




Tbl:B)@=D)�LQ��uS
• Y�j�YN�Ào�[`U

• jHo�H��ųƉCbS�d:öà�yz�FP[Y.-ŨĐ0Ya�X/Ū© Y
��o`cCÛĆ"?¶û

• FIcMnM�^�öà�«ƅ�S�dCŨĐ0öà±/<>ūƋöà"?,�/	�
ī°¿	hV�d
0Ų�ŝ�+
öà�«ƅ+�?90�=þ/öà"?�,+�į
'ô¯CëÏ"?¶û	↔H�M�^�öà


• CPUO{`W|
• L1/L2/L3(Last-Level) Cache

• L1O{`W|�ļ�Ha�W�ăŻƇ
• LLC�á�Ha�W�ıŻƇ

• [`cF\WFaGnÀO{`W|
• F\WFaGkaG	Associativity

• True/False	Sharing

• MMU	(Memory	Management	Unit)	/	TLB	(Translation	Lookaside	Buffer)
• Page	Table:	�ğFd�Y�=ũƂFd�Y30Ŭ¬Cà�a�n�
• TLB:	Page	Table0O{`W|	Šĉ/ă��;	e.g.,	64K�c�
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• yz�Sl�1çăÒ+

• yz�Sl��O{`W|�ě+á�Ha�W
• i`_ÿƂ

• FDB:FIB	lookupF�T�Zx0O{`W|Úƃ0ÛĆ
• jHo�H�Úƃ�:	NIC30I/OųƉ1H�M�^�öà0%8/ō³�ŢŽ	=áSY
c
.%8�NIC30I/OųƉ0¢ĐCÏ= %�(I/OųƉ�netmap+0rx_sync()/tx_sync()
.-)

• ūƋo�Q�w�Q
• �`Pm��Cč��?
• True/False	sharingC¢ş	True	sharing1:7CŎ.�Ĉã9�>5"�……


• 	DPDK:netmap/ſ=.�ď1

• CPU0O{`W|F\WFaGkaGCßƄ %b�]ŘĶ
• ��Qi`mEĊŮ0Ā�Ŷ ]Hw�Q0đ×/<?PCIeòÐ0ėŷ
• Huge	table	2	Mbyte/1	Gbyte-paging
/<?TLBwY0ëÏ
• ©ä6h�d�0çŁ�

2016�11�29� \mcIJF/<?jR`cÿƂ0ƍ 25
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	��5+9OSöġô0ÃÌĦ+"�

CPU:ÞēCŬ�*ĒŖ�ú.�Ĉã
CPUO{`W|��½ *�?�,�4,D- %

Ɗ
u�cĐCģ: %=ĒŖú.�
→	Í�
jR`ci`mE�ģ�*O{`W|�Ĩ>.�	�ě�@?


Ɗ
ŨĐ0Tx/Rxi`mECî(%=ĒŖ/core���(%
→Í�
u�c�,/ŭó *�%��Qi`mE0ÞĥĬ	ŘƋ
+

False	sharing�µ�(*�%
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GdF���
•\mcIJF/<>��ğŀ/�h�dIJF0´ŖCöÑ"
?
• �ğCPU
• �ğyz�
• �ğNIC
• �ğYc��X
• �ğ]Hv
• etc…
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6�4"#����GdF�[E�
•h�dIJF/<?�ğ�ð�¶ûńĈĜ0�ğ�
• CPU�yz�.-ĝ*C\mcIJFKw|��W~�	e.g.,	QEMU

→	ļĒŖ
• ý�ğ�	e.g.,	Xen
�CPU�yz�1$055î�
→	CPU�yz�òÐŭØ0%8

�ğvW�Ć+Ō�"ĭą0OS30ŬÝ�ŢŽ
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Ring	0

Ring	3

OS

Userland

Hypervisor
Ring	0

Generic	design	of	hypervisor	with	
hardware’s	virtualization	assist	(Intel®	VT-x)

Ring	1

Ring	3

OS

Userland

OS

Userland

Hypervisor Ring	0

Generic	design	of	hypervisor	with	IA	Ring	
protection	architecture	without	hardware’s	
virtualization	assist

VMM
Non-root

VMM
Root

Ring	3

VM	Exit

VM	Entrysyscallsysret

syscallsysret

CPU�yz�/)�*0�ğ�ð��Intel	VT-x	/	AMD-V
- CPU1VMM	Root/Non-root/<>öÑ
- yz�1Extended	Page	Table/<>öÑ
�ğyz�0ũƂFd�Y→ũƂFd�Y



6�4"#����GdF�[E�
• NIC0�ğ�
• IOMMU	(Intel	VT-d	/	AMD-VI)

• CPU0´Ŗ
• PCIbiHYCŏĽ0VM�=Ġê+�?<�/"?�ğ�ð�¶û	PCI	
passthrough


• SR-IOV
• NIC0´Ŗ
• ũƂNIC	Physical	Function
CŨĐ0�ğNIC	Virtual	Function
, *
��?<�/"?�ğ�¶û

• Virtual	Switch
• NIC0´Ŗ
• �ğNIC¯�<2�ğNIC,¥ŧu�c¯0EthernetYH`_´ŖCľ¹

2016�11�29� \mcIJF/<?jR`cÿƂ0ƍ 31



GdF���%�7�;04�
•�ğ�=\mcIJF/<>��ğŀ/�h�dIJF0´Ŗ
CöÑ"?
• �ğCPU	→ Intel	VT-x	/	AMD-V
• �ğyz�→ Intel	VT-x	/	AMD-V
• �ğNIC	→ IOMMU	+	SR-IOV	+	Virtual	Switch
• �ğYc��X→å¢1ĭą¥, 5"
• �ğ]Hv→ Intel	VT-x	/	AMD-V
• etc…

2016�11�29� \mcIJF/<?jR`cÿƂ0ƍ 32

f`c��P´Ŗ�ğ�/ŢŽ.901h�dIJFð�/<>
�ğvW��=ŋ ŀ/	\mcIJFKw|��W~�. /

h�dIJFC���,�+�?
→	�ğ�/<?M�i�p`d,1���
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Ring	0

Ring	3

OS

Userland

Hypervisor
Ring	0

VMM
Non-root

VMM
Root

Ring	3

VM	Exit

VM	Entry

syscallsysret

Note:	VM-Exit�¥/EPT0TLBwY.-9
	VM-Exit,Ş§ *Åš+1�?�

�ğ�0M�i�p`d,.?

- VM-Exit/VM-Entry�
�ğvW��q�+0S�aOYcYH`_

- VMCS	(Virtual-Machine	Control	Structure)�
GDT�IDT�S�c����XY].-
VM0S�aOYcĊŮ0�ŧCŭī"?b�]Þĥ
(4-KiB)

1. VMCS0ŭī
2. Śż�XY]0ŭī
3. FPU/AVX�XY]0ŭī	ŢŽ/�!*

4. VM-Exit0ÿƂ	Ɗ�hHj�iHVS��0öà




VM-Exit�%�7�;04
• Intel	Core	i7	6700K+0öħĴ
• öÌ1

• VM+1HLTųƉ0��o
• VMM+1VMCS�Śż64k`c�XY]0ŭī��YcF

• öÌ2
• öÌ1Cnested	VMĆ+öà	VMM1Ubuntu	14.04Ć0KVMCƁż
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→	1795	tsc/vm-entry-exit-set	� 0.45	µs/vm-entry-exit-set

→	28383	tsc/vm-entry-exit-set	� 7.1	µs/vm-entry-exit-set



]�VM-Exit�mc`R
• External	Interrupt

• žđ�Ŗ&��Ŝŀ.VMM1VM-ExitCřĔ
• Triple	fault
• INIT/Start-up	IPI/System-management	interrupt
• CPUID/GETSEC/HLT/INVD/INVLPG/RDPMC/RDTSC/RSM/RDRAND/VMxxxųƉ.-

• RDTSC/RDRAND.-1žđ�Ŗ
• HLT9žđ�Ŗ&��Ŝŀ.VMM1VM-ExitCřĔ

• Control	RegisterĠê
• Debug	RegisterĠê
• I/OųƉ
• RDMSR/WRMSRųƉ
• APICĠê
• preemption]Hv�0]HxFIc

2016�11�29� \mcIJF/<?jR`cÿƂ0ƍ 35



VNF�TeF1(50(
•h�dIJF�ğ�ð�Cªż"?
• SR-IOV	+	IOMMU	(PCI	passthrough)

• VM-Exit0ŤŅCÏ="
• ]Hv©ä6ŤŅ	Hz
CÏ=" /	Tickless/"?
• VM-ExitCřĔ�#?ųƉ�WYaxS��/ĸ�"?
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VM-to-VM�ga�WhF
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Hypervisor

VM

H/W	Switch

VM
vf vf

pf - ũƂu�c0��PĩŅ
- PCIe0iYĩŅ è,pps�VNF�.4
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