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BGP1=0">5+ 7?2 ? ?

BGP routing table entry for 180.0.0.0/10

Versions:
Process bRIB/RIB SendTblVer
Speaker 141186469 141186469

Last Modified: Nov 14 22:23:20.039 for 1d06h
Paths: (2 available, best #1)
Advertised to update-groups (with more than one peer):
N 1 0 3 N0 14 0 30 N 33 0 34 0 36 0 40

Community: 2914:370 2914:490---

129.250.31.182 195.22.206.36
129.250.8.226 206.126.236.1
Path #1: Received by speaker 0
Advertised to update-groups (wi
0.1 0.3 0.14 0.30 0.33 0.34 0
Advertised to peers (in unigue
202.97.32.87 4.68.71.237
128.241.219.82 63.146.27.245
206.126.237.42 206.126.236.4
129.250.31.182 195.22.206.36
129.250.8.226 206.126.23
4713

117.103.176.22 (metric 16325

29.250.193.162 64.125.14.69
P06.126.237.220

ore than one peer):

0.40

hte groups):

129.250.66.50 193.251.248.137
129.250.8.122 206.126.236.137
P06.126.239.250 206.126.237.141
129.250.193.162 64.125.14.69
.126.237.220

129.250.0.125 (129.250.0.125)
valid,

confed-internal,

Community: 2914:370 2914:490 2914:1403 2914:2401 2914:3400
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BGPO I 2=F4 (1)

o BGP/\X@MHdD—D
- BGPREIS (CEREHRZH5 I DIcbD/\AEIE

o RFC1997 “BGP Communities Attribute”
o 32 byte attribute (16-bit ASN : 16-bit information)

o RFC4360 “BGP Extended Communities Attribute”
o 64 byte attribute (16-bit ASN : 48-bit information)

o EASD
2914:2401

EEOHE FEEDOHRIE
(ASESICT L2OMN—HKH) (BEFRMICAITHLERL, HTEADREF)
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BGPOza2=754 (2)

Asian country origins (2914:24--)
2914:2401 |p (Japan)
314:2402 au (Australia)

2914:2403
2914:2404
2914:2405
2914:2406
2914:2407
2914:2408
2914:2409
2914:2410

hk (Hong Kong)
tw (Taiwan)

kr (Korea)

sqg (Singapore)
my (Malaysia)
id (Indonesia)
bn (Brunei)

th (Thailand)

ASIA MSA origins (2914:14-)

2914:1401
2914:1402
2914:1403
2914:1404
2914:1405
2914:1406
2914:1407
2914:1408
2914:1409
2914:1410
2914:1411
2914:1412

Kuala Lumpur, Malaysia
New Territories, Hong Kong
Osaka, Japan

Seoul, South Korea
Singapore

Sydney, Australia

Taipei, Taiwan

Tokyo, Japan

Tseung Kwan O, Hong Kong
Jakarta, Indonesia

Bandar Seri Begawan, Brunel
Bangkok, Thailand

IR DIRERE T H-NEED
2T DHEIXASE
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BGPOXa=7« (3)

o Optional Transitive

o {LASICHIRET B
o SHEVLESHAlEE
o RIS E LS a2 =T 4 BAREIASISEDLENEDH L AR

L CEERLEEZE SN SEENHLH-D)
o AST L ICHERINNLE
o Well-known community
o no-export (ASH ZHRRIRILE L7E0LY)
o no-advertise (thMBGPE 7 IR IRILE L A LY)
o blackhole <new!> (k)
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FEH=BGPT7 4 ILZ—ZFEL

o i hlilZE I BIESHICIEIBGP I 1 LI —ZFIEE HE
AN o)

1. d=1=">+r%Z%:t 9 Dda@¥l.Lt
o () HARDFRIRIC(32914:2401 %7459 3

2. d=1-F+a (iU IERD7 O 3> zs%ET 9 DOl L
o (#5]) 2914:2401HMFT 5 =N TL\DIFRIL. EEERENLIRT D

3. 703> =EKBRIBEHDBGPI 1 ILF—=E<@IL—5F

4, =174 =RBII5ULEKRITD@IL—5

5. ERED7O>3a>pMThonsd@ll—~4
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BGPa = 2 =7 « Z=#IAH L 7=l 1145

1. LhEE T S
RESSEASTOIRV\ S ZIETE (LESHE, BEERL)
o RNSIAYVIDRATEEETES
2. RIEERZHIET D
EHBAS TDIR\ S ZISTE
NS D4 v ODREFEEERTES
3. NEPEIEA
o R ENTHID
o RREFEDINTY NMIZENDT hTD IRE

ofgEEIXHEE XK ! BGPA 2 V&= !
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LSRR ZHIET 5

- BAPETICES LEBBE, BFICESE-TH
bOMEETSHC &
1. [EEEZIETE
o $EFE{ M, E, ET7, BEIZDHLER
o $FE{MiZ, E, E7, BBE}ZILHER L ALY
o Blackholed % (CZ#ED KL K)
2. FEEDELEEZETE
o Local PreferenceZ{EENIEIZT S
3. Prependfts5 (HAFY ARGELY)
o BE{ihiz, B, E7, BEE}IZ[1-3]{EPrepend

November 29, 2016 Internet Week 2016 / Tokyo

20



AN - E

No

= Tvyk
(AS2914)

November 29, 2016 Internet Week 2016 / Tokyo 21



BN 5 DDOSH K-S -

dQinm n')

\pEm—.yy

November 29, 2016 Internet Week 2016 / Tokyo

22



REL2DDITEFILH S

1. 2749977413 —9 %

2. RBEZ®RIFIT D

(RBLEEELTS
o BEQBEEE T3

Lo RIRILEZHIFL DD, nexthop Z# null IZ9 %
(blackhole)

|
\
o DDOSHIEH—ERXRZES L WS BIREEHAMNZ ZTIFEAZ

November 29, 2016 Internet Week 2016 / Tokyo

23



BGPOzaZ=74Z2{E>T

TRILE BN CTEET S
(blackhole % 1[2)

(1) 520y Ml : HODNLEHBGPT 4 ILE—ZERE L THL
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BGPOZa=—T14%{E>T
TRILEZ BN TiEET 5
(blackhole % 1[2)

(2) Hf= L DRERRIC (3) 2914:6661% =71 (4) AS2914M JL—4
"2914:666"% DI+ Tk DT yal
= next hop=nulllZZE FS T4 VD EERTS

S
L

ni-L & =
(AS2914)

=

(5) 374 v IDEELAEL
All happy ©

November 29, 2016 Internet Week 2016 / Tokyo 25




K ) E OO TIRE

o RERIZIZ. J: Y E OO TRIBIRIENTESHZ
Ly (fuigk, E. ASC &, BECE. ET7 L)

Blackhole FEED{iE, EFDHnulllZd 5
BRLEEFELE EEO{#E, B, AS} OAFR®ZILE LEL
BEELER EEOHEBOHLPETITS
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© *IJJ .HIJO)EEEIL\—E'IE
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2. FBLTWAEE., O3a=-Ts—EBLHEHFIIET S
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3. BEBEBEFE=F2 74 v IO RATHEIRLT H_LETIHEICEE.
EDEIICEILT H2MHLTRETT S
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o AS2914

o

Community Effect

7922:999 Prefixes are not sent to anyone. They are contained entirely
within AS7922 only

7922:888 Prefixes are not sent to ALL peers. Prefixes still sent to
customers

65100:XXX Do not announce prefixes to AS XXX
65200:XXX Announce to AS XXX if 7922:888 is also set

Comcast (AS7922)

November 29, 2016

6461:
6461:
6461:
6461:

6461:
6461:
6461:
6461:

5000
5001
5002
5003

5010
5011
5012
5013

EXFICET)VTT S
[BGP community Z# > =R BEEZIR—FLTEITH 7]

o Webt 4 F&xR 5

suppress announcement to all peers
prepend once to all peers

prepend twice to all peers
prepend three times to all peers

suppress announcement to all EU peers
prepend once to all EU peers

prepend twice to all EU peers
prepend three times to all EU peers

Zayo Communications (AS6461)

Internet Week 2016 / Tokyo

2 xxadOBGPO =z =

8220:63099 Do not advertise to any peers

8220:63999 Blackhole all traffic

8220:63800 No Export

8220:63700 Set local preference to 120

8220:63900 Set local preference to 40
COLT (AS8220)

Local- Community = Description

pref

70 2828:1507  Lower (less preferred) than all other routes on
network, including all public & private peer routes.

80 2828:1508  Same as public & private peer routes.

20 2828:1509

100 none Default for all customer routes, BGP and static.

100 2828:1510  Explicitly set customer BGP announcements to 100.

110 2828:1511  Higher (more preferred) than all default customer
BGP and static routes.

120 2828:1512  Highest (most preferred) local-pref that a customer
can specify.

XO Communications (AS2828)

29
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o%f@%%%otﬁ%€~§ﬁﬁE5W5bﬁiT
1. hEEmBEEIEE

o WEE{MIE, B, ET, BEYIZOHLER

o $FTE{M, E, ET7, EEFZLER L 0

2. EEDEREZTIETE
o Local Preference
o MED

o Hutg, E., ET. BECELICBEEZEZS
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BGP Communityz&Hh <o L 2 F

1.DDOS 574w & &EDITHMLTI=LY!

o FEDR—IUTEWEK D7, BiIgDblackholeZ XTI 571=6
DBGPO X a=—FT4H, KIRBESEXZFEZHIDICIEESADD
%)

> “Blackhole Community” (*:666) AIETFTRFCIE

2.4-byte ASHIHNHELZA L 0ELII?
o “BGP Large Community” M Internet DraftA IETFIZiZ H
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Blackhole Community

Internet Engineering Task Force (IETF) T. King
Request for Comments: 7999 C. Dietzel
Category: Informational DE-CIX
ISSN: 2070-1721 J. Snijders

NTT

G. Doering
SpaceNet AG
G. Hankins
Nokia
October 2016

BLACKHOLE Community

Abstract

This document describes the use of a well-known Border Gateway
Protocol (BGP) community for destination-based blackholing in IP
networks. This well-known advisory transitive BGP community named
"BLACKHOLE" allows an origin Autonomous System (AS) to specify that a
neighboring network should discard any traffic destined towards the
tagged IP prefix.

November 29, 2016 Internet Week 2016 / Tokyo
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Blackhole Community

- 20164108 RFCIt (RFC7999)

o “X:666" M T K BRIED FZ T« v UL, £ASTdiscard
LTRBWIEIZTHEVLLY YRS
o EF(Zdiscardd 2 M IEBASIZEEINTLYS
o E[RIZdiscardd 5=8H(Z1F. FASTHIZEBGP7 4 LAY —%
ELAELIH D
o EERHANDHATIIZALRKRLTY

o AS2914TIlE. BEHN 52914:666M D RBREZFIELT-15
&. next hopZnulllZZEE$5Z&ETh3 74 w9 %discard

o ASIZ & o Tl&., P ER DblackholeMTEE 21 H D
(selective blackhole)
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BG

P Large Community

IDR J. Heitz, Ed.
Internet-Draft Cisco
Intended status: Standards Track J. Snijders, Ed.
Expires: May 18, 2017 NTT
K. Patel
Arrcus
I. Bagdonas
Equinix
N. Hilliard
INEX
November 14, 2016
BGP Large Communities
draft-ietf-idr-large-community-08
Abstract

November 29, 2016

This document describes the BGP Large Communities attribute, an
extension to BGP-4. This attribute provides a mechanism to signal
opaque information within separate namespaces to aid in routing
management. The attribute is suitable for use with four-octet
Autonomous System Numbers.

Internet Week 2016 / Tokyo
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BGP Large Community

o

o "REHL"BGPOZIa=T«
o 96 byte attribute (32-bit ASN:32-bit value:32-bit value)
o ZNFE TIL 32 or 64 bytes
o RFC1998Z#HEEL =X 2 1 )L

o IETFIZInternet Draft 2%
o 11/14 BIEESER
1

0 2 3

0123456789012 345%6789 0123455678901
t—t—t—F—t—t—F—t—t—F—F—F—F—F—F—t -+ttt —F—F—F—F -ttt —F—+—+—+—+

| clehel Aehirln il e raines | Autonomous System Number (Me)
i e e e S e et e o T bt L _ _
| Tocal Data Pert 1 | Operator-Defined Value (Action)
e e e e e e e e e e R e e e S e e S S _
| local Date Peart 2 | Operator-Defined Value (You)
-ttt —+—+—+
November 29, 2016 Internet Week 2016 / Tokyo 35
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(0]

(0]

(0]

(0]

(0]

(0]

ZEELLOEFAR—T 3

BEEDOBGP Community(E16bit ASxiit ZRIiRIZERE

SNTLS

16-bit-ASN:value

32bit ASESTCH+HEASBGPOSa =T ZEY =L

32-bit-ASN:value:value

20014 - 32-bit ASNDIRELEBH RS2 — K
> 200745H RFC 4893
- 2012%12H RFC 6793

20074 - 32-bit ASNARIRM 5 LV S niaéh 5
32bit ASNIZT B—/NJLIZFIAESATLNS

32bit ASNDA R L—%2—IF, 16bitd TS A4 ~— ~FASN
ZHALEY LERLIRRKZLOLTLS (L)

November 29, 2016 Internet Week 2016 / Tokyo

32-bit ASNs in a 16-bit Field
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Large BGP Community D4

65400:peer-as 2914:65400:peer- Do not Advertise to peer-as in North America

as (NTT)
0:peer-as 6667:0:peer-as Do not Announce to Route Server peer-as
(AMS-IX)
65520:nnn 2914:65520:nnn  Lower Local Preference in Country nnn (NTT)
2914:410 2914:400:10 Route Received From a Peering Partner (NTT)
2914:420 2914:400:20 Route Received From a Customer (NTT)

32-bit (FaA%) : 32-bit (ES5WL5F7 VL ar %) : 32-bit (BE/ECRHE,
52— F2IT3) EVWSEEHZIT D

November 29, 2016 Internet Week 2016 / Tokyo
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o §RNTM 16-bit and 32-bit

o TEBHLEIFTLUTILIC
o fEHMLIREREEMI L ALY
o RFC1997% RX— R [Z#h3E

o B MASNAS, targetiFHD X%

@#l?ﬁ/ﬂ/%iﬁf%é&
51z
o TEAHIITEELADOTL

o TransitivelZd4 3

iﬂﬁxﬁlﬁi%hé&?

AXRL—42—hH1

o?~ kD—4
AT 4 ZTERETLOTNE SIS
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ASNSHMEZ S L DI

o T5SAR—FASNEFEHLZL TEH
BL &SI

o ASNDEBEMNEC 5V K SIS

c BAPT L, BETHLIFL &0

5H< b ULVHEIZ

o Fh: T AY A=y W
D AL

- BERBIRIETH O ELEINALS
£ DI
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o well-known communityl&E%E L 4Ly
o RFC1997 M well-known communitylZfEE4 < E X 518

o TLV %> headerl(ZFIA L4z 0y
o BGP Path Attributes code 30 (Ox1E) ##IF
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BGP Speakers

Vendor Software
Arista EOS
Cisco I0S XR
cz.nic BIRD
ExaBGP ExaBGP
Juniper Junos 0S
MikroTik Router0S
Nokia SR 0S
OpenBSD OpenBGPD
OSRG GoBGP
rtbrick Fullstack
Quagga Quagga
Vy0S Vy0S

Status

Planned

v/ Done!

v Done!

v/ Done!

Planned

Won’t Implement Until RFC
Planned

v/ Done!

v/ Done!

Planned

v/ Done!

Requested

Tools / Ecosystem

Vendor
DE-CIX
FreeBSD
Marco d’Itri
OpenBSD
pmacct.net
RIPE NCC
tcpdump.org
Yoshiyuki Yamauchi
Wireshark

Software
pbgpp
tcpdump
zebra-dump-parser
tcpdump
pmacct
bgpdump
tcpdump
mrtparse

Dissector

Internet Week 2016

Details
Feature Requested BUG169446
Engineering Release
BIRD 1.6.3 (commit)
PR482
Second Half 2017
Feature Requested 2016090522001073
Third Quarter 2017
OpenBSD 6.1 (commit)
PR1094
December 2016
Patch Provided for 1.1.0 875
Feature Requested T143

Status Details
v Done! PR16
v/ Done! PR213423
v/ Done! PR3
v/ Done! OpenBSD 6.1 (patch)
v Done! PR61
Planned issue 41
v/ Done! PR543 (commit)
v Done! PR13
v/ _Done! 18172 (patch)
/ Tokyo
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o HOHIZIEBGPOZa =T LWV 3D H D

o BGPO 2 a =7 « [XRIEHEEHI-FIATZ S
o BADEBZEHEFICESRELH
o HFILRELE-BERZEATESH >N
o IRIEMIIZIE. FT T4 v VKIHZITOZEAEM
o A—HRETFMIFIZ. BGPOAZa=T s ZFABEMLTVEEEXEEFLH D
o —EDERR - ARKKBEBREZEFEN AV
o BEEAX=—XZREMNSERE - FIAREK
o FIRMRAEICOVTIEER I VDY FEXEBRICHWVWEDLER
o BGPAZaZFT 4 ZDCoT2DONEENH D
o Blackhole Community ®RFCIE & & ER#EE (DDoSK )
o BGP Large Community ®Internet Draft{t (32bit ASN*tIt:)
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