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Constrained Device/Node
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Devicel EMEANC EHVZLN
« BER9 B & [HfyEsnesT/ 1 ]
= CPUBED. XEU., ER. XY NJ—TJIRXED
SIRIC [HF] hdpD
s X)\— T THFITI/INAR] EEEFTET

lepidum
https://lepidum.co.jp/ Copyright © 2004-2016 Lepidum Co. Ltd. All rights reserved. 4



Constrained nodes: orders of magnitude

10/100 vs. 50/250 S

There is not just a single class of “constrained node”

Class 0: too small to securely run on the Internet
« “too constrained”

Class 1: ~10 KiB data, ~100 KiB code

= “quite constrained”, “10/100”

Class 2: ~50 KiB data, ~250 KiB code

= “not so constrained”, “50/250”

These classes are not clear-cut, but may structure the
discussion and help avoid talking at cross-purposes

http://www.ietf.org/proceedings/89/slides/slides-89-ace-2.pdf

http://6lowapp.net core@IETF80, 2011-03-28




COAP - THE CONSTRAINED
APPLICATION PROTOCOL
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CoAPODMTER

s CoAPJ O )L (RFC 7252) coap.technology
« JOTANLARAEFTILTOHIKIT/I AR E
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;\“—/K— D547 > bO—AFEEFmMAIHEIFIZT) A
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HTTPEDNY Y E> D
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IETF core WG

m core (Constrained RESTful Environments) 2010-
= CoOAPT O RJLICRT BMHERREZITD
s EFE/QRFCBIUVRZ T bk
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RFC 6690 Link format

RFC 7252 CoAP

RFC 7390 Group Communication

RFC 7641 Observing

RFC 7959 Blockwise Transfers
draft-ietf-core-http-mapping HTTP mapping
draft-ietf-core-etch PATCH and FETCH methods
draft-ietf-core-resource-directory Resource Directory
draft-ietf-core-coap-tcp-tls over TCP, TLS, Websockets
draft-ietf-core-object-security Object Security

Copyright © 2004-2016 Lepidum Co. Ltd. All rights reserved.
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CoAP O )L EURI

m coap://s.example.com/light
m coaps://s.example.com/light

= Ccoap 5683
= Coaps 5684
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JOTANLARD X

m /temperature ZGET9 4|
= CON/ACK, Token(C DU\ T (3 &R

Client Server
| I
|  CON [@xbc90] |
| GET /temperature |
| (Token 0x71) |

|
|
ACK [0xbc90] |
2.05 Content |
(Token 0x71) |

"22.5 C" |

lepidum
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COAP AV —TA—YXY b

0 1

2

3

©1234567890123456789012345678901
+=t—t—t—F—t—t—t—t—t—t—t—t—t—t—t—F—F—F—t—t—t—t—t—t—t—t—F—F—F—F—F+—+

IVer| T | TKL | Code |
+—t+—+—+—+—+—+—+—+—F—t—+—+—+—+—+—+—+—+
| Token (if any, TKL bytes) ...
+—t+—+—+—+—+—+—+—+—F—t—+—+—+—+—+—+—+—+
| Options (if any) ...
+—t+—+—+—+—+—+—+—+—F—t—+—+—+—+—+—+—+—+
[T1T 111111 Payload (if any)
+—t+—+—+—+—+—+—+—+—F—t—+—+—+—+—+—+—+—+

Ver: J\—=3 > 1EIFE

s AT BEBIEICEDS
s Code: HTTPDA YW RERXF—HF X — RICHIG
s Message ID: BXHIEHICED
= Token, TKL: U TR MEL AR ZDMIGICES
s Options: HTTPODA\W 4 (CHESE
»  Payload: HTTPODO/R1 O— R(CHESE

lepidum
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Message ID
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—+—t—t—+—+—+-
—+—t—t—+—+—+-

—+—t—t—+—+—+-
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+-————- o - +-
| Code | Description |

Code b L

.01 Created

.02 | Deleted
.03 | valid
“ “ _ A Crhanood
s 3V |\74—)|/ |\j@?_3+5(c_ || .05 | Content “
DD .00 | Bad Request
w— .01 Unauthorized
u IJ OIX I\t\\ (j:x \J \\J I\ (L_ .02 nguongérz]e
;(‘:I-}I_IIS\ .03 | Forbidden
.94 | Not Found

J— R SXTE

|
|
I
|
I
|
|
» LARSATEAT—HRX
|
|
|
|
|
|
|
|
|
|

oo, bbb DNDNIVNODDNDDN

I I
I |
| |
' I
I I
I |
| |
I |
I I
I I
.05 | Method Not Allowed |
.06 | Not Acceptable |
I I
I I
I |
| |
I I
I I
I |
| |
I |
+

fom e PR —— o + .12 | Precondition Failed
| Code | Name | Reference | .13 Request Entity Too Large
e e o + .15 | Unsupported Content-Format
[oo | Ger ) cercrzsa) | o0 | e Server rror
[0.02 | POST | [RFC7252] | 02 | Bad Gatoway
| ©.03 | PUT | [REC7252] | .03 | Service Unavailable
| 9.04 | DELETE | [REC7252] | .04 | Gateway Timeout
LA LA—— tomm e + .05 | Proxying Not Supported
e e e e e e e e e e e +-

Table 5: CoAP Method Codes

Table 6: CoAP Response Codes
lepidum
https://lepidum.co.jp/ Copyright © 2004-2016 Lepidum Co. Ltd. All rights reserved. 13



Options

+-———= B s e e Fomm———— o +
| No. | C|] U ]| N | R | Name | Format | Length |
. +-———= s e R Fo—————— o +
m HTTPAWA (XIS | 11 x| | | x | _If-Match | opaque | @-8 |
. 3| x| x| - I Uri-Host 1 strin 1-255
- Oj)tlon%_-%%c‘:ﬂ_ﬁ@ : : : : : | : g: :
! | 41 | | x| ETag | opaque | 1-8 |
s EDBY: empty, uint,] 51 x| | | | If-None-Match | empty | @ I
. —_ ' . » - -
;ggue’ string - : 7 : X : X : : i ri-Port I uint I 0-2 :
. E%J”Ei«.il]\?\/\\\ B o o8| | | | x ion-Path | string | 0-255 |
SEEDTI> | 1 xx]|-1x | string | 0-255 |
11— f\ | 12 | | | | | Content-Format | uint | 0-2 |
" 43@750 : ::g : X : i : : : X _ﬂi)i(:-'l:r : :’lc?:ng : 2:355 I
77
s URIEIDAEEESND | 17 1 x| | | | Accept | uint | @-2 |
= Uri-* | 20 | | | | x | Location-Query | string | 0-255 |
_ | 35 | x| x| - | | Proxy-Uri | string | 1-1034 |
" Content. Forma_t e | 039 | x| x| - | | Proxy-Scheme | string | 1-255 |
= media-typelcHHF | 69 | | | x| | Sizel | uint | 0-4 |
+-———= s e Fom————— o —————— +

C=Critical, U=Unsafe, N=NoCacheKey, R=Repeatable

lepidum
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=« TokenZ{E> T, Wit zEHE
o FEkHH 1]

« FEERZONESZEST AT TRYT
CON=WE, NON=ANE
ACK=EZMEZE. RESET
= Message |D: BiXHITEHID T8O DB (CED
= ACK piggy back
L AR X %ZACKE—HE(TIX D
piggy back L7RUYACK(ECode’x0.00(C 9 D
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oken

s JOTRMELARZADIIHEERSD
u 3|E|§_|,Hﬂﬁ'f§rd:@t“\ Client Server
BEDIUTTADN, | o toxbese] |

LR ZDEFE | et

ACK [0xbc90]

2.05 Content
Token Ox71

"22.5 C”
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Client Server

Header:
Token:
Uri-Path:

Header:
Token:
Payload:

Header:
Token:
Uri-Path:

Header:
Token:
Payload:

Figure 19: Confirmable Request;liPiggybacked]|Response (Retransmitted)

GET Code=0.01, | MID=0x7d37)

0x42
"temperature”

2.05 Content Code=2.05, |[MID=0x7d37

0x42
"22.3 C”

GET (T=CON, Code=0.01,iMID=0x7d37)
0x42
"temperature”

2.05 Content (T=ACK, Code=2.05, MID=0x7d37)
0x42
"22.3 C”

Copyright © 2004-2016 Lepidum Co. Ltd. All rights reserved. 17



CoAPE T AM—

m CoAP over UDP/DTLS
= UDPR—XMDCoAPZEEDEFED
« TF 2 VUT oA —DEIRIGE(IDTLS
= loTEIFDTLS IO 7-1JL
RFC7925 TLS/DTLS profiles for loT
m CoAP over TCP/TLS
= USA7IIVRORTS 3> TESHEE
draft-ietf-core-coap-tcp-tls
s JAV—DTA—Nv h=zZE
EhXHlEHDE =
Avt—TRDOIETFE
« SRTEIBIR. =2 F Y > (ping/pong, IBFEIR T IRE)
Code 7.xxZ {1
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COAP-HTTP O+

m draft-ietf-core-http-mapping
s HCOOFS ZEL

Constrained Network

= Code. Options. A7 -1 )’ / oo N
j W*ﬁ / | server | \
94 @Q |I ! e e ! ||
N |l
Lo HTTP Request  .---=-------- . CoAP Req .------ . | |
| HTTP  |--—-—-—-----———- >|HTTP-t0-COAP | ----------- >| CoAP | ||
| Client |<--------------—- |  Proxy |<-=—=-==----- | Server | |
fmmmm e " HTTP Response '-----=------- CoAP Resp '------ B
|l |l
m =t ANV ES T . 1
=Y 11 CoAP | I
\ | server| .------ . /

\ e " | CoAP | /

\ | server| /

\ 'm—m——- "/

) ’
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CoAPZEMDABD(THR

= Discovery

RFC 6690 Link format
RFC 7252 CoAP

= Group Communication: RFC 7390
= Observing: RFC 7641

= Blockwise Transfers: RFC 7959

= draft-ietf-core-resource-directory
= draft-ietf-core-object-security
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CoAPODIELE

m http://coap.technology/impls.html

Constrained
devices

Implementations for constrained devices are
typically written in C.

Erbium

Contiki is a widely used
operating system for constrained
nodes, being employed for
research and product
development. Erbium is a full-
fledged REST Engine and CoAP
Implementation for Contiki.

Erbium (£r)

B

View details »

libcoap

A C implementation of CoAP that can be used
both on constrained devices (running operating
systems such as Contiki or LWIP) and on a
larger POSIX system. Moreover, the library has

hAann nartAad +A TinNC AnA DINT

lepidum
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CoAP is not only used between constrained
devices, but also between them and more
powerful systems such as cloud servers, home
centrals, smartphones:

Server-side

Java

One significant Java-based
implementation of CoAP is
Californium.

Californium (cq

View details »

nCoAP is a Java implementation of the CoAP
protocol using the Netty NIO client server
framework:

View details »

Leshan is an OMA Lightweight M2M (LWM2M)
server-side implementation, on top of
Californium.

View details »

Copyright © 2004-2016 Lepidum Co. Ltd. All rights reserved.

Browser-based

Copper is an extension for
Firefox to enable direct access to
CoAP resources from a browser.

View details »

Smartphones

Some implementations are specifically targeting
mobile devices such as smartphones and
tablets. These tend to differ between platforms:

iI0S, OSX

A simple iOS client implementation has been
written by Wojtek Kordylewski in Objective-C.

View details »

CoAP client and server libraries are also
available in Swift:

View details »

AvmAduaid

21
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TLS/DTLS IOT PROFILES
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IE

F dice WG

m dice (DTLS In Constrained Environments)
2013-2016

s [oT[ElFDTLS profile
CoAPBEDTF1UF+

(EDTLSZ{EFE

|OT0)4%'|‘/:E7& )

Bt I:IIE// \l_%\//.[_\\
SAA— NF—

RIRU =T

J71)L

HHE/EIRE)\> R >0 DfE:R
F/EERZE/ I EDHRSTE

m RFC7925 TLS/DTLS profiles for loT
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COAP RELATED STANDARDS
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CoAP FEE i

m CBOR chor.io

= RFC7049
« AN RRINAFITA -V b

media-type: application/cbor

= MessagePackIETFhR
s CWT (W )
= draft-ietf-ace-cbor-web-token
= =% - lIE={ERIEE/RCBOR
= JWT (23 W N)DISONZCBORIC UTThR
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AUTHENTICATION AND
AUTHORIZATION FOR CONSTRAINED
ENVIRONMENTS (ACE)
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HIIT) A R TSI BRE - 3Bm

| RgP | | RO | Principal Level

I I

controls controls
I I
v v

| CAS | <- AuthN and AuthZ -> | AS | llLess-Constrained Level
I I

controls and supports controls and supports

authentication authentication

and authorization and authorization
I I
v v

| C | -- requests resource --> | RS |}|IConstrained Level

------- <-- provides resource-- -------

Figure 3: Overall architecture

lepidum
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IETF ace WG

m ace (Authentication and Authorization for Constrained
Environments) 2014-

IL:EIJ BE =Nnjc i/'ﬂiﬁ,_cdjn A saA] %*ﬁnj

. IETFT(JIOTYHJTELEBH%.:W - et [acel
EIERNCENDD

«» XTI —RT—AMRFCICIRDTZIEMD
» FELQRFCBELV RS T b
= RFC 7744: usecases
draft-ietf-ace-actors actors
draft-ietf-ace-cbor-web-token CWT
=« draft-ietf-ace-oauth-authz oauth(C&KDdYV U1 —>3>
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RFC /7744 Use Cases
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==~

D> avas
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ace Use Cases

Container Monitoring
WA ke 1 1O A=

Storage &
ripening
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ace Use Cases

Home Automation

TOCREDYE— NEE
|

Remote
delegation
of access

rights
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ace Use Cases

Building Automation
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Security
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ace Use Cases

lepidum

https://lepidum.co.jp/

Smart Metering
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Actors: B AYIET )L

| RgP | | RO | Principal Level

I I

controls controls
I I
v v

| CAS | <- AuthN and AuthZ -> | AS | llLess-Constrained Level
I I

controls and supports controls and supports

authentication authentication

and authorization and authorization
I I
v v

| C | -- requests resource --> | RS |}|IConstrained Level

------- <-- provides resource-- -------

Figure 3: Overall architecture
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Less-Constrained Level
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ace Authorization Model

CAS

Authentication and

authorization

AS

Authentication and
authorization support

C

Requests resource

Authentication and
authorization support

- Provides resource

RS Constrained Level

CAS

Authentication and

authorization

AS

Authentication and
authorization support

RS Constrained Level

lepidum
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Authentication and
authorization support

CAS/AS

Requests resource

O

uthentication and

authorization support

Constrained Level

Authentication and
authorization support

Cc

eS!
e
= Pm\l\des ‘

Cc - Provides resource RS
AS

Authentication and
CAS |=<"“Glthorization > RS

https://www.ietf.org/proceedings/94/slides/slides-94-ace-2.pdf
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OAuth Profile for lo

m draft-ietf-ace-oauth-authz

s OAuth 2.00DToken Endpoint, Introspect Endpoint%ﬂaﬁ
C. loTEF} &9 Bk

= JSON, JWT, x-www-form-urlencodedZCBOR, CWT Ci&
=MNRD
« SAHODOF—T— R, XFIEHIECYT

x» FSAIR—BEUT. CoAP/DTLSZIRTE

n bearer b—72 > C73:. < pop (proof-of-possession) ~—77
S EIREETD

s less-constrained L N)LNAD b—T RREEEIEERE
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SUMMARY
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m CoAP
= U )/IJ/__X N L AR AR—=XDloTEIFBET O b

m CoAP/DTLS
« loTHEZREFDDTIS O 7 1)L
m CBOR, CWT
I\ AFU-F—HFTA-Tv . BHA., [BSI
m ACE
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= less-constrained level D& FE
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Any Questions? / Feedbacks Welcome!
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