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Ø RFC 4919: 6LoWPANs Overview, Assumptions, Problem Statement, and Goals Errata
Ø RFC 6568: Design and Application Spaces for 6LoWPAN
Ø Use cases for IPv6 over Networks of Resource-constrained Nodes, draft-hong-6lo-use-cases
Ø ROLL Applicability Statement Template, draft-ietf-roll-applicability-template
Ø RFC 7452: Architectural	Considerations	in	Smart	Object	Networking
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IoT World Forum
http://www.iotwf.com/

IoT Reference Model, IoT World Forum, Sep 2014
http://cdn.iotwf.com/resources/71/IoT_Reference_Model_White_Paper_June_4_2014.pdf
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End-to-End	Principle	ƻoƮǊIABƼǠȇȓǱ
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But	the	smallest	of	constrained	devices	need	“proxies,	gateways,	or	
servers”	for	Internet	communication.

ü IAB	RFC	1958	(1996z)
“the	community	believes	that	the	goal	is	connectivity,	the	tool	is	the	Internet	Protocol,	and	the	
intelligence	is	end	to	end	rather	than	hidden	in	the	network.”

ü IAB	RFC	3724	(2004z)
“Requiring	modification	in	the	network	in	order	to	deploy	new	services	is	still	typically	more	difficult	than	
modifying	end	nodes.”
“The	end	node	is	therefore	responsible	for	maintaining	the	integrity	of	the	communication,	as	the	end-
to-end	principle	implies.”

But	can	be	expensive	to	put	a	secure	software	update	mechanism	in	
a	smart	object.

Architectural Considerations in Smart Object Networking, Dave Thaler, IETF 92, Mar 2015 



End-to-End	Ƽī Ƽĺ×

• If	you	DO	put	IP	in	a	smart	object:
• ȎǩȕǦȗȇȈȎǆń<ƺƹȘǎ TCP/IPǦǪǭǜƻĢǆƮ�ĎƤƟǊƙ
±ģÜƻƽ�ĎƼƺƠ¿ăǅKǄǊ�ĎƤƟǊƣǅƬǋƺƠƙ

• TCP/IPī ƼǨǚȊȎǯǒǎĀ�ƮǊ�ĎƤƟǊƙ
• If	you	DON’T	put	IP	in	a	smart	object:

• Application-Layer	Gateway	Ƥ�ĎƻƺǊƙ
• ȇǭǨȕǥǎĪE ƮǊƲǄƼ�Ċǎ0ĕēȔlČƮǊ�ĎƤƟǊƙ
• TCP/IPǿȕǦƼíÒǮȕȏǆáďǎ5ÕƷƥƺƠƙ
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Architectural Considerations in Smart Object Networking, Dave Thaler, IETF 92, Mar 2015 
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Reference,	
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https://www.ietf.org/liaison/managers.html

IP

TCP,	UDP,	ICMP,	...

HTTP,	RTSP,	SMTP,	...

WWW,	VoIP,	email,	...

Ethernet,	RF-MAC,	ATM,	...

Copper,	Fiber,	Radio,	...
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