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What are “6LoWPAN" protocols ?

TL— LA ZDINECEENE B L
LT= 2 V8 ETCP/IPERIT D FvYT [ iota rate: s0-950Kbps > 12808 MTU.
éigg &)%iﬂ-\i . »Maximize battery life. »ND in multicast.

IPv6 Adaptation Layer&EL T, Bk&A G OFEMIZISAINTLNS,
11 271 % . IEEE 802.15.4-2006% %t % &L TR I T == B
E(X 6lo WGTHRARZ) OB ADICAAENRETINTLNVS,

E§£1T10)7I'\'f/|~
Pv6 Header Compression

\/ Pv6 ND Optimization
v" Fragmentation
v' Mesh Header




IPv6 Header Compression
6LoWPAN-HC

V AZY) R TREGE 74— ILFZHIBR
> YOI PSRN B EER e.g. EUI-61
> RZYRNT—IDBREMLFHFHHAENDED e.g. prefix, version

v'Dispatch Field [C&AANYRA —F—2DEKRIF

Best case: (48 B 2 4 B)

Link local addresses + Compressed IPv6/UDP header
e.g. FE80::0217:3B00:1111:2222 -> FE80::0217:3B00:3333:4444

| | Dipatch Field

LD 74— ILRIZfI A

DSP LoOWPAN_IPHC | LoWPAN_NHC UDP ports HENEEVRTRE,
IPHC (13 bits) UDP (4 bits SRC, 4 bits DST)
(3 bits) (1 byte) (1 byte)
Link-local Multicast: (48 B = 16 B)
Multicast Address Compression, Compressed UDP ports
e.g. FE80::0217:3B00:1111:2222 -> FFxx::00XX:XXXX:XXXX
DSP LoWPAN_IPHC Hop Limit Destination LoWPAN_NHC UDP ports uDP
IPHC (13 bits) (1 byte) Multicast Address uUDP SRC & DST Checksum
(3 bits) (6 bytes) (1 byte) (4 bytes) (2 bytes)
IP Hops : (48 B = 42 B)
Full IPv6 Address, Compressed UDP ports
e.g 2001:0db8:cafe:cafe:0217:3B00:1111:2222 -> 2001:0db8:beef:beef: :68
DSP LoWPAN_IPHC Hop Limit Source Destination LoWPAN_NHC UDP ports uDP
IPHC (13 bits) (1 byte) Address Address UDP SRC & DST Checksum
(3 bits) (16 bytes) (16 bytes) (1 byte) (4 bytes) (2 bytes)




IPv6 Neighbor Discovery Optimization

6LoVWPAN-ND

v IPVv6R JILF X A=\ y D HN
v  BLOWPANIY T —DIEERD B EN 6LBROTEL R, Avd EMHED1-8 DIER)

il ) ] [[[l]]

)
6LR T

self-assigned LLA RS: SLLAO

default route, RA: PIO+SLLAO+6CO+ABRO
prefix, <€
contexts,

NS: ARO+SLLAO

DAR (ARO+SLLAO)

DAC (ARO+SLLAO)

NA: ARO Response

Lifetime Expired
NS: ARO+SLLAO

\ 4

3 DMIPv6 ND option&. 2DNDICMPV6 typed & &

6LRHNVS . 6lowpan context (6CO), Authoritative Border Router (ABRO)Z & %11,
6LRAVI5 . Address Registration (ARO)Z{EFHL1-6LBR~MD &k EDADD EJit,
DA Request/ConfirmationZ{£ AL =, 6LBRT@ODAD D Eji

YV VVYV



IEEE 802.15.4 TSCH L3R RB

v IEEE 802.15.4 Time Slotted Channel Hopping [&. 7A€ AA —kA— 320 E
EDORTO1—)TIZxT 2B M B LU T AEREMG: ISA100.114,
WirelessHART) C{E AWV RET SN TLVS,

V LHO\WL R D=1 T FBI=0DINTGA—EFOBREBAERC. AT 21— ILDERTE
77:%1& IEEE 802.15.4 XD E B SMZG> TS,

A
H'->K B->E H->K
9
o D->G
al 6> F>H GJ
H>K
A>E A>E

Time




6TISCH

v’ Low Power and Lossy Network (LLN) [Zd5ULV T, IEEE802.15.4e TSCH mode®D R4
A= T ICRBIGINTGA—EADINE LR TELTOHEMEL T, EITIETFTEREM
HEA TS,

vV T—XTIFvlL. ££E(Centralized) &7 5 & (Decentralized) Dl A DX R I=HY,
WEDECAIIENENTF+—HREN TS,

6TiSCH: Determinism meets IPv6

External ;"“ E~
Network &

' PCEP | CoAP 6LoWPAN
51Ls | PANA Nio RPL
W
6LoWPAN HC
M) IEEE802.15.4¢ TSCH
< IEEE
EHBOB e . IEEE802.15.4
Path Computation Element (PCE) MRS 21— LIZIAELE \/

HEED., FTEL T, &/—FIZ CoAPEFE->TEH T 5. RAY
Da—)LOERIL, & /—FIZEEINT=6TiISCH Operation 6TiSCH for LLNs AL AR VY
Sublayer (6top) AT,



What

. (4
Routing over low Power Lossy networks ‘ _-;f‘ N

. 11 RP ” - —

ripple [ripl]

ZEELLNRIFT 7 T 7 —2a DBRZETTIZERE

» Urban, Industrial, Home Automation, Building Automation.

DODAG: Destination Oriented Directed Acyclic Graph

——

MEMICEIC) Y EICERO V) — Z1EEAEE

DODAG%

EET HERDAN) YO ZEIEE ATRE,

> AR1)w%: node state, energy, hop—count, throughput, link reliability

LLNTE] [0 7 N R $& S 4

&

> ﬁﬁﬁﬂk%l:ﬁﬁtﬁf%‘ﬁﬁﬂ'lﬁ*ﬁ@%ﬂjFHEJKE’E?Z’“:‘C"'E'%M = Trickle Timer
> )(:EU hﬁl}‘t;l,\/—lf’@%/ﬁb'\y I‘iﬁ%(‘:géo - Non—-Storing Mode
> 2DMD/INABIEEHE

Global Repair : AT BIBEET HHEFE (DODAGD AN YHINEH-T-1BEE)
Local Repair: SR RIIZEENEIE T HHE4E (o vDRENTIELI-BESE)

> RICLHE) Y LIZ, BG5S T7T)r—avdm

BRIZIGCT-mBR/NREEETED,



RPLOFHIEHAYE— T —R/V R

MP2P P2MP P2P

9 Traffic
== Path
* ICMPv6 type (155): RPL Control Messages
»DIS / DIO for MP2P DIS: DODAG Information Solicitation
> DAO / DAO-ACK for P2MP DAG: Destination Advertsement Object

DRO: Discovery Reply Object

>D|O+RDO / DRO+RDO / DRO‘ACK for PZP RDO: Route Discovery Option
* 2 IPv6 Extensions

» RPLSRH in Routing Header: transmission b/w RPL routers.
» RPL Option for HbH Options Header: exchaning RPL information b/w RPL routers.

e |CMPv6 Destination Unreachable

» Code (7) Error in Source Routing Header



RPLD/N\RIEZEFIIEA A—

Constraint-based routing
e.g. avoid wireless links

Metric based parent selection
Metric: ocpl = Best link quality
1 hop, ETX=5
3 hops, ETX=3

App 1: Sensor Data Collection > Find al . h
Metric: ocpl = Best link quality (ETX) Ind alternative pat

App 2: backbone monitoring
Metric: ocp2 = min rank (hopcount) +
constraint-based routing

G

== Wired link
wrnnr, Wireless link
n ETX value on link
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olo WG

IPv6 over Networks of Resource-constrained Nodes
(6LoWPAN over Foo)

IPv6 Adaptation Layer MR E EIPVO{EFR D LR

“B) HEDESCHRYNT =V DERFEMELTEFRIN TS,
6lowpan WGZE 5| 2T, IETF87(20134E8 8 ) TE1EWGEE
NiThnit=,

=yvay

“Resource—constrained Nodes” DYk —2 T IPVvBZ{EDT=-H DI MTDIZ
EALF1TO

> 6LoWPAN®D itz A EHh 3R EIPVE LRk~ D S BR,

Internet Area RRC7388: MIB for 6LoWPAN, Oct-2014
Chairs RFC7400: 6LoWPAN-GHC, Nov-2014
» Samita Chakrabarti RFC7428: IPv6 over ITU-T G.9959, Feb-2015

» Gabriel Montenegro, Microsoft RFC7668: IPv6 over BTLE, Oct-2015
RFC7973: Assignment of an Ethertype for 6LoWPAN



6lo WG

Active/Related Documents

2016511 AR m
v A v {5k
> IPv6 over MS/TP (In Last Call) > Paging Dispatch (AUTH48)
> IPv6 over DECT-ULE (In Last Call) > IANA Reg. for ESC Dispatch CP (In Last Call)
» IPv6 over NFC > IEEE 802.15.4 IE allocation (Individual)
» IPv6 over BLE Mesh Networks » 6LoWPAN Backbone Router

» 802.15.4 IE encapsulation of ICMPv6 RA
» A 6loRH for BitStrings
» Packet Expiration Time in 6lo Routing Header

vtxal)Tg » Optimized 6LoOWPAN Fragment Header
> Diet-IPsec/ESP » LLN Fragment Forwarding and Recovery
» 6lo Address Protected ND » An Update to 6LoWPAN ND
» Designating 6LBR for IID Assignment

v BT AR

> Privacy Considerations for 6Lo (In Last Call)
» Use case



otisch WG

IPv6 over the Time Synchronous & Channel Hoppoing mode of IEEE 802.15.4e

LL]

» [EEEB802.15.4eDTSCHE—FZ EoT=R YT —UtERAE R E!
FAfTDZRZELZITI,
 IEEE802.15.4e TSCH

> B B HAIC £ 5ROy MRS - BR300 E) 0D [E £

» Predictable power consumption

« IETF88(20134E11 A)TEIRIWGERENTTHNT=,

Internet Area RFC 7554: Problem Statement
Chairs

» Pascal Thubert, Cisco
» Thomas Watteyne, INRIA



btisch WG

Active/Related Documents

2016F 11 A S

» WG Documents
» 6top Protocol (6P)
» 6TiSCH 6top Scheduling Function Zero (SFO)
» An Architecture for IPv6 over the TSCH mode of IEEE 802.15.4 (Dead)
» Minimal 6TiSCH Configuration (AD Eval.)

v Related I-Ds
» btisch Secure Join protocol
» Scheduling Function One (SF1) for hop-by-hop Scheduling in 6tisch Networks
» Minimal Security Framework for 6TiSCH



roll WG

Routing over Low power and Lossy Networks

* RCNELLNZ B R YR T —VI2E 1T 5B HI RN ORELZITD,
« IETF71(20084E3H)TE1 A s b

I~ 0¥ \'f_.l-;t/);h/f:o
+ S[EIETFIS). UFr—IDIREF M IRFEOT=,

a|\WG

A

RFC 6206:
RFC 6550:
RFC 6551:
RFC 6552:
RFC 6553:
RFC 6554:
RFC 67109:
RFC 6997:
RFC 6998:
RFC 7731:
RFC 7732:
RFC 7774:

RPL, Trickle Algorithm, Mar-2011

RPL, Core specification, Mar-2012

RPL, Routing Metrics, Mar-2012

RPL, Objective Function Zero, Mar-2012

IPv6 Hop-by-Hop Option for RPL, Mar-2012

IPv6 Routing Header Option for RPL, Mar-2012

RPL, MR-HOF, Sep-2012

P2P-RPL, Reactive Discovery of P2P Routes, Aug-2013
P2P-RPL, Mechanism to measure the metriccs, Aug-2013
MPL: core specification, Feb-2016

MPL: Forwader Policy with Admin-Local Scope, Feb-2016
MPL: Parameter Configuration Option for DHCPv6

Internet Area

Chairs
» Peter van der Stok, Consultant
> Ines Robles, Ericsson

Requirements for Urban, IA, HA, BA
Applicability in HA, BA

Terminology

Security Thread Analysis

Z Dt



roll WG

Active/Related Documents

2016F 11 A S

> WG Documents

» 6LoWPAN Routing Header
» When to use RFC 6553, 6554 and IPv6-in-IPv6



LPWAN

Bk L— e BKLTRAEE N CRIBREB{EZT Al 8E(C T S ER M D EEFR,
LoRaWAN, Sigfox, Weightless, NB-1OT, LTE-MTC 7% &

Pros. Cons.
VIREEE v AET—4L—k (50 bps ~ 200 kbps)
vV ZA—8 GERMDMR L) vV Fi5 (B, ISM)
VAR (T /AL X EATXE) v {Eduty cycle

> BtEREI TR RK20EEET 5T /\ 1 REH 5,
> EFEREIREATHIOVTMILZEELTLS,
> ISMBEPTAEUREREELLGVEEZFFERLTWNS,

20235 LPWAT /\A ADEFEHIIHB0EIZHSEFHE,

Machina Research, Feb-2015
https://machinaresearch.com/news/with-3-billion-connections-lpwa-will-dominate-wide-area-wireless-connectivity-for-m2m-by-2023/

20208 . Y—E XD YT F964K A5 HEF 18,

New Electronics, Machina Research, Dec-2015
http://www.newelectronics.co.uk/electronics-news/mobile-industry-agrees-on-technology-standards-for-global-lpwa-market/111777/




LPWAN$Z it D 5]

2% SIGox (s LoRaWAN Wi-Fi HaLow Wi-SUN RPMA Flexnet NB-ToT
Narrow Band)
MEEk. o®|  (ASIGFOX LoRa Alliance Wi-Fi Alliance WISUN Alllance | A3ngenu (IB%<On- KSensus 3GPP
Ramp Wireless)

RUICESRIAETIE
LR

Rise Ny REFAESENA IR E R A
AR BEe HJGHz#% (BRMB68MHz, 1t2#915MHz, BHA920MHz/: &) 2.4GHz¥ 280MHz¥ LTERS
g1 3t i 100EY NEY | $9250~50kEw M# | #150kEw N2 | #950k~400kEw N $40kE W N2 $10kEw B $100kEw N
BXEmIEn SOkm#LE 15km#2E 1km#RE 1kmiZE 20km#EEE 20km#2E 20km#LE
(tkizo0-X, WA —-T >, BEN |[ERSA—-T >, 20184 |EREIA-T>, BERD (MO0 -X, TS5 [TRzo0-X, BHe |[daRizr—-2>., 2016
SIGFOX, FE(/(— hARy NDO—2OFBMNOIRE [HAHSWI-Fi Alliancelc k| AV — M XA—S—mEiHll |[R— bRy NDO—26) BREITAY— M X—49— |68 ICBRR{EHNTT.
F—-PRICEZME |7, BRNMOKE. O3 |SRIENEZIRIAG |BARO—DOEUTEA |HiN'5S, IoTALRE [BIHEEAREUTER [2016F8EN SRR
e H—-ERAEBHTIE |7. BETY-EB08 #—E 2 (Machine PR ER LA
TSRATFIL Network&EUL\S&#R) @ WBEIRIAH

B#EBP#t: loTR T BIE ICl4&FKIEZHT-59 TLPWAL, 201657 H25H
http://itpro.nikkeibp.co.jp/atcl/column/16/071500148/072000003/




LPWAN$ il D 451l

Haystack, a DASH7 Mode 2 development framework for low power wireless networks by Haystack Technologies.?!

LoRaWAN,“l Long Range Wide Area Network (WAN), from the LoRa Alliance. On 16 June 2015 version 1.0 of the LoRaWAN
specification was released.[®!

NarrowBand loT, (NB-IOT), standardization effort by 3GPP for a LPWAN used in cellular networks, ¢! that evolved from Huawei's NB-
CloT effort.[]

LTE Advanced for Machine Type Communications (LTE-MTC), an evolution of LTE communications for connected things by 3GPP.[8]
NB-Fi Protocol, from WAVIoT .l

NWave, proprietary technology that also forms the basis of the Weightless protocolsl'12]

RPMA, Random Phase Multiple Access, technology from Ingenu,['3! formerly known as On-Ramp Wireless.

Senet, public LoRaWAN provider in North America.l'4

Symphony Link, LoRa-based platform from Link Labs.["5]

Sigfox, UNB-based technology and French company.

ThingPark Wireless, platform from Actility (based on LoRaWAN specification).['6]

LoRa, proprietary, CSS modulation technology used for LPWAN patented by Semtech by LoRa Alliance used by LoRaWAN and
Symphony Link.['7]

Weightless, a set of communication standards from the Weightless SIG.

UNB, Ultra Narrow Band, modulation technology used for LPWAN by various companies including Telensa,['8 NWave,[19] Weightless-
N[20l and Sigfox.[2"

Platforms and technologies, wikipedia (201654 B k5 m)



lpwan WG

Low Power Wide Area Network

AR R

v BERHALITODHIGICRE#HRD SO EMMNELILL TS,

> SO0k sd,

> SR EE, XYMV —OBEENERIZTD,
V A=y EDHEBERZERHEICERET SN TULVEL,

> F—AQEFFANELILS,
> ERNERITRS,

Syvay
v’ IPv6 over LPWAN DT HR{EET &K TE

Referred to IETF95 — LPWAN BOF, Alexander Pelov (a@ackl.io)

> WGP X R (& SIGFOX, LoRa, WI-SUN, NB-IOT

20168118 IETF97 Seoul TE1

O

WGE—T T i fESNT=,

Internet Area

Chairs 20174E4 B : LPWAN specification
> Pascal Thubert, Cisco 2017458 : IP/UDP compression and fragmentation mechanism
> Alexander Pelov, Acklio 201747 B : CoAP compression mechanism



v'V2V, V21 I3 5= D EIEFRIE,

WAVE

Wireless Access in Vehicular Environments

v EARB(ZI1% IEEE 802.11p & IEEE 1609 TR I TL S,

v 201644 A [ZIEEE1609.3-2016 WAVE Networking Services M FEITaNT-,

vV 2k —41% IPv6, o3 4T1d IEEE 802.11 OCB Z3R£FALTL\5,

RSUL .= e RSU2
< >
2 2

R AR A

The Network Configuration for V2| Networking

mm Wired
Wireless

e.g.
802.11-0OCB
802.15.4
802.11ad
VLC

IrDA

LTE-D
LP-WAN

¢'6091 3331

Anoag

9'606l 333

Juswiapeuepy

Higher Layer Standards

IEEE 1609.11, 1609.12

UDP/TCP
WSMP
IPv6
LLC
WAVE MAC IEEE 1609.4
MAC Sublayer \ceego2.11p
PHY IEEE 802.11p

WAVE Reference Model, IEEE 1609.3-2016

€609l 333I



ipwave WG

IP over Wireless Access in \Vehicular Environments

de B2
°* B

v 2012F7TAMNLIEAT. AKBoFZ#[EIEH{EL. 108 ICWGIZEZESINT-=,

v IEEE 1609.3 TIEE T IPv6R—XDNBIEFIBEDOFHMNEEZEIMNTLVELY,

e w3y
v ETFOHREMNSV2V, V2] DEREFBASHIZT S,
v IPv6 over IEEE 802.11 OCB 2 E G- FIEZ#REt-KRET 5,

« IETF97 Seoul T. F1R B DWGS—T1 9 MEESINT-,

Internet Area )
Chairs 2017405 A : Submit "IPv6 over 802.11-OCB" to IESG
» Carlos Bernardos, UC3M 20174108 : Submit "ITS General Problem Area" to IESG

» Russ Housley, Vigil Security 2018405 A : Submit "Problem Statement" to IESG



ipwave WG

IP over Wireless Access in \Vehicular Environments

Problem Statement for Vehicle-to-Infrastructure Networking

https://datatracker.ietf.org/doc/draft-jeong-its—-v2i-problem-statement/ A
v IPv6 Addressing [ """ ][ """ ][ """ ]": [y][ """ ]'[ """" ]"
v . . ' Host 1 RDNSS 1 | [ Router 1 ! X Router 3 | | RDNSS 2 Host 3

Neighbor Discovery | | | | I L | |

v |P Address Autoconfiguration : Lo
v DNS Naming Service i | Router 2 l E i [Router4] [Server1 ][Server2]
v IP Mobility Management S —— P — L
v' Service Discovery AR (((.H
v’ Security Vehicle RSU

201845 B ZIESGIZ Rk TET A F E,

Internetworking between Vehicle Network and RSU Network

Transmission of IP Packets over IEEE 802.11 in mode Outside the Context of a Basic Service Set

https://datatracker.ietf.org/doc/draft-petrescu-ipv6-over-80211p/

201745 BIZIESGIZRTET A F E,

Authors:

Alexandre Petrescu, CEA, France

Nabil Benamar, Moulay Ismail University, Morocco
Jerome Haerri, Eurecom, France

Christian Huitema

Jong-Hyouk Lee, Sangmyung University, South Korea
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