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JC3 : Japan Cybercrime Control Center
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https://www.jc3.orjp/topics/vul20161222.html
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@ IPAICHFESN TSI T AT T POESC DL T ~Wanna CryptorEBigeiat iz S 9 <Windows Update® ~ (IPA)
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Safe Mode ¢ PHP ve 4.1.0 cURL : MySQL : MSSQL : PostgreSQL : Oracle ¢
2007 Disable functions :
Free space : 5.85 GB Total space : 7.16 GB
by SiKodoQ
Executed con

tcp o 0 0.0.0.0:32768 [} LISTEN
tcp o 0 127.0.0.1:32769 0 LISTEN
tcp o 0 0.0.0.0:3306 0.0.0.0: LISTEN
tcp o 0 0.0.0.0:111 0.0.0.0: LISTEN
tcp o 0 0.0.0.0:80 0 LISTEN
tcp o 0 0.0.0.0:22 0.0.0.0: LISTEN
tcp o 0 127.0.0.1:25 0.0.0.0: LISTEN
unix 2 [ ACC ] STREAN LISTENING 1813 /dev/gprctl
unix 2 [ ACC ] STREAN LISTENING 1776 /var/ lib/mysgl/m

Run command

Work directory » /usr/local/apache/htdocs
File for edit » /usr/local/apache/htdocs
Select alias » find suid files

Find text » text
Indirs » /usr/local/apache/htdocs
Onlyin files » Wl txt; php
Text for find » text
Find in folder » /usr/local/apache/htdocs

Find in files » * [hc]

/* delete script */

R57shell ¥ c99shell
bLVADRLWebShell

KRITHER
EZN

Execute
:: Edit files ::
Edit file
11 Aliases ::
B execute
21 Find textin files ::
Find

* (frootifhomes/tmp )
* (tats.phps.htm )
1t Search textin files via find ::
Find
* (frootsfhomes/tmp )
* you can use regenp

:: Eval PHP code ::

EEOIVI e
KRITHRDS

Uname:

User: 0 ( SYSTEM ) Group:0(?)
Php: 5.2.13 safe mode:
Hdd: 78.14 GB Free: 30.71 GB (39%)
Cwd: E:/_htmlapc_/webdat/ dry
Drives: [c][d]l[el[fllg]

[ Sec. Info ] [ Files ]

vx [ home ]

IFiIe manager

218e
201a
206b
1e5d
E

[-1
[-1

L. .
| N e OG0 X]

[exploit-db.com]

[ phpinfo ] Datetime: 2015-09-15 12:19:30

[ Console ]

Size

dir

dir

dir

dir

dir

dir
2.41 KB
510 B
510 B
1.09 KB
5108

[sqll

Modify

2015-08-28 19:22:23
2012-02-09 17:52:14
2015-08-28 19:22:23
2015-08-28 19:22:23
2015-08-28 19:20:04
2015-08-31 03:44:27
2014-05-22 04:24:19
2015-08-28 19:19:24
2015-08-28 19:20:48
2015-01-06 10:35:48
2015-08-28 19:21:34

[Php]
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LAC Thank you. Any Questions ?
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AERTIBRHOR(E. BRUERADAA-ThybTHD, RIFLERBBBENHDET .

AERH T, BRI Y —EAPRBREOB AR OLHICCHIAVEEE, tOBRORDICEIFBLRVESTERIZEN.
LAC. 599, JSOC, YA N- Rt — ARSIy DEFEHIRTY .

TOMEHINTVSR R HELBE—RICRHOBRELAEREERETI.

32

BREI9D

T102-0093 BREEERF X H X FAHT2-16-1
BT R T —

Tel 03-6757-0113 Fax 03-6757-0193
sales@lac.co.jp

www.lac.co.jp

2017 LAC Co., Ltd.



