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append, execmod, ioctl, open, relabelto, unlink, audit_access, execute, link, quotaon, rename, write
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* SELinux TlEHHB3HDIC type 5T 3

- /usr/bin/httpd @ type ZHEERT 34 :
$ ls -Z httpd
system u:object r:httpd exec t:s0O httpd
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$ id -Z
unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
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7Ot XD type Z ps > N TTHESS

$ ps auxcZ|grep sshd
system u:system r:sshd t:s0-s0:c0.cl1023 root 1156 0.0 0.0 97852
7188 ? Ss  Augl8 0:00 sshd

71ILD type & |s AV > K THEER

# s -Z /etc/passwd
system u:object r:passwd file t:sO /etc/passwd
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* user_t 7Ot XA passwd_exec_t DT 71 )L %Z53
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allow user t passwd exec t:file { execute getattr open read };

* ntpd_t ® 7Ot XA dhepe_t (2 SIGCHLD %3X{ET

=D
allow ntpd t dhcpc t:process sigchld;

* ping_t A rawip_socket Z{E> TEZTAATET 3

allow ping t ping t:rawip socket { append bind connect create
getattr getopt ioctl lock read setattr setopt shutdown
write };
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* HitcE) !
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* disabled
- #5, AH L7AL,
* permissive

e
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setroubleshoot 0% 1 Al

/var/log/messages N :

Jul 24 18:42:22 snake.usersys.redhat.com setroubleshoot[18520]: SELinux is

preventing gsd-xsettings from setattr access on the directory DOt AHMANC A%
/usr/lib/fontconfig/cache. For complete SELinux messages run: sealert - L&D LTEBLT
8e9e87e7-blba-4312-9771-cb5765fcffdb

Jul 24 18:42:22 snake.usersys.redhat.com python3[18520]: SELinux is

preventing gsd-xsettings from setattr access on the directory

/usr/lib/fontconfig/cache.

***** Plugin catchall (100. confidence) suggests

khkhkhkhkhkhkhkhkhkkhkkhkkkhkkkhkkkkkkkkkkx*x

If you believe that gsd-xsettings should be allowed setattr CDERBICDVWTODIRE
access on the cache directory by default.

Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c 'gsd-xsettings' --raw | audit2allow -M my-
gsdxsettings

# semodule -X 300 -i my-gsdxsettings.pp
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* setroubleshootd ZEMESETH < &. /var/log/ messages
ICBRH INT-REBE X SEAOTHAOThE T

- setroubleshoot: SELinux is preventing the squid (squid t) from binding
to port 10000. For complete SELinux messages. run sealert -1 97136444-
4497 -4fff-a7a7-c4d8442db982

* BREXNIT B
- 23 C Zld permissive TOT X MEEREL
- ZLUSERDDERERN. boolean DIR’EHL'OJICHZ ZEHZL)
- =x#/IE audit2allow TEICHLKEFRI] TEW
s FNTH disabled DT o v>
- RHEL T targeted policy BERE N L £ 5 BFEIETAR— RO
- upstream DX—DJ YT ) IR IRCHIEDHR—FLTNET
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* /tmp TEHRBRI7 71 ZE>THS mv LT5 type H
tmp_t ICHR>TWT 7ot XKL
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o8
- BEL 7= & IZ restorecon foobar.conf &L SICLTOAYTFFHF X+
Z{ELE
* permissive mode T:ER L7=50OU WK T /var/log H' & 3
ns or 3 C<EWVL
- EAIRIE(L disable »* enforcing T
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30



b & o L (EF S HEEE

* enforcing 7217 & —&RB72 1T permissive (C L7z L)
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D 7z 1P| L 7z L
- /R1) > —T dontaudit )L =)L & {45 L TRETHELERIC
hhhbsgOaJHAaLEW
* semanage dontaudit T—EICOJHASIEZ e dHA

HE
- HAMICIIRETA LI MJDT 710l ZXF v L
Topen TELHDZHE KD HIME

31



SOz VLWWBWHo

m

* MAKICHER

V=LK

ag D K158

- SELinux A—%—XUE ﬂ%d)j}{l\
http://red.ht/2A07Pgc

s AL WG

Lj: ......

- SELinux System Administration - Second Ed|t|on
http://bit.ly/2yF7blb

- FRY-IDRFFN—-23 D7
RHEL7 IC¥ v FLABEWEEDRBHHD FT

- BEH G AZ

=T E BADR

* hbstudy#28 SELinux Hanc

1TIFAZ b

- http://bit.ly/2AmdEnG

sOn ~FhR

SELinux System
Administration

32



SO WVWWLWHD ( BER )
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- http://bit.ly/2AsGNP3
* SELinux for Red Hat developers
- FRRICERL L 7= 704 5 LRI SELinux B2 2 — L Z {ERK
IB3HRITA FR—/)\—
— http://red.ht/2vTXDWx
* SELinux Notebook
- SELinuxproject DU 7 7 L2 AFFa X2k
- https://selinuxproject.org/page/Category:Notebook
- KEICEVWTHZSOTHHEMICFAET S
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