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1 July 2017 New KSK published in DNS

19 September 2017 Size increase for DNSKEY response from root name servers

11 October 2017 New KSK begins to sign the root zone key set (the actual rollover event)
11 January 2018 Revocation of old KSK

22 March 2018 Last day the old KSK appears in the root zone

August 2018 Old key is deleted from equipment in both ICANN Key Management

Facilities
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sekiya[~]% dig +bufsize=4096 +short rs.dns-oarc.net txt @ns.nc.u-tokyo.ac.jp
rst.x1013.rs.dns-oarc.net.

rst.x2005.x1013.rs.dns-oarc.net.

rst.x2506.x2005.x1013.rs.dns-oarc.net.

"2001:200:180:32::120 DNS reply size limit is at least 2506"
"2001:200:180:32::120 sent EDNS buffer size 4096"

"Tested at 2017-11-28 11:20:16 UTC"

sekiya[~]% dig +bufsize=4096 +short rs.dns-oarc.net txt
rst.x1363.rs.dns-oarc.net.
rst.x1373.x1363.rs.dns-oarc.net.
rst.x1379.x1373.x1363.rs.dns-oarc.net.

"27.86.5.20 sent EDNS buffer size 1410"

"Tested at 2017-11-28 11:25:36 UTC"

"27.86.5.20 DNS reply size limit is at least 1379"
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Root ZONE KSK Rollover

Visualizing Packet Sizes 1280 Byte
"Limit"

2017-July-01 N T 864 Bytes
2017-July-11 I T 1139 Bytes
2017-Sept-19 1414 Bytes
2017-Oct-11 I T 1139 Bytes
2017-Dec-20 1414 Bytes
2018-Jan-11 1424 Bytes
2018-Mar-22 [N T 1139 Bytes
2018-Apr-11 I 864 Bytes

Current ZSK | Next ZSK _ KSK-2017 RRSIG-2010 | RRSIG-2017

H{ B : ICANN KSK Rollover Presentation
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Root |IPv4 IPv6 ICMPv6 PTB
Truncate Fragment TCP MSS| Truncate Fragment TCPMSS UDP TCP

A 1,500 1,460 1,280 1,440 Y

B 1,280 1,460 1,280 1,440 N

C 1,500 1,460 1,500/1,280 * 1,440 Y N

D 1,500 1,460 1,500 1,440 Y Y

E 1,500 1,460 1,500/1,280 * 1,440 Y N

F 1,500 1,460 1,280 1,440 *x

G 1,280 1,460 1,280 1,440 N

H 1,500 1,460 1,500/1,280 * 1,440 N Y

[ 1,500 1,460 1,280 1,220 Y

J ? 1,460 1,280 1,440 N

K 1,500 1,460 1,500/1,280 * 1,220 N

L 1,500 1,460 1,500 1,440 Y N

M 1,500 1,460 1,280 1,440 *x
*1,500/1,280 - these servers will send up to 1,500 octet B ?
responses, but will fragment at the 1,280 octet point

——
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Trust Anchor Signaling M &R

DNS-OARC27

Root Zone Key Tag Signaling 00 Number of Sources
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EDNSO option & QNAME Key Tag H’&H 5L

R
"EDNSO TD T+ T lit/uE 7. RZEMN
QNAME ’CO)//;_TU//OQI:: LUy yﬁ&

gtype = 10 TORBIWLWVEDHERZE N ESXST

1500479443 _ta—-4abc 128. x. x. x 192.58.128. 30 2017 7 19
1500439539 _ta—-4abc 2a00: x: x::x 2001:503: ba3e::2:30 2017 7 19
1500476401 _ta—-4abc 2001: x: x::x 2001:503:¢27::2:30 2017 7 19
1500476401 _ta—-4abc 2001: x: x::x 2001:503:¢27::2:30 2017 7 19
1500495841 _ta—-4abc-4f66 188. x.x.x 198.41.0. 4 2017 7 19
1500464521 _ta—-4abc 5. x. x.x 192.58. 128. 30 2017 7 19
1500476401 _ta—-4abc 2001: x: x::x 2001:503:c27::2:30 2017 7 19
1500476401 _ta—-4abc 194. x. x. x 198.41.0. 4 2017 7 19
1500476401 _ta-4ab5c 2001: x: x::x 2001:503:¢c27::2:30 2017 7 19
1500476401 _ta—-4abc 194. x. x. x 198.41.0. 4 2017 7 19
1500495841 _ta—-4abc-4f66 188. x.x.x 198.41.0. 4 2017 7 19
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19036(0x4a5c) — key tag for KSK-2010
20326(0x4f66) — key tag for KSK-2017
AL
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