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[1][2] F—A—ILA—/\—DETE (S %))

[1] JL—RKSK
— http://www.root-dnssec.org/wp-content/uploads/2010/06/icann-dps-
00.txt

— “6.5. Key signing key roll-over”
Each RZ KSK will be scheduled to be rolled over through a key ceremony as
required, or after 5 years of operation.

[2] JL—bZSK
— http://www.root-dnssec.org/wp-content/uploads/2010/06/vrsn-dps-
00.txt

— “6.4. Zone signing key roll-over”
RZ ZSK rollover is carried out quarterly automatically by the system. ZSK key
signing is conducted manually every three months. The necessary ZSKs to be
used in between these gatherings are pre-generated and signed at the same
occasion with the projected signature inception- and expiration time.
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So what happened?

* Preliminary Findings after 2017-09-19: @ RIPE NCC

| RIPE Atlas
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https://rootcanary.org/

https://datatracker.ietf.org/meeting/100/materials/slides-100-maprg-the-root-canary-measuring-the-root-ksk-
rollover-and-beyond-roland-van-rijswijk/

Copyright © 2017 % XKL BARL AN H—E X

10



What about traffic to the root?
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No noticeable increase
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with thanks to Wes Hardaker (USC/ISI)
for preliminary access to B-root traffic

No noticeable increase

in truncated responses
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https://rootcanary.org/

https://datatracker.ietf.org/meeting/100/materials/slides-100-maprg-the-root-canary-measuring-the-root-ksk-

rollover-and-beyond-roland-van-rijswijk/
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Hmmmm....

Percent of signatures
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http://www.iepg.org/2017-11-12-ietf100/03-dconrad-dns.pdf
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Q&A
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Root Zone KSK Rollover (ICANN)
— https://www.icann.org/resources/pages/ksk-rollover

KSKAO—)LA—/\— (DNSOPS.JP)
— http://dnsops.jp/event/20170628/20170628-RootKSKRO-02.pdf

— http://dnsops.jp/event/20170628/DNS_Summer_ DAY _KSK RO sue

v0.1.pdf

DNSEERTIEER (JPRS)

— https://jprs.

Ip/tech/notice/2017-07-10-root-zone-ksk-rollover.htm|

— https://jprs.

Ip/tech/notice/2017-08-10-root-zone-ksk-rollover-ga.html

KSKA—)LA—/\—IZDL\T (JPNIC)
— https://www.nic.ad.|p/|a/dns/ksk-rollover/
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