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BGPMOM נּ ︣

Å (8/7)

Å (8/18)
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$ whois -h whois.bgpmon.net " -- roa 2515 202.12.30.0/24"
[Querying whois.bgpmon.net]
[whois.bgpmon.net]
1 - Not Found

$ whois -h whois.bgpmon.net " -- roa 2515 202.12.30.0/24"
[Querying whois.bgpmon.net]
[whois.bgpmon.net]
0 - Valid
------------------------
ROA Details
------------------------
Origin ASN:       AS2515
Not valid Before: 2017 -07 -18 15:27:08
Not valid After:  2018 -07 -17 08:58:07  Expires in 333d1h16m31s
Trust Anchor:     rpki - repository.nic.ad.jp
Prefixes:         202.12.30.0/24 (max length /32)

פּ
צּ לּ ︡
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Tips ךּךּ פּ︣

Å JPNIC TAL אל ךּ Ḯ

ÅAPNICּפ שּ קּ ROAּצ
קּ ︣

ÅRPKI קּ ךּ ︣
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JPNIC TAL ︡ שּףּ צּ
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JPNIC ṇ x5JPNIC ṇ x5JPNIC ṇ x5

RIRּפ
ṇ x4

+ APNIC ṇ

RIRּפ
ṇ x4

+ APNIC ṇ

RIRּפ
ṇ x4

+ APNIC ṇ

RIRּפ
ṇ x4

+ APNIC ṇ

- ṇ
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APNIC TAL JPNIC TAL לּ ḭ prefix
ROAּצ נּ Ḯ ṇּצ ḭ ṇּצ
קּ לּ )ךּשּ ︡ )Ḯ

ROA

JPNIC ṇ
ṇ

JPNIC ṇ

JPNICּפ
ṇ

APNIC ṇ
ṇ

RIRּפ
ṇ x4

+ APNIC ṇ

ROA

JPNICּפ
ṇ

JPNIC ṇ x5JPNIC ṇ x5



Copyright Ø 2017 Japan Network Information Center

BGPsec

RPKI



Copyright Ø 2017 Japan Network Information Center

RIRֿפ ROA
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RIPE ROA צּ קּ קּ Ḯ
NIR טּ AP ךּ︡ ...

ROA , MF RPKI Project, 2017/11/23
http://www.mfeed.co.jp/rpki/roa_cache/statistics.html#roas
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Å APNIC

Å 2015 פּ ṡReady to ROA Ṣ ṇ

Å ṇ

Å CNNIC

Å RPKI ṕ6 Ṗ
︡APNIC ︡ ךּ ךּ ḭAPNIC TAL

ROA קּ ךּ

Å Internet -Draft צּ

Å VNNIC

Å RPKI ךּ
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ךּ NIR Ṅ נּ ךּ ḭצּ ︡
ṇ ךּ ︢ ךּ
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JPNIC RPKI ṕ2015 3 ṌṖ

Å אל

Å56

Å אל ךּ ROA

Å159

Å ךּ IP ︡ ROAּצ
ṇ︣

Å3.3% IPv4

Å40%(!) IPv6
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BGPsec



Copyright Ø 2017 Japan Network Information Center 16

ROABGP ṇ RPKI /

rpki - rtr rsync
( rrdp )

ṇ CAROABGP
Origin Validation

AS

BGP ṇ
RPKI /

CSR(PKCS#10)

Cert(in PKCS#7)



Copyright Ø 2017 Japan Network Information Center

ṇ CA

Å RPKI Tools

Å

https :// github.com/dragonresearch/rpki.net

Å

Å RRDP

Å

17

https:// github.com/dragonresearch/rpki.net/contributers
Ø 2017 GitHub, Inc.
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ROA

Å RPKI Tools

Å 1 ︢

Å ARIN TALּצ /TAL HTTPS

Å RPKI Validator

Å

https://github.com/RIPE -NCC/rpki -validator

Å 2017 קּ צּקּ ךּ

Å RPSTIR

Å

https:// github.com/bgpsecurity/rpstir

Å 2017 קּ צּקּ ךּ
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BGP ṇ

ÅCisco ¬BGP - Origin AS validationº

ÅCisco Feature Navigator
IOS XE - ISR 4451 -X, ASR1002 -X פּ
IOX - ME3800, 7201 פּ

ÅJuniper ¬Origin Validation for BGPº

ÅJuniper Feature Explorer
EX9200 - Junos OS 12.3R2, M7i - Junos OS 
13.2R2, vMX - Junos OS 14.1R5 פּ

Å Nokia( Alcatel -Lucent)

ÅSR OS 12.0.4R
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BGP ṇ

Å NIST BGP Secure Routing Extension 
(BGP -SRx / BGPSEC - IO)

https://www -x.antd.nist.gov/bgpsrx/

ÅAS ( ḵ)

Å BIRD BGPsec

http://bird.network.cz/
http://www.securerouting.net/tools/bird/

ÅAS

Å FRRouting
https:// github.com/FRRouting/frr

Å
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BGP ṇ

Å GoBGP

https://osrg.github.io/gobgp /

https:// github.com/osrg/gobgp/

Å
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- Web

Å

ÅWeb ṇ IP ROAצּ ךּ פּ
פּלּ ︡ḭ ︣ Ḯ

Å Firefox addon

Å rtrlib / firefox -addon
https://github.com/rtrlib/firefox -addon

Å Chrome

Å rtrlib /chrome -extension
https :// github.com/rtrlib/chrome -extension

22
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BGPsec
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- IETF SIDR WG
( Secure Inter -Domain Routing WG)

Å ṇ ︡

Å אל ṇ (Verified Resource 
Sets) ︡ ḭ ṇ
פּ ṇ צּ פּ ROA צּ

אל

Å IESG ṇ (Proposed Standard)

Å BGP ṇ

ÅBGPsec AS

ÅWG

Å slurm

Å ︣קּ

Å IESG ṇ (Proposed Standard)
24



Copyright Ø 2017 Japan Network Information Center

- IETF SIDROPS WG
( SIDR Operations WG)

Å SIDR WG פּ

ÅBGPsec ṇ ṇ ṇ ṇ

Å נּ
(Extended Community)

ÅRIPE RPKI Validator ṇ

Å

ÅTAL

ÅRP
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AS ḭ אל ךּ ךּ ḭפּ
( )︣ צּ Ḯ
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JPIRR JPNIC
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JPIRR ṇ

Å

ÅJPIRRḭAPNIC RADB

Å ︣ ṇ ṇ
צּ

Å

Å ṇ ṇ ṇẅ

Å ṇ קּ ṇ

ÅPolicy Check Service

Å IRR ṇ

ÅAPNICḭRADBּף RIPE ṇ
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שּ לּ

AS ṇ ṇ

$ whois -h jpirr.nic.ad.jp AS2515

AS-SET

$ whois -h jpirr.nic.ad.jp AS -???

route

$ whois -h jpirr.nic.ad.jp 202.12.30.0/24

AS ︣ prefix (IPv4)

$ whois -h jpirr.nic.ad.jp \!gAS2515

AS ︣ prefix ( IPv6)

$ whois -h jpirr.nic.ad.jp \!6AS2515

28
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JPIRR אל ךּ
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JPIRR אל ךּ ( 2017 8 10 )
https ://www.nic.ad.jp/ja/stat/ip/index.html#jpirr -stat
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ṇ ṇ ṇ(1/3)

Å צּ פּ
︣

Å פּ צּ 12
פּ ṡ Ṣ

Åאל צּ 3 פּ ṡ
Ṣ( ︡ ךּ ḭ פֿ )

Å12 ּצ ︣ ︡ ṡ
Ṣ
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( ) IRR ṇ ṇ ṇ ךּ
https ://jpirr.nic.ad.jp/gc/doc/
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ṇ ṇ ṇ(2/3)

31

IRR ṇ ṇ ṇ ךּ
https://jpirr.nic.ad.jp/gc/doc/
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ṇ ṇ ṇ(2/3)
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IRR ṇ ṇ ṇ ךּ
https://jpirr.nic.ad.jp/gc/doc/



Copyright Ø 2017 Japan Network Information Center

JPNIC

Å JPIRR אל Route
Origin AS ︡

33

|route:      202.12.30.0/24
| descr :      JPNICNET
|            Japan Network Information Center
|            Kokusai Kogyo Kanda Bldg. 6F
|            2 -3-4 Uchi-Kanda
|            Chiyoda -ku, Tokyo 101 -0047
|            JAPAN
|            X -Keiro : okadams@nic.ad.jp                       < --
|            X -Keiro : okadams -noc@nic.ad.jp                   < -- טּ ︣

|origin:     AS2515
|admin -c:    SN3603JP
|tech -c:     YK11438JP
|tech -c:     MO5920JP
|notify:     system@nic.ad.jp
| mnt -by:     MAINT -AS2515
|changed:    apnic - ftp@nic.ad.jp 20080116
|source:     JPIRR

Route
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JPNIC
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JPNIC צּ ︣

Å ṇ

Å ṇ ṇ

Å ḱ ḱ ḱ ṇ

Å ḱ ḱ ḱ ṇ

Å KDDI

Å KDDI

Å שּאל ṇ

Å
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ךּ ︡ ︣Ḯ
JPNIC צּ ︡ ︡ ךּ ︣Ḯ
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IRR ︣ ṇ

Å irrtoolset / irrtoolset

Åhttps:// github.com/irrtoolset/irrtoolset

ÅRtconfig ṇ BGP ṇ ḮIRR
ṇ ṇ Ḯ

Å IRR Power Tools

Åhttps:// github.com/6connect/irrpt

Å bogon Ḯ
ṇ Ḯ ṇ BGP Ḯ Ḯ
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ףּ ךּ

Å JPIRR

ÅJPIRR
https://www.nic.ad.jp/ja/irr/

Å

ÅJPIRR ךּ
https:// www.nic.ad.jp/doc/jpnic -01077.html

Åּף ךּ

Å IRR
irr -query@nic.ad.jp

37
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/ JPNIC BGPsec BGPsec
AS

/
ךּ /

קּ כֿ ṇ
וֹ

ṇ
(BGPMON )

וֹ
(?)

JPIRR אל
prefix(

)

ROAּצ
prefix( )

AS
︡ ṇ

39

prefix ︣ ḭפּ ︢
ḭפּ שּ︡ prefix ︣ ḮASפּ

לּךּ וֹ Ḯ
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ṇ פֿ קּ

Å IP ︣
︡ ךּ

ἲ JPIRR ṡX-Keiro :Ṣ ︡ ṇ
וֹ Ḯ

ἲ JPNIC RPKI ROA ︡
ṇ BGP ṇ ︣ Ḯ

ἲ JPNIC RPKI ROA ︡
ṇ ḭ BGP ṇ ︣ Ḯ

ÅRPKI

Å JPNIC TAL לּ IP צּ

Å RIR TAL לּ IP צּ

40
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ṇ פֿ קּ

Å AS IP ṇ
AS ︡ ךּ

ἲ BGPMON ṇ ︣ Ḯ

41
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ṇ פֿ קּ

Å ︡ ךּ

(BGP ṇ ︣ )
ἲ ṇ ︣ Ḯ

( ṇ BGP ṇ ︣ )
ἲ Ubuntu CentOS ºrpki - rpº ṇ שּ︡
rpki -validator Ḯלּ

( ṇ CA ︣ )
ἲ RPKI Tools שּ︡ BGP-SRx ︣
Ḯ
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( ) docker RPKI Validation ︡
http://goto - infamous.hatenablog.com/entry/2017/10/16/014648
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ṇ פֿ קּ

Å AS ︡ ךּ

ἲ BGP-SRx ︣ Ḯ

ẑJPNIC︡ ךּ ︣ פֿ ךּ וֹ ךּ
︣Ḯ
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ףּ
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RPKI ︢

45

ṕ ṇ Ṋ Ṗ

וֹףּ ךּ
https://www.nic.ad.jp/ja/ip/id -procedure.html

ṕ Ṗ

https://www.nic.ad.jp/doc/issue -manual -02.pdf

ṇ ROA

https://rpki.nic.ad.jp/

ḵ

ףּ Ḳ ip-service@nir.nic.ad.jp
ṕ rpki -query@nic.ad.jp Ṗ
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JPNIC RPKI

Å ṇ

https://www.nic.ad.jp/ja/rpki/

https://rpki.nic.ad.jp/

Å IP וֹ ךּ ROAצּ
︡ RPKI CA בֿ בֿ קּ
Ḯ

Å ROA ṇ

192.41.192.218  port  323

Å RPKI Validator

http://roa2.nic.ad.jp:8080/

Å JPNIC Trust Anchor
https://serv.nic.ad.jp/rpki/jpnic -preliminary -ca-s1.tal


