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Go implementation of DOTS

Demo scenario:

Enabling DDoS Protection in an upstream network by DOTS protocol

DOTS is:
* DDoS Open Threat Signaling
* Automation and Standardization of signaling for DDoS

protection
e “ask for help!” from a victim to an upstream provider

- inter-organization / including authN and authXin

III

spec

What you can see in this demo:

A DOTS client sends a mitigation request to a DOTS server
over DOTS signal channel.

« The DOTS server receives and validates the request, then
starts mitigation by kicking a blocker

* Inthis demo, the blocker is a gobgp server which triggers

“blackhole routing” in a service operator's network
target

Signal Channel

DOTS

Client Server

Data Channel

L e

1. send mitigation request 2. validate request

https://github.com/
nttdots/go-dots

Data Channel

-------------- R —
| DOTS | | DOTS |
e oo oaaoee + S +
| CoAP | | RESTCONF |
e + T O cooooooo0o00 +
| TLS | DTLS | | TLS |
e + S +
| TCP | UbP | | TCP |
s + Procoosoooaconos +
| IP | | IP |
D oooooooooo0o0 + e +

Mitigation Request Model

module: ietf-dots-signal
+--rw mitigation-scope
+--rw scope* [mitigation-id]
+--rw mitigation-id
+--rw target-ip* inet:ip-address
+--rw target-prefix* inet:ip-prefix
+--rw target-port-range* [lower-port upper-port]
inet:port-number
inet:port-number
uint8
inet:domain-name

int32

| +--rw lower-port

| +--rw upper-port
+--rw target-protocol*
+--rw fqdn*

+--rw uri¥* inet:uri
+--rw alias* string
+--rw lifetime? int32

Service Provider’s Network

T~

gobgp

4. Stop DDoS Attack

3.enable blackhole routing
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() nttdots/go-dots: go implemer x

@ GitHub, Inc. [US] | https://github.com/nttdots/go-dots

I Google BiR [1 Welcome to Data Sc... [1 FrontPage - IP Core... [] & - FreeStyleWiki [} Discover - Kibana 4 [ CLOC Wiki 4% {1} Active Tickets —... € BGPStream (/ RIS Peering Policy...

README.md

go-dots

::;. go-dotb

"go-dots" is a DDoS Open Threat Signaling (dots) implementation written in Go. This implmentation is based on the
Internet drafts below.
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