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Early Warning: A New Mirai
Variant is Spreading Quickly
on Port 23 and 2323

n loT Botnet, Mirai, ScanMon, New Threat, Botnet Me ement
[Updates on 2017-11-28]

« Both C2s have been sink-holed now by security community.

» admin/CentryLink is a typo for admin/CenturyLink.

About 60 hours ago, since 2017-11-22 11:00, we noticed big upticks on port 2323
and 23 scan traffic, with almost 100k unique scanner IP came from Argentina.
After investigation, we are quite confident to tell this is a new mirai variant.
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[] 23/tcp host counts[ALL] D 2323/tcp host counts[ALL] 23ltcp host counts{JP] 2323/tcp host counts[JP] [7] 23itcp host counts[AR] [7] 2323/tep host counts[AR]
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