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Root Store Policy, Root Program 10
* Apple =
« https://www.apple.com/certificateauthority/ca program. o
html 3

Google Chrome

* https://www.chromium.org/Home/chromium-
security/root-ca-policy

* Microsoft
* https://aka.ms/rootcert/ ~
- Mozilla .
« https://www.mozilla.org/projects/security/certs/policy/ §
* Opera %
 https://www.opera.com/docs/ca/ §
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EMBE, ST UN—Z2XDFEBERTEE ~17 VI —XvEDEBEOREREL T, :
PKI Day 2014, NPOBARYRD—0tF 10T (S, 2014,
http://www.jnsa.org/seminar/pki-day/2014/data/AM@3_shimaoka.pdf |

« HSTS
* Web PKIICAD S-S X -EER DM NSANT S H—e S M S R B M)
- DANE Aoy MDD LT ~
FEEREOEMMEIR B :
- Tech-constrained Approach e g
\[ « Short-Lived Certificate ] ) o
S

RBERXRGHAODERNCIDEIITNT. BE=FEORATR. BREISEXIES L,




N
O

Certificate Transparency

« B DEERAENEBFICHEITINILOTZH DT
- B5F(C = MMOEREEFH\S or DN
- DigiNotarSE =327 TGoogle M EZR(2011).
201 3% (CRFC 6962 [z:a(atﬂ%%ﬁmaﬁ@twamaéﬁﬂabﬁo
N o o \ U< F FREREC B S0,
’ 9 /\ C G)EI%J\EIEJEJG)%‘[T g E PKI Day 2016 (2016/04/23)
RAERIR T D260 DEA -

Certificate Transparency= X5 5
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___ Name | Operator | Size | Status _ ~
Pilot Google 164,039,310 Available 2
Rocketeer Google 158,805,020 Available %
Icarus Google 136,315,966 Available =
Aviator Google 46,466,471 Frozen
WoSign log WoSign 6,717,011 Available
Symantec Symantec 6,067,807 Available
Skydiver Google 0,064,152 Available
DigiCert log DigiCert 3,224,377 Available S
StartCom log StartCom 334,643 Available ~
VEGA log Symantec 323,970 Available S
Venafi log Venafi 99,824 Available O
-
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(HTTP) Public Key Pinning (23)
. G ~
« VOUREDTY—NEBEHRHELTCHCET, HEEREZRINTD S
« RBOPKP(TSOH(C/\N—RO—FTa0)&, [LEBDPKP for HTTPAAS D g‘
BIFETSOYIC/N\—RO—FaV T >
BB FYEHTTPAYS EFE>TH —/AHNS T SIH(ZPublic KeyZPing 3 (RFC 7469) z
- K
o Chromed6LUi#, Firefox35LUF%, Android 4.2 1%
© ERREH

o N—RI—=—F4V0ZEXT—JLUIELL > PKP for HTTP TR
- TOFURSRE - ®&(Dpreloaded HSTSEMHHENTE TEERT S
o FRUEAMT
« Trust Assertions for Certificate Keys (TACK)
 DNS-Based Authentication of Named Entities (DANE)
Public-Key-Pins:
pin-shal=" 4n972HfV354KP560yw4uqe/baXc=" ;
pin-shal=" quTGHdzF6KLavt4P00gs2abpQo0=";

pin-sha256=""LPJINul+wow4mbDsqxbninhsWHlwfp0JecwQzYpOLmCQ="";
max-age=10000; includeSubDomains
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 Certification Authority Authorization
- HFQDNICEERAE ZH1TI 3CAECAALI—RTIEEI S
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Tech-constrained Approach

- REEBNFEIT I SEEAE D AF]ZE M EHLRE A& & BRATHI(C
IR T BCE(CLHDTURDEmRSESD 7o 0—F
. B
« IRTDIL—FCAICTARTHOGTLDDEIAEERIT CEIERZEZS X T
L\S (cf. *.google.com)
o ZLDIV—FCANI—REBXIIHEERITI IERZFHFOTULSD
. EfE
« ZLDIL—HCAZEITHRTLDOIMEDOTULYS
- gTLD + BE®ccTLD
- .com(TEFRAZEERITL CLVEWIL—CAE3ELA<EET D
- 72o0O—F
- FREIBENFEITI DIASZS DA ZERZEFRMNICHIRET S
- EFBAZEAN—X : X.509 nameConstraintsiik
- EBREAN-X: JSOYKE
» SREEBHEITI SIS DR EZ (CAR T)EAMHIICHIFR T 5
o EEANR-X: TSTOHFIKEFE(X.509MextendedKeyUsagethaze (d7A!)
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« Mozilla®Richard Barneslc&XBLR—~(2015438)
- BEITFERERDOEZETIE
« 60%DIL—HE. FITIDIEHEDTLDMILU T THD
« 28%MIL—kI(E.comICEERAZE & FITL TLVLL)
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Mozilla, Empirical measurement of the DNS scope of Mozilla root CAs, Fig. 2(a), 2015. ((S

https://docs.google.com/document/d/1nHcqeuWlgM9a1jZ6MjoOyJX70L2p3GzAR9AJeNaxTV4/
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Short-Lived Certificate

- SFRRE A ZERIARME T SCETRIMAN I LEARAEET S
FELTURD=RERS 37 7 0—F
 Let's Encrypt(FEXHICOOHELTZ
« Grid Computing B CIIH10BREINERSFAHD[1]
- CABFCM:%:m (Ballot 140, 153)
- B%HAE96h(4HM | )&ERTRIE T SFE>HITI NI/
« HLKETEAT2IFILEVWSMIED I F(FEFHITIE L)
- IETFCOESR (draft-ietf-acme-star [2]) szgggéggggﬁi%
« Short-Term, Automatically-Renewed (STAR)
» Short-termlc DW\WCEERTHERHD
o N~N2ERBEE vs. 24~ 72hEE

[1] https://gridka-school.scc.kit.edu/2011/downloads/AAI_SLCS_20110909_Andres_Aeschlimann.pdf
[2] https://tools.ietf.org/html/draft-ietf-acme-star
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« EV SSL Guideline (2007~)
- EVSSLEFEAZE D H TR ST CEABBOMERELE)
« Baseline Requirements (BR) (2011~)
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« WebTrust for CA 2.0 (2011)
« IRTH/IRTVVIEIHEZRITI DR/ DREHREE
- Baseline RequirementsICEDE TT1ESD(CHE]
« WebTrust for EV (2014~)
- EVEIBHEZR1TI DRB DR TERRAE
« WebTrust for BR (2014)
+ BR + Network SecuritylCE& D<EREREE
« WebTrust for CS/EVCS (2017~)
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s V=TT —F ¥
« NetCraft—SecuritySpace[1]. W3Techs[2]7&E

« Alexa LY r~EFILDELUTED W
- —RIIIESL Y RERDICIE+

« SSL Observatory[3]
- HRTHESKHIHTRIPVAZERIDOHTTTPS —RERE LT
- FABIC2~NIHAEEL

[1] http://www.securityspace.com/s_survey/sdata/201710/certca.html
[2] https://w3techs.com/technologies/overview/ssl_certificate/all
[3] Eckersley, Peter, and Jesse Burns. "An observatory for the SSLiverse." Talk at Defcon 18 (2010).
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« /Map (2013) [1]
s ZUAVKENRRUCBEERT VS —RXVEIXFvT
« ASPDREATCTERIPVAZERZ X F vV AIBE(RL=YHY KL OBENHE)
- THINLEAOBEZR LELIEREITTHLL, 7VIFIREET
X FTwTUavkEEDCEMAEEIC
« IEXDOKFEWebT 1 ~DERAICKBDERFABEHNSEHHETA
o H/\WebT 1 ~DIKRELEREICIBIECTESLDICHHoIE
- CTEZH (2015~) EVIL93.2%
- RAEDOIFAEDCTHIGE(THI06.8%(CensyssAN)
o CTIEXMIGEERAZE (3 2.35MM (EVEARITANL4KKSH D)
« ChromefFENDEH
- 2015FLIE. REVIEEAEOOTRERNAEIL
- 2018F4RLIRE. OV/DVEFTEIIFAED OTRHENEL
- CTOTCEDOANEOSER AR LITMEENS OIBEICTE DI

ZMapECTEZADEBCLDT
HERREDIIIAE T — S vk DEBERINC

[1] Durumeric, Zakir, Eric Wustrow, and J. Alex Halderman. "ZMap: Fast Internet-wide Scanning and Its
AR EREEE ORI ADEE 0T, B EAOHE. EREEBEZ<ES0, Security Applications." USENIX Security Symposium. Vol. 8. 2013.
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L, CEeNSYS ( https://censys.io)

o ZMapHh\EHARIICINE T D1V F—RvT =5 vED
BRZRIN—S)LELT2015FE 0SB 1]
. FHARICIPVAZERE&E X T vV, F—9vhEIRELTLS
- RERMEE. FUBFEE(CBRKCEEEEFRTAH XX

« 20M7TFE12HADSBEILDOFE
- EAARL FTAEORER A Sk

« FT—HtVkD

iz

Vit
—
—

 IPv4 Hosts (110M_J—R)
- Websites (970K#)

« Certificates (244M{5¥)
- CTOTY—NETEBEL TRRELD—&

[1] Durumeric, Zakir, et al. "A search engine backed by Internet-wide scanning." Proceedings of the 22nd

ACM SIGSAC Conference on Computer and Communications Security. ACM, 2015.
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(, censys

~/

ansys continually monitors every reachable server and device
you can search for and analyze them in real time. Understand your NETWOrk «
surface, Discover new threats and assess their global impact, From the creators of
IMap, the leading Internet-wide scanner, our mission 15 to make security driven by

data

o
|_
|
O
O
>
@
O
LL
(Vp)]
N~
<
(&)
N
©

ABRAZERADERELEDITTNT. B=ZEOHTR. BRESEZIZSL,



i CT: 243, 85M

& Google CT:
243 32M

2 Leaf: 237 370

9 DV 23406

[¥] Expired:
182 470

@ More

Let's Encrypt:
160,25

cPanel Inc.:
23.89M

COMODOCA
Limited: 21.37M

5.51M

Symantec
Corporation:
Ak RA

ABRARERADERELEDITTDCL 5

GoDaddy.com, Inc.:

3 Pillion Websits Certificates

& GlobalSign Domain Validation CA - SHAZ254 - G2
B 2016-07-21 - 2019-03-04

#& webvpn.sanimarc.com

' -L—-T_iLF.‘_-I‘LLI'lr.l'.'I'K

il thad
B 2014-10-0

#® damacfarlanes

B OU=Domain Cont
M=junkonyourtrunk
i COMODO RSA

B 2017-03-22 - X
& junkoryourtrunk

C=08, CHN=www.;

A HIEZLEE 0N,

S

CTXIGEERRSS
IVRIYVFToTrifREE
DV/OV/EVEERAE
BREARA /HARIN

Sl oz ES
FRFEEERE
JL—EEERE gL

N

)

Ed

i C=U5, 5T=CA. L=5%an Francisco, O=CloudFlare, Inc., Ch=popreal.com
i ClawdFlare Inc ECC CA-2
B 2016-12-26 - 2017-12-24
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&6 CT: 243 85M

& Google CT:
243 32M

& Leaf; 237.37M
G, DY 234046

f] Expired:
182420

& Proviously
Trusted: 145878

Ui pired:
134354

@ Currently
Eh}d: 71.56M

C Self-Signed;
57.62M

A Mever Trusted:

i padf censymin/oetificaies
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ion Website Certincates

Y Build Report

& OU=Domain Cantrol Validated, CH=webvpn.sanim

ata GlobalSign Damaln Walidat lon A - SHAZ256 - G2 © Documentation

B 2016-07-21 - 2019-03-0d4

ﬂ -.f.w-"h-,r|'|'1.~.:1||'||1;|r§_|,.|,:|"-

& C=GEB, 5T=London, L=London, Q=Macfarlanes LLF, OU=IT,
CMN=da macfarlan=s.com

&3 thawte S5LCA - G2

& 2016-10-07 - 2019-10-07

# da.mactarlanes.com

& OU=Domain Control Validated, OU=Positives5l|
CH=junkonyourtrunk.com
& COMODO RSA Domain Validation Secure Server CA
B 2017-03-22 - 2018-03-22

# junkomyourtrunkocom. wiww junbonyvourtrunk.com

& C=15 5T=CA L=%an Francizcg, D=CloudFlare, Inc., CH=popreal.com

& CloudFlare Inc ECC CA-2
Ab crey 1726 - 2017-12-26
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~
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parsed.issusrorganizaton.raw; Let's Encrypt® AND paypal.com

Nov 29, 2017

parsed.1'ssuer.organ1'zat1'on;r‘aw+:' “Let’s Encrypt"’ AND paypal.com
(Let's Encrypth\SHFiTE NIz " paypal.com”" =S L EEEAE)

8, DV: 6,980 £2 2017-08-20 - 2017-11-18

#®& cpanel signs-in-paypal com. mailsigns-in-paypal com. signs-In-paypak.oam
ML wiebdis K slgns-in-paypat.com
& Google CT:
5,970 & Ch=warw my-pavpal.com-verif-42d1 3ed3cd ¥8F550205e98 L usace
£ Expirad: 5.970 & Let's Encrypt Authority %3

B 2017-09-04 - 2017-12-05

# woerw.my-paypal. com-verif-34d 13edBcd 985 502052 %8 1 usa.co, wwsimy-

& Previousky

Trusted: 5 %70

paypal.com-verif-41d13edBod PEf 550205 P8 L usa.co, wwrw.my-paypal.com-verif-

42d12edBcd?8f35b205e98 Lusa.co wawwemy -paypal.com-werif-
43d12edBcd7Bf35b205e98 Lusa.co ..

m Currently
mﬂttﬂ: 1010
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crt.sh (http://crt.sh/)

- COMODOMRHTIBCTEH
- CTAOOBRRIVIY
« APIYPAtomTr—REEMH
- BFEEIMEFIVHNTEE
- cablint, x509lint, zlint
« Mozilla CA Certificate Disclosures

~
W

N~
<
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N
o
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O
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icrt.sh
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it —
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cablint (1-week Summary)

44

crt.sh Gaop b sl OF ~
For cartificates with notBefore == 2017-10-31 5
issugr o [ Issuser CH, QU o O B Cerls ERROR = WARNING ALL &N
Iasted #Certs % #Cerls Y ¥Certs % #Ceris % o))
AC Camafinma 5 A4 Cameimia AAPP Il - 2014 1 [ e 1 [ ] 0 a [t}
AC Camerimma 5.4 Camerirma Copaorate Servar B - 2015 ki 1] { 1] i 3 833 3 ] N
ACCY ACCNTA120 3 o o 1 J3.53 D o 1 33.33 >
Aciehs 5 A NASSASIN0GT Adaks Authenbcabon CA G 1 [ R ] ] i i 0 @)
Aclehs 30 A DIS5A5208GT Actalis Domen Walkdation Ferer $A G 21 o @ 0 a o o a a =
Aging Ing Aging In Secure CAZ ! 2| e 0 o 0 ] i
AMmTolst ATyl Cerificals Sutharly - OV 13 0] -l [ ] 1} ] a
Affirm Tngst AffirmTrust Extendad Valdation OA - EY1 75 0 0 0 [ 0 i} il i}
AlphasEL Alphassl Ca -« 1 o 4] =1 i1} o 0 1 100
Amazon Amazon 216 [ REET i 0 0 0 [
Begmse o Lid =T L) | 1 g (8] @ [ D o 1] a
Buvpass AS GE21EIIT Bunpacs Clase 2CA 2 a o [0 D [\ o i i a
Huytass AS-9831633237 Buwpass Class ITA R 14 o o -0 o o o a 0
CartCanier AG AlweysOnSS]L CA - G 141 L Q ] 0 ] il
Lenplus KEYMECTIE Exianded Waldation T8 1 o [o] o 0 1 100 1 100
Cosks pofia 5o (S 47114063 PosiSigram Pubhic £4 3 2 [EE ] 1 5 2 100 2 100
Ching Financisl Cafificaion Authonty CECA DY QCA 2 0 a4 @ a 2 100 2 100
Chunighvs Talgoom Co_ Lid Bublic Certfication Sauibgnty - G2 x2 i} i) i} i 0 0 [i] 0
CloudFlare, Inc. CloudFlare Inc Compatibility CA-3 8042 0 0 6782 8433 O 0 6773 8422
CloudFlare, Inc. CloudFlare Inc ECC CA-2 8033 0 0 0 0 0 0 0 0
CloudFlare. Inc. CloudFlare Inc RSA CA-1 8026 0 0 0 0 0 0 0 0
COMODO CA Limited COMODO Domain Validation Legacy Server CA 2 2885 0 0 2490 86.31 0 0 2484 86.10
COMODO CA Limited COMODO ECC Domain Validation Secure Server CA 30 0 0 0 0 0 0 0 0 -
COMODO CA Limited COMODO ECC Domain Validation Secure Server CA 2 266034 0 0 0 1] 0 0 0 0 ()
|_
o —
— ——
FHREDSEM U ICAIBE & -‘
pris collFAsH O
A\ Ve —
ZCAMMAEFRITLTLISH =
(@)
)
L
meinicimminion il TR L s A e TOTOOT T o 4 o = o w
CrossCert CrossCert Class 2 Server CA - V2 6 0 0 4 6667 4 6667 4 6667
CrossTrust CrossTrust DV CA3 1 0 0 0 0 1 100 1 100 N~
CrossTrust CrossTrust OV CA3 1 0 0 0 0 2 200 2 200 <
Cybertrust Japan Co., Ltd Cybertrust Japan EV CA G2 208 0 0 0 0 0 0 0 0 ()
Cybertrust Japan Co_ Ltd Cybertrust Japan Extended Validation Server CA 1" 0 0 o 0 0 0 0 0 N
Cybertrust Japan Co., Ltd Cybertrust Japan Public CA G3 335 0 0 0 o] 0 0 0 0
Cybertrust Japan Co., Ltd Cybertrust Japan Secure Server CA 33 0 0 0 0 0 0 0 0 @
DarkMMatter Secure CA 4 0 0 0 0 0 0 0 0

DarkMatter LLC
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cablint (Issues)

crt.sh

~
Ul
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4 Bl 4741 ()
oN
Sqverily [E1T ] = Affecses Carla N
[SE=1al ] UPR carttcales musf Fave subgec] sibernaSee rames sebenmese | 2
ERAGE R ceritficalss musi mcluds an HTTE UHL, of = OCSF reapongdss
ERROR BA certificates mamt o itk CemBomisP plcie >
ERACA BR comfcitin dail nal Comsd direcioiyMese yds aflirnelee i ®)
EfhEcR A e alrn musd et cenlan ffcEI7Hame Sese sllmrulive rams =
ERHCR BH cerifficeiss with CRL DixirbaSan Poird missd inciude HTTE URL -
ERADR BR carufec aren with orgard gt onhams sl inlgos B ooty Mams o sies0rPrawinegfiama
ERAOR aoifrefriimes i BR cartifiosies mi o from BAN emies

EREOR Conatraiid flird in XEMCounriyhlies’ ASN 1 comire? clisch Tiled. REN0countryhlme . cormirund il (KR Ocouritryarmm £ 87)
FHRCGH  Consiraind ladyre in XG0 rgarnmrionps ASH 1 coneteerd chech feied: UTTESTing: consSrmb deiled (K RO Chpeni st pcniame o §7d) -
ERROR Constrain Telurs In YA20Earalhumizer ABNW § cormiraint chech teled KM Ssiaibumbsr ¢onetraint Teded (N6 EeralMuresr o 67 L

ERACOA Dij S M v Ha #d FODM o1
CREOR BV coriificatmn riust e o ekt M 0 skt 1
ERRCHN oy i 3 gy o i rh onC ourtry hame

ERROR EHA-1 nat alawsed Tor aigning cersfcxie BT

ERACR Uinalewed diy uage for REA pubne kiy |Kip Agresmann
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Mozilla CA Certificate Disclosures

(46

N~
Generated at 2017-1 W 011302 UT g
o))
Category Disclosure Required? # of CA certs ‘;‘
Disclosure Incomplete Yes! 2 +7 Summary 2
Unconstrained Trust Yes! 3+ 246 Summary
Unconstrained, but all unexpired observed paths Revoked Unknown 333
Unconstrained, but zero unexpired observed paths Unknown 1484
Expired No 4112
Technically Constrained (Trusted) Maybe soon? 63
Technically Constrained (Other) No a0
Disclosed as Revoked, but Expired Already disclosed 47
Disclosed as Revoked and in OneCRL Already disclosed 346
Disclosed as Revoked (but not in OneCRL) Already disclosed 30
f Disclosed as Parent Revoked (so not in OneCRIL Y Alreadv disclosed 29 \ E
—
Mozilla Root Certificate Policy& S
o
[ YA SHETFERESFAREE
WA HT S ER S 5
M —\z=a (&
g (RCIEBIGERIED(FTTIFTLLY) y >
N~
Uisclosed Already disclosed 2610 §
Unknown to crt.sh or Incorrectly Encoded Already disclosed 19 O
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ct-observatory

o IR KBDOUSECAPT JL—N
2016FE58(CII 5 EIF
s ENER"CTH Y2 /=R
o IZSEBERIScrt.sh&ZIZRE
- BIREICTETD
IBAENLCTEZS
- BEULRFQDNOCTOS M EREE NS
E7S—RERELTNS

HB=BNBFICERIER CTETICL
(EX T BELELEEDHD
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HTTPS TelemetryNE/z5UTIZZE1L

« FAfCIET—S v Dit:
->OTDHIE

- SFBAZ DY X OPREEE. T2/ ZEMIC
DT - BREECET DL DT DI

» FEALBOPDCAY 1 U ILMNEERICFEHEL

c CTEZHICEOTEE-
« — A TSRS

- AEEDBRRY - DUV FEHEAME
CLBDEAEITEHE

o« BTSRRI —ILIC KB EFa )TN 77
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‘H Let’s Encrypt ( https://letsencrypt.org )

Internet Security Research Group/2015%108(CRAIBRLTZ
E%%ﬂﬁ%ﬁﬂ £
 Technical Advisory BoardICIFBRE CBINKE
« Mozilla, Akamai, Cisco, EFF, Chrome, OVHIEE B &
- GFBAEZEBEERT I DACMED ORI ILEREH
« draft-ietf-acme-acme-08
- DVEEFREOH M=
« HTTP/JSONXR—XXNOZZORIIL. BRRIA—YYHIEIWS
« Certbot™dEOSSEEZ#MHD
« fREMEEE S —
- EMEEAEA | HI6OMIL el
- BIEAXATUE  $920MG
o DARFITHE . $9165MK(FI24R)
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Authority X1

Authority X2

ECDSAIL—(32018%38FE — e o
» CT. CAALO—R. IDNICXIRGH ol Tal
© D JURA—RIEFREF20185F 1 B FRE e I N
° gIEEH%;I_\/ HE  https://letsencrypt.org/certificates/

- JHWBEJIL—KCA(ISRG Root X1)&EZERALDDIdenTrusth\sE£E00OXIL—k
 Mozilla, Applelc (B IL—+E1EE;
« Microsoft(dIdenTrusth'oMOHOXIL—kTHEIG
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5o B comodo :

IdenTrust o

Symantec Group (\1

45 4 i GoDaddy Group )]

[ GlobalSign N

[ DigiCert 8

40 --/// N startcom pd
35+

[ IdenTrust=Let’s Encrypt

301

“T| Let’s Encrypt
H—EXT1YV
20+
=)
|_
154 —
/ S
10+ E—— <
= oA >
. i - 8
| = n
v _____,,‘f" e N~
U H H ——

1 Apr15 1 Jul 1 Oct 1 Jan'1& 1 Apr 1 Jul 1 Oct 1 Jan7 1 Bpr 1 Jul 1 OcB Mov E
Market share for S5L certificate authorities for websites, 8 Mowv 2017, W3Techs.com 8

HiE8 ¢ https://w3techs.com/technologies/history_overview/ssl_certificate/ms/q
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- SERREDEELETE &
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- ACMEIC L BOTDHIE > ICABEEANTL v r—
. SEBREEMEARI O > B 7 U T DIE
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- ACMEZOFIJJLICRIDTUVBRD (FHEMRICRKITIND
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Root Store Provider®
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Web PKIOESAEFIL

EZB - WebTrust for CALLE J JU—CAZIBAER ]

EiifiZ=4F : Baseline Requirements (BCERIASH)
(CA/Browser Forum)#&L¥ —
JL—CA
SN
>

(05 - TSHOFA Y

. % X Root Store Policy >
029 «
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LG

.'-i--

Root (Certificates) Store (Jl—~2Z77)
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CABFICHI(FTB/IRT—/\ZU X

« AREMICEET BIRE (In section 2.3 (), Bylaws, v.1.7)
- SREIREHEEGO)M2/3LULE (BX 50 *2/3 5 34)
HKXO

« JSOUYRVSG)DBFXEHM (XK 6*%+1=4)

Ul
00
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a’iU Adopt Code Signing BRs (Ballot158)
I—REZANTTRSTVEEDENE

- ERILREESE BN17, RN, &3 (94%324F)

- JSOYRVS B2, RE3 (40%37F)

- Y : Microsoft, Qihoo360

- X} : Google, Mozilla, Opera
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ChromeZ)—>//\—[GRE

« Chrome53—->55 (2016/08/21~12/01)

« Chrome)CT#&E]

FESBED ARBE TIC KD SymantecD—EBD

EVEERAZEMIELSTV =Y N—KRRINELED

+ GoogleHMSSymantecN\B=NDEEEEZTO>CULZRERHAT
M Googlef|MFEM: -

« Chrome57—->58(2017/03/09~05/18)

» ChromeMEVEEFAZHIEBEEDAETICLD. Symantec®
—EBDOEVEERAEMNIE LT =Y N—RIRINLFLLED

 GooglelcLBSymantec\DHIFIBENBEOANTCIERIZ(F(C
BRIFEHARO R DI
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Microsoft “Reinforce trust"S44 2015/12/17)

[A*tRoot Policyc:T(201 5&6)@)(8 NETIL—CAOBERELZITU\.
201641 ﬁ73\‘3@*&@)D—I\CAE,.\\XJJ1|S§_5&:0)7T"JJZ[1 ]

S Xfzolee .

- MIPEFEESINTIL—CAOHFRIEI =8l BERBEIFFEINDC LIS
o L2044 > 1454 (ELE > RILRIC(F64F[ 2]

« DNAFPRIV[B] KDFZICRIBEOTOT[4]TARI N
* [3] Microsoft Trusted Root Certificate Program Updates
« [4] Microsoft Malware Protection Center 38 Windows Security blog)

o [REA : MicrosoftHEYEFECAEEZRAIOI=Z2 "5 —23av=X " g

[1]https://web.archive.org/web/20151218085547/https:/blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft
-updates-trusted-root-certificate-program-to-reinforce-trust-in-the-internet/

[2] http://aka.ms/rootupdates#JAN16_B

[3] http://aka.ms/rootupdates

[4] https://blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft-updates-trusted-root-certificate-program-to-
reinforce-trust-in-the-internet/

[5] http://aka.ms/rootupdates#JAN16 C

One more incident for Symantec [5]
Root Updates Cld. —EBMSymantec)L—IC DUV TEKUXSIEERMNERIRE ST .
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