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Roaming Mantisᵵ



DEMO I:
Android πᴡΥṞάμοΜϥχΤˁ



Roaming Mantisρψˁ

ḇ Ὂ ψ
и˔Ќ˔ṐṀχᵠίϭ

ӂ DNSЂ˔Н˔τϢμο
г˔Ѓ˔χ Ϭ ⌠ᴦ

ТϰАЄрϽ

ϳϴУЫϱИрϽ

AndroidΰΪ
Ыиϳϴϯ

27ᾠ῎ ᴂ



ӂ DNSЂ˔Н˔χấ

ᾜ157.240.7.35ᾜ172.217.161.2 ᾜ114.44.37.76 ᾜ114.44.37.76



ӂ DNSЂ˔Н˔χấ



Rogue Server
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жрДϰрϽЧ˔Ѕ

¬www.example.orgºτϯϼЈІΰθ ›.

ᾕχДНϱІϬᶎ
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AndroidΰΪЫиϳϴϯ( MaqHao)

.apkЫиϳϴϯ

1. sendSms
2. setWifi
3. gcont
4. lock
5. bc
6. setForward
7. getForward
8. hasPkg
9. setRingerMode
10.setRecEnable

11. reqState
12.showHome
13.getnpki
14.http
15.onRecordAction
16.call
17.get_apps
18.show_fs_float_w

indow
19.ping

facebook.apk
chrome.apk

Å IP
Åᾠ῎
ÅID (email)
ÅPassword
Å◙
Å

ÅϼйЅАЕϸ˔Ж ( ῟ṍᾢ, ЈϺвзГϰЀ˔Ж)
Å2 ᵬ
ÅỴ“
Å χל ρζχ Π



Trojan-Banker.Android.Wroba.al
Country Number of users

Total 1116

russian federation 656

korea, republic of 74

india 62

bangladesh 51

japan 47

turkey 28

ukraine 28

taiwan 17

germany 14

nepal 11

poland 11

kazakhstan 10

viet nam 10

czech republic 8

indonesia 8

others 99

(18/02/2018 - 18/08/2018)

AndroidΰΪЫиϳϴϯ( MaqHao)
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iOSΰΪχТϰАЄрϽЂϱЕ

ТϰАЄрϽЂϱЕ
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PCΰΪχϳϴУЫϱЗ˔

ЫϱИрϽ



DEMO II: 
iOSДНϱІ πᴡΥṞάμοΜϥχΤˁ



ϳϴУЫϱИрϽ

iOS χϳϴУЫϱЗ˔

ТϰАЄрϽЂϱЕρ
ϳϴУЫϱИрϽϒ



NetcommunityOGЄз˔Їχ ᵲⱧ



NetcommunityOGЄз˔Ї
ϱрЌ˔КАЕ ᴦⱧ

Source: https://www.ntt-east.co.jp/info/detail/180328_01.html



ᵲτΚμθᾖԍψʾʾʾ?

Default ID:PW 
= user:user

Source: http://web116.jp/business/product/og410x_og810x/pdf/OG410XOG810X_man_201803.pdf



ᵦᶆ χ ᵲ ệ



ϢϤ σи˔Ќ˔χפֿ

Source: http://www.ez-net.co.kr/ez-net/manual/next -2204n-router-manual-100617.pdf



ϢϤ σи˔Ќ˔χפֿ

TLP:RED(Not for disclosure, restricted to participants only.)
Ref: https://www.us-cert.gov/tlp

῝ᵫ Ứ♁



ϢϤ σи˔Ќ˔χפֿ

TLP:RED(Not for disclosure, restricted to participants only.)
Ref: https://www.us-cert.gov/tlp

῝ᵫ Ứ♁



жрДϰрϽЧ˔Ѕχ :
1ϸ⁯῎Τϣ27ϸ⁯῎ ᴂϘπ



жрДϰрϽЧ˔Ѕ
ᴂᾠ῎χ

Åchrome.apkжрДϰрϽЧ˔Ѕ:
Å v1: ḫ⁯῎

Å v2: ḫ⁯῎ʺ ⁯῎ʺֽ῎

Å v3: ḫ⁯῎ʺ ⁯῎ʺֽ῎ʺ ῎

Å facebook.apklanding page:
Å v1: ḫ⁯῎ʺ ⁯῎ʺֽ῎ʺ ῎

Å v2: 27ϸ⁯῎
Å + ϯжРϯ῎ʺЖϱБ῎ʺІЧϱр῎ʺetc..



chrome.apkжрДϰрϽЧ˔Ѕ: v1 to v2

v1

v2



chrome.apkжрДϰрϽЧ˔Ѕ: v2 to v3

v2

v3



facebook.apk
жрДϰрϽЧ˔Ѕ: v1



facebook.apk
жрДϰрϽЧ˔Ѕ: v2
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ῼὢṁ ψ ᾠ῎ϬЂЪ˔Е

27ᾠ῎ϬЂЪ˔Е

ТϰАЄрϽЂϱЕ

.apkЫиϳϴϯ
1. ϯжРϯ῎
2. УиϹзϯ῎
3. ЦрϹи῎
4. ЎϴЀ῎
5. ЖϱБ῎
6. ֽ῎
7. ІЧϱр῎

8. ХУжϱ῎
9. ПрДϰ˔῎
10. ϯиЮИϯ῎
11. ϱрЖКЄϯ῎
12. ϱЌзϯ῎
13. ῎
14. Ѕд˔Ѕϯ῎

15. ḫ⁯῎
16. Ый˔῎

17. Ъ˔жрЖ῎
18. ЪиЕϹи῎
19. кЄϯ῎
20. ЈиЩϼкϯЎϯ῎
21. Ќϱ῎

22. ЌϹкϽ῎
23. ЕиЀ῎
24. ϳϼжϱЗ῎
25. ЦЕЗЭ῎
26. ⁯῎ˢḛ Ⱬˣ
27. ⁯῎ˢ Ⱬˣ



.apkЫиϳϴϯχ θσ ︣



₴ṬЀрГрБ
χΰΨϙ

Preziπχ



ῼὢּיχЬІ(?): Preziπχ

ῼὢּיχЬІ

ЄІГЭτ σχψURL

ῼὢּיψσεΤжрДϰрϽЧ˔ЅχHTMLЀ˔ЖϬЀСЧ

⌠ΰσΜ



χ .apkЫиϳϴϯ
ЄІГЭϬӂ

SMSπ : sagawa.apk


