






Adoption of 1.1.1.1 has been great!
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About route leaks



1.1.1.0/24 leaks happen
● The heavy use of 1.1.1.1 in networks (running BGP) trigger route leaks

● Cloudflare has a signed RPKI ROA for both 1.0.0.0/24 & 1.1.1.0/24
○ RPKI signed - but doesn’t (yet) stop route leaks

● The 29 May 2018 leak was ~60 seconds in length
○ It lasted longer on twitter

● This must stop; not just for this route, but on all routes!

Prefix:         1.1.1.0/24
Country code:   AU
Origin AS:      13335
Origin AS Name: Cloudflare Inc
RPKI status:    ROA validation successful 

Route leaks need to stop!



Speed



Speed (prefill)

We prefill all caches based on popular domains in a region

● Why: To improve perceived speed and availability

● Popular domains should always be cached

● What is popular?
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Speed (backend multicast)

Multicasted cache data across machines within the same data center

● Why: Cache hit ratio goes down with the network size

● Cache hit ratio is everything

● Basically a pub-sub

● Consistent latency
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Speed

https://blog.thousandeyes.com/ranking-performance-public-dns-providers-2018/

https://www.dnsperf.com/#!dns-resolvers



Questions?


