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nof 1.1.1.1 has been great!
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About route leaks




1.1.1.0/24 leaks happen 1 .1 .1 .1

e The heavy use of 1.1.1.1 in networks (running BGP) trigger route leaks Rl e o stop!

e Cloudflare has a signed RPKI ROA for both 1.0.0.0/24 & 1.1.1.0/24 e bgpstream .

o RPKIsigned - but doesn’t (yet) stop route leaks ehapsirear
BGP,HJ,hijacked prefix AS13335 1.1.1.0/24,

Cloudflare Inc,-,By AS58879 Shanghai

e The 29 May 2018 leak was ~60 seconds in length Anchang Network Security Technology
o Itlasted longer on twitter Co.,Ltd., bgpstream.com/event/138295

4:10 AM - 29 May 2018

e This must stop; not just for this route, but on all routes!

Prefix: 1.1.1.0/24

Country code: AU

Origin AS: 13335

Origin AS Name: Cloudflare Inc

RPKI status: ROA validation successful
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Speed (prefill)

We prefill all caches based on popular domains in a region

e  Why: To improve perceived speed and availability
e  Popular domains should always be cached

e Whatis popular?
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Speed (backend multicast)

Multicasted cache data across machines within the same data center

e  Why: Cache hit ratio goes down with the network size
e Cache hit ratio is everything

e  Basically a pub-sub

e  Consistent latency }}Q@

Resolve

28

CLOUDFLARE’




Speed

https://www.dnsperf.com/#!dns—resolvers

DNS name Query Speed
1 1.1.3.1 10.24 ms
2 OpenDNS/Umbrella 19.63 ms
3 Quad9 32.45ms
4 Google 33.97ms
5 Neustar 45.66 ms
6 Norton 47.46 ms
Results: Newcomer Cloudflare Bests Them All
Looking at average latency to all of the providers across all geographic regions, Cloudflare leads with an overall L SafeDNs S1.19m5
mean latency of 18.46 ms, followed by last years lead, Google, at 24 ms.
8 Verisign 72.24 ms
ONS+ — Server Latency « 11 Tests 9 Comodo 82.42ms
Mean of Server Latency (ms) By All and Tests
Cloudflare Google OpenDNS Dyn SafeDNS OpenNIC Level 3 Verisign Comodo FreeDNS DNS.WATCH 10 Yandex 126.72 ms
. 1845 2397 3037 5907 61.23 64.05 7068 9362 101.73 120.13 151.99
Figure 1: Average provider latency across all geographic regions (2018).

https://blog.thousandeyes.com/ranking—performance—public—dns—providers—2018/
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Questions?
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