Internetweek 2018

A B—2INNDIEN DR A

2018.11.27

B INI—7 - FRL—2—X- 7 )L—TF(ENOG)
KRASAFBBEEY—LEX
BH




B8

K%
B EHH (Sl PIE)
B ilE
HXat FIREREY—EX
Fim R FEET
i_mjj—ISP NIIGATA
BRR-RATA2T -\ DU T SRR E IS A QIR B FTTHD 1R {4
Bt

LANY—1~LAY¥—8FXTHTH

@2010F KYENOG({#ER VLT —4 - ARL—2—X -4 )L—N TS0

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



ENOG(The Echigo Network Operators’ Group)

B[RRI T—0-FARL—2—X -5 JL—F(ENOG) L. 1B —FVk
[ZRRTABMEIE. BLU. FNIZEODDEZARL—LaVIZET S
FIEZER. B BN ITAEICKYFHERERN. BLUFDEILDAY
A—ybBEffiE. BEU, FBEICEI T HEEE E’JtLT—’J I—>

—Gj_o Wi B
B 25 AIS1EAR—ROMBE £ e

18 %5 3[E] BRE I
HTEH-#hia- =% KR - A% - Ek- 1&11#7‘&)_’
W@H?&b?‘ ’5'1~ iﬁti)\bﬂb%a&*hn

izl EA
CETEE YT
QD AW
L Y 2 A )

#H OE:l2em
Huvizibihis b0+,
FondonsslZoee Lun 8 A

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



FEFEIR

BREODREENELCEAHYFEIN., LE-ERIHIEREIHYFE
Ao BLETHIELTERLTLIZELY,

B CELHETRABESUTIVIC YR T KT E-0OIC RN =T
ANKREOABRERGDEENHAINELNEE A JAROICITEEEE
I . HETIoEY T T oY ERICHERLYL TS0,

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



Internet

 sommeas: &




internet

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



Internet

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Keserved.



ternet

N

d.
(]
>
—
[}
"
[J]
X
%]
=

=

)
o

=

5
b

-
S

(&)
(¢}

ke
>
—
(¢}

(2]
=

S
=
@©

Q2
=
=
=
€
o

(@]
©
s
T

i)

2

o]

i

o

(o]

©

-

<
oo

=
>
Qo
o

(&)




ternet

N
- amm
mmE

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Keserved.




ternet

N

d.
(]
>
—
[}
"
[J]
X
%]
=

=

)
o

=

5
b

-
S

(&)
(¢}

ke
>
—
(¢}

(2]
=

S
=
@©

Q2
=
=
=
€
o

(@]
(]
s
T

i)

2

o]

i

o

(o]

©

-

<
oo

=
>
Qo
o

(&)




iR ~ISPETDHE

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



JLAYv—

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



IP7RLRZELHED

=) global
192.168.1.0/24 203.0.113.23/

PPPoE

Point-to-Point Protocol Over Ethernet
[A—H—Z | ENNNRAT—F 1 ZRAWTEREET AZET
AVBZ—RYNMIDIEMRBESZL TN DT LYY

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



PPPOEoLvyhaise)

JU

| TS agguun®
2
I

T 4 S 755 2

<—— PPPoEEYYIY \—m>

203.0.113.23 )<

RadiusE2EE

—>,—3F0nC—0O>70

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



JLAYv—

i v/
e

C Y—nN—I2o=7 ) C:?vyh'? —71>°/‘:7)

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



HEfE T TES-

iigata Communication Service Co. ,Ltd. All Rights Reserved.



ERIT TS

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



. [ http://example.com ]

DNSIZ &%
B RIER
http://example.com

J
IP7RL X

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



FRLRZEH
203.0.113.23

internet

192.168.1.1

IP Address
Default Gateway
DNS Server

example.com®DIP7 KL X [&4a] ?

192.168.1.2:xXXXX

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



R—hk
198.51.100.65

HOUOHON

203.0.113.135

HOLOOHA

192.0.2.25

eieieleieiele
J )7L

http https pop3 smtp submission ftp ssh

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



LAY —4: bSO RIR—KE

FlEZEF>T
B AYULZEL

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



FRLRZEH
203.0.113.23

internet

192.168.1.1 Default Gate
203.0.113.2

DNS Server
203.0.113.2

IP Address 192.
Default Gateway 192.
DNS Server 192.

example.com®DIP7 KL X [&4a] ?

192.168.1.2:xXXXX 192.168.1.1:53

example.comDIP 7KL R & {a] ?

203.0.113.23:xxxxx 203.0.113.250:53

DNSH—/\— DNSH—/\—

198.51.100.20 T
198.51.100.20 o T

198.51.100.20 IZ
T—RFEYIZ1T<EK !

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



INTY R

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



INTY y Y y

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



~NyS

74—)LE

IN—3Y IPD/N—23 v Eaf2 &
YA E AT 3 EHLELND T20Byte= &
H—ERXR(T B&
2K SO/ Y EEERT32KByte2 &k
ID REEINF NI IR DIEDQFET- L
229 B&
IS A MA TRV B&
TTL B
JOoraLES TCPD /Ny bt &
ANYEFTyPH L AYEDRENTHEVNIERT &
EfETTIP 203.0.113.23 SO D/ YL
EESTIP 198.51.100.20 TE D/ yhE &
ATav B

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



INYRZLE LN

e

il
dl
ﬁ_i‘
Tl
off

Data

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



INTYRTE S

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

internet

192.168.1.1

Default Gateway 1¢
DNS Server 1¢

198.51.100.20 I<
T—RERMYIZ1T<&L !

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

internet

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



NAT(Network Address Translation)

HAEFDIPTRLURAZFRIDEFEDIPT L R EXF AT
EZIETBIPINTYRDAYZTEDIPTRL A%,
SIS T DN T-SEFH TE S S5l

é )

192.168.0.10 172.16.0.10
192.168.0.20 172.16.0.20

== 1X{§78:192.168.0.10
- 1%1£75:192.168.0.20

5| #{83T:192.168.0.10 € ——— $%{23£:172.16.0.10
| #E{E3T:192.168.0.20 1 5-172.16.0.20

ZHIZIFIRID T L READE

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



NAPT(Network Address and Port Translation)

B T1P< XA —F(IP Masquerade) |

K2 DEBITBPIAAL—F

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



NAPT(Network Address and Port Translation)

B& NP XAL—F(IP Masquerade) |

IPZRLRIZANZ TTCP/UDPDR—E T B LT,
1DDT7RLRIZRH L TEBDT L RE X T,
T D H

( N
NATT— )L
192.168.0.10:65500 172.16.0.10:65500
192.168.0.20:56400 172.16.0.10:56400

192.168.0.30:64300 17/2.16.0.10:64300

\%
92.168.0.10 €———
4

1
1%£41E5T:192.168.0.20
1

(
.

e =

E{EIT:172.16.0.10 |

- 1%183T:192.168.0.30

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

| ISP internet 1

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

:203.0.113.23
%% :198.51.100.20
Bl

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

ISP internet 1

192.168.1.1

IP Address 1
Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

Jc:203.0.113.23
%% :198.51.100.20
o

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

ISP internet 1

192.168.1.1

IP Address 1
Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

HT
ML

Jc:203.0.113.23
%% :198.51.100.20
o

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

| ISP internet 1

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

:203.0.113.23
%% :198.51.100.20
Bl

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

| ISP internet 1

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

:203.0.113.23
%% :198.51.100.20
Bl

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

internet

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 I<
T—RERMYIZ1T<&L !

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



203.0.113.23

internet

192.168.1.1

Default Gateway 1
DNS Server 1

198.51.100.20 H 5
T—AhE=L !

jTl:lg .168.1.2
$£:198.51.100.20

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



ternet

N
- amm
mmE

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Keserved.




ternet

N

d.
(]
>
—
[}
"
[J]
X
%]
=

=

)
o

=

5
b

-
S

(&)
(¢}

ke
>
—
(¢}

(2]
=

S
=
@©

Q2
=
=
=
€
o

(@]
(]
s
T

i)

2

o]

i

o

(o]

©

-

<
oo

=
>
Qo
o

(&)




ternet

N

Firewall

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Keserved.



JLAYv—

iii\:‘:J
y

C*“J rFI—2 I“/’/':T) Ct-‘-\‘-::.'} 7_-41‘/3/’:7)

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



Firewall

ARhTEEE
OFRT/M#&

IDS

80 443 110
Intrusion Detection System

1 | | | ,. = . -

| | | 1 ~ uyx A

(w' ‘w‘ 'w'l ’fx/\*ﬁ% T

IPS
X iPS(induced pluripotent stem)#ffifi&
Olntrusion Prevention System

HEEDIPTPRLUANSE SRR /A EFT]
BFEDIPPRL RS THEGEFRI /A EF /] BARGLES XTI
SEED N YEDIEEEL ST

SETEDHEEL EGEOAEFT]

“FFED /Ny MEEE £ ST?A d Threat M t
i 9 £ 63 nifie reat Managemen
FEE DECEX (LB BABHEE

Copyright © 2018 Niigata Communication Service Co. ,Ltd. All Rights Reserved.



CSIRT

Computer Security Incident Response Team
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