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201844H24H - MyEtherWallet.com

- FiK
«  AWS Route 53D#REE (/23702 E) & /24 THRIRIL S
- MyEtherWallet.comDEWVEDOE (X U TIADAL J1— RZEIE
. ﬂ—; GERAZE(XB S EBAAE o Itttk (RREV SSLEEEAZE "MyEtherWallet
Inc"
. By
- ¥XE15/ RIL (§91630/AH) HEAARIEXEEIND
- B—/)GIAEDIS—ZERALUTERELEI—Y(IMoDA Ly MIXETESN/E

AERERBILSICE DO TIBDDNSIHEZIRL . 15
DY —/NICF I LRASBAREZXEUZE WS HE

e BGP Hijack of Amazon DNS to Steal Crypto Currency
https://dyn.com/blog/bgp-hijack-of-amazon-dns-to-steal-crypto-currency/

e MyEtherWallet, DNSH—/S—I[Z/\vF 24 155K L DETHZREE H
https://jp.cointelegraph.com/news/myetherwallet-warns-that-a-couple-of-its-dns-servers-have-been-hacked

JPA » AWS DNS network hijack turns MyEtherWallet into ThievesEtherWallet - The Register, 2018/4/24

IC https://www.theregister.co.uk/2018/04/24/myetherwallet_dns_hijack/
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- REFY—EXDDNSH—/ (DT RLANEENDprefixh's 2 RE
ST ERL—ITICHBASICL> TRIBILESNS

Datawireft D hS>HF I 3> S XF ALAB UERA MAICH U TEREEERDA
L d— RhhRENS,

 VantivfL * Mercury Payment Systemsft (DR — At — ) ChRER A S SN cprefix(CS
FNTLVE,

s ANIEiXETEESNEE DMIAER

AERERBILS(CEDOTIRODDNSREZIRL, 13
DY —INICF I LRAETEBZIFE

e BGP/DNS Hijacks Target Payment Systems
https://dyn.com/blog/bgp-dns-hijacks-target-payment-systems/
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ROA#%%, MF RPKI Project, 2018/11/25
http://www.mfeed.co.jp/rpki/roa_cache/statistics.html#roas
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NIST RPKI Monitord&kD

Global: Validation History for 'Invalid' of Unique P/O pairs Global: Validation Snapshot of Unique P/O pairs
Only IPv4 Prefizes 790,707 Unigue IPv4 Prefid/Origin Pairs
H invalid:AS B invalid:ML M invalid:AS-ML O invalid: AS-SET
10000
‘ O not-tound & valid M invalid
50007 (702,415) (81,940) (6,352)
2000 4 invalid 0.80%
valid 10.36%
1000
P -
§ 201
© o0
%
o
o
z
[
=2 10
*

5-

2.

1-

o8 N O I ﬂﬂﬂl | I O not-tfound 88.83%
5 B § 7 g 8 E 8 % 2 8 - = B ®
SEEEREEEREREERRRNREE
8 R R R R R RRRBRIBRARRKRRRRRR IR R mMSTrRPK Monitar 2018-11-24

MIST RPEI Monitor 2018-11-24

+ Invalid:AS Covering ROA Prefix, maxLength Satisfied, and AS Mismatch.

Invalid:ML Covering ROA Prefix, maxLength Exceeded, and AS Match.

Invalid:ML-AS Covering ROA Prefix, maxLength Exceeded, and AS Mismatch.

Invalid: AS-SET The origin AS could not be determined from the BGP update used to announce the prefix
(i.e., because it contains an AS-SET), and a ROA covering the prefix exists.

e RPKI Deployment Monitor
https://rpki-monitor.antd.nist.gov
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FAITHRDV Y —EERZE(CHITITTD U Y — ZEEAE (C(EIRWI Y — XA D TWLT
B, BRDTCTWBFEBEIICDWTIFBEHRT [Validation Reconsidered] 7T(C
tIDBR DTSV —=EXRR, UY—GEAZEPDOIDAZEE,
CNNIC
RPKIZ X7 LZziEtiis (201746R)
APNICEE#U21g. ERBRM (2018411A8)
TWNIC
RPKIZ X7 LZzigtiis (20184108)

VNNIC

CNNICETWNICHO'RPKIS A5 LD M
Zhlig. CNTIZ13LIRDROAZ{ERY.
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CloudFlare (1/2)

- BGPREIBZTSICHI(C1.1.1.0/24&1.0.0.0/24DROAZF

17

« SRAAVUZHR—232(&

RELTLD

« "JL—KU—-D%Z1EHD
(CIEZED TULVRLY, "

1.1.1.0/24 leaks happen

> RPKI signed - but doesn't (yet) stop route leaks

The 29 May 2018 leak was ~60 seconds in length

BRRIBHRMNEENESHDFIT Y
JICIFEZTLBID., ZL<DAST
ROVZ 137D CInvalid3{Z RISk
ZBEDVRWR D BALEIC (EXE SR

EFEXBEND

> It lasted longer on twitter

This must stop; not just for this route, but on all routes!

CLOUDFLARE

e The heavy use of 1.1.1.1 in networks (running BGP) trigger route leaks

Cloudflare has a signed RPKI ROA for both 1.0.0.0/24 & 1.1.1.0/24 | () teetean

1.1.1.1

Route leaks need to stop!

BGP,HJ,hijacked prefix AS13335 1.1.1.0/24,
Cloudflare Inc,-,By AS58879 Shanghai
Anchang Network Secunty Technology

Co.,Ltd., bgps
Prefix: 1.1.1.8/24
Country code: AU
Origin As: 13335
Origin AS Name: Cloudflare Inc
RPKT status: ROA validation successful

Jie

https://conference.apnic.net/46/assets/files/APNC402/DNS-resolver-1.1.1.1-from-Cloudflare.pdf

DNS resolver 1.1.1.1

Copyright © 2018 Japan Network Information Center
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CloudFlare (2/2)

+ 5DMDRIRDHIZTEET150E EDPOPZERH
- AT—=3TJ)Ix0O0—AHIIROAFV Y1

I AN TDHDPOPTROAF Vv 1 %ZER e ._

JSONFZTNODAREEAGER 22 CON C A fh ((aenic )
https://rpki.cloudflare.com/rpki.json (Lasrinic ) LI ARIN ]

ROAZF+7wv = 1 Zauthority CAIE DT, ‘
HFEUHASYLARTRG—/)NTIL—4I(C o
1Kl¥ Core Data Processing Datacenter ]
GoRTR - s Cloudfiare Edee Datacent
https://github.com/cloudflare/gortr lf S '

RPKI: our approach for deploying at scale
https://ripe77.ripe.net/wp-content/uploads/presentations/149-RPKI-deployment-at-scale-RIPE.pdf

Copyright © 2018 Japan Network Information Center
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Jie

RPKI at IXPs

Thoughts on Evaluation Policy

1. Allow RPKI to be enabled on a per-client basis

2. Compare against AS Path filtering from IRR. Drop if origin AS is not in accepted list.

3. RPKI Evaluation
1. If RPKI valid, then accept
2. If RPKI invalid, then drop

4. Continue with existing static IRR route / route6 prefix filters

OVINEX

e RPKI on IXP Route Servers

https://ripe77.ripe.net/wp-content/uploads/presentations/81-inex-ripe-amsterdam-connect-2018-10-17.pdf

Copyright © 2018 Japan Network Information Center
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IETF1034&D

« GROW WG - Route leak3I R iliDIRSE

« Solution for Route Leaks Using BGP Communities
https://tools.ietf.org/html/draft-ietf-idr-route-leak-detection-

mitigation-10

« BGPOZ17F « [CHEDEZATURLT D

- SIDROPS WG

- Drop Invalid if Still Routable(DISR) = ROA®DValidix, &L
(FROAN'Not Founddless specifici¥ig&h'drd EZ(C. more specific

FgE ROY T I DIEE

- BGPSEC®D) fZ?I‘ﬁ;E(ZﬁbéAutonomous System Provider

Authorization(ASPA)DiEZ.

WINGRZEDERIEINRIBEDRILH S U
T, REHNEDAIREENSH D,
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- IRfE @iﬁfﬁ(d:iﬁi.’é‘xd)KIE’f"Eﬁl\d)ﬂiﬁ(ghé0)73‘

« IRRZEFEOTERRIE T 1)L F—. ROAZFED>TZA Y > 45, BGPSEC
D) ZAIREE (L, ANIETRIBZARK UXFUILTEDB LD ICT DI EDIEH.
DTFEE A SN BT INE DO * AN EFIE(C(FBRI TRV =
EZXBbNd.

o« CNBZEBERXT. FZRAS/I\ADIREEZ1TD ATNDIRE(ASPA)(C
DI D TLB,

| « BGP Route Security Cycling to the Future!,
| Alexander Azimov Qrator Labs

’ P
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IRR Filters: Bypassed

Attacker Wins!

AS1 AS2

e_

AS4

Route: x.x.X.X
AS_ PATH: AS4

Route Object (AS1, x.x.x.x)
Route object (AS4, x.X.x.X)

e BGP Route Security Cycling to the Future!

https://ripe77.ripe.net/wp-content/uploads/presentations/118-ripe77.azimov_v2.pdf

Copyright © 2018 Japan Network Information Center
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ROA Validation: Bypassed

Attacker Wins!

ASl AS2

Q__.Ma ROA {x.x.xx, AS1}

AS4

Route: x.x.x.x
AS_PATH: AS4 AS1

e BGP Route Security Cycling to the Future!
.R;‘ https://ripe77.ripe.net/wp-content/uploads/presentations/118-ripe77.azimov_v2.pdf

C Copyright © 2018 Japan Network Information Center
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Jie

AS PATH Validation: Bypassed

Attacker Wins!

AS1 AS2

ROA {x.x.x.x, AS1}

(AS1, AS2) - signed
(AS2, AS3) — signed
(AS4, AS3) — not signed

AS4 .—/ (AS1, AS4) - not signed

Route: x.x.x.xX
AS_PATH: AS4 AS1

¢ BGP Route Security Cycling to the Future!
https://ripe77.ripe.net/wp-content/uploads/presentations/118-ripe77.azimov_v2.pdf

Copyright © 2018 Japan Network Information Center
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AS PATH Verification

1. Ifthe closest AS in the AS PATH is not the receiver's neighbor ASN
then procedure halts with the outcome "invalid";

2. Ifin one of AS_SEQ segments there is a pair {AS(I 1), AS{I)) is "invalid"
then the procedure also halts with the outcome "invalid";

AS1 AS2

o @ —

Route: x.X.X.x
AS PATH: AS2 AS1

ROA {x.x.x.x, AS1}
ASPA {AS1, AS2}
ASPA {AS2, AS3}
ASPA {AS3, 0}

e BGP Route Security Cycling to the Future!

https://ripe77.ripe.net/wp-content/uploads/presentations/118-ripe77.azimov_v2.pdf

Copyright © 2018 Japan Network Information Center
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- ROAEO>TJVUD h?%IRR@route?l‘? SxObhZIAN
A1) >4 UTIRRDIGEHRZELR

RPKI filter at the aggregators

Data sources

Aggregators
Clients

RIPE IRR

whois.radb.net

rr.ntt.net

e Routing Security Roadmap
A http://iepg.org/2018-11-04-ietf103/IETF103_Snijders_Routing_security_roadmap-v2.pdf
I}IVE[C Copyright © 2018 Japan Network Information Center
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FUS URIIDER B < B BEREHHR(1/4)

- BZHhHABR/nextUpdate

N —ZEEEAZE (1), ROA(FI14), CRL(10H). ¥Z=—JxT X (10
F)ICERESNTULD. RPKIZAFATIIEFNICEFFIDEIDIC
RO TULBN, CN5ZBESDEROAF WS 1 (CHBUVNTROAKREED
BEENEINERD, RTRZBEUTCZEDOIL T4 v IRAMNIL—5 (B0
512135, BIIRROANEDMNSIRLVEROVOFEE(SL [Not
found] DARRE(ICIRD,

* ROV = Route Origin Validation

RPYDJ RNIJT7TNY_ZJTX I\%%EE$E©“5;§“E(1@5D\‘ BRI
KO TTFENDIEDH DD, BET DI EIIIEHE, ValidirT L
JdJA4VvIXZERUTHE [Not foundJ (CIEDTE ct%(c_J >— bh%&
DT DEDWHRMNEZ S5ND, Not foundDiFigxE ROwW T 9 BiNTE
[CUTCUES ELEDEEHATAME(CROYVILTUERSENSD D,

Copyright © 2018 Japan Network Information Center
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FUS URIEDER < BB BERE R (2/4)

« BITSATA

o UY—=XPKIDOCEITZ AT LAMERIZWEE. FiTiRVUY — ZGEAE
DFITERZN. ROADFHIT. ROADHIBFA TER<IRD, LUK
RIS —/NCTFOEATENE, BITEOATZT O h=2SiRY

DILEIEITED,

o FITATLADAZTFORIREDTF IR EIEER. FHORERR

ROAZFITUCHE/ZLYe (JPNICTI(EIFITS AT LADIE

DIBRYZARET )

FREDTZ
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FUS URIEDER B < BB ERE MR (3/4)

« JY—X

« APNICA2IPNICD Y — XCADGEAENMAI S HDIER TERN RS IR
W, 1—H5DUY— GBS PROANMNBRNICIRSIRLK< RSB, F-
APNICY°IJPNICTI(E. LA BMUFT—HIXR—-XZTCHEDIEE %=
2L CWBIEs, IREIREDIRRE(CENDTE TZED RLU AN EEH S
NIzJY) — AEEBAZEROAIIERN (CTR D,

« ROVO#EER(ZL [Not found] (C/3D. X5R(F [BZNHAIE
/nextUpdate] &EU. GEBAENRRTHIESE. €YD D ITD
J=8O(CIPNICOTALEAPNICOTALZ{FEZ D)

7 RUABEROFHE (RFA-BEIDIRD EWDSHNICIRDEHER
B (CBEE SIS SN VWS (CETFR,
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FUS URTEDER B < BB ERE R (4/4)

« ATSIVBMERE

« UV —X3FBAZ - ROA - CRL - ¥ZIJ X bhZEEfALCLND T —/{(U
M IS BT RATALAEGRICRSDTE D, UY—RGEBAEDOH
IRFEITOERIDIRENTERLLTE, BITHAFDUY — XEHRE -
ROA : CRL - ¥ZIJ T XA MCIIET77OTERTES,

o ERIBMHTHIIRIEFIPNICHAUNRS NUEERU TN, =5—
U)ﬁ%k&jfum/FU@WuE%H@%@&#T%% BRIk B
EIDHRKCEBIR DI IRt HH#HELR
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RPKID(I U 75

SREESIHSZE R (aRgEH— R/ TSUTR)
BRES (C T DEREE(C DL T
https://www.nic.ad.jp/ja/ip/id-procedure.html

SRBEGFEIIIASEZ2HIBA(CREIT (O359YR)
BRBEFEIAERTY =177/l
https://www.nic.ad.jp/doc/issue-manual-02.pdf

-_L
Y — EEBAE EROADFEITHIIG
https://rpki.nic.ad.jp/

= PHEEEZREO : ip-service@nir.nic.ad.jp

1\
| XT75c 1 | l (ET/zlZ rpki-query@nic.ad.jp)
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SRR —EX
https://www.nic.ad.jp/ja/rpki/
https://rpki.nic.ad.jp/

o IP7 RLADEIDIRD Z2 1T TLDHNMROAZEERLIZDRPKIMDCA
ZIUE5 LT TORITIEDTES,

ROAFvvS1H—)\
192.41.192.218 port 323

HAEEIRRPKI Validator
http://roa2.nic.ad.jp:8080/

JPNICODTrust Anchor
https://serv.nic.ad.jp/rpki/jpnic-preliminary-ca-si.tal

Copyright © 2018 Japan Network Information Center
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RPKI Tools

https://github.com/dragonresearch/rpki.net

Jun 18, 2006 — Nov 26, 2018 Contributions: Commits ~

Contributions to master, excluding merge commits

G0
40

20

2007 2008 2009 2010 201 2012 2013 2014 2015 2016 2007 2018

https://github.com/dragonresearch/rpki.net/graphs/contributors
© 2018 GitHub, Inc.

Copyright © 2018 Japan Network Information Center

31
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« RPKI Tools

e [BIREAFIT 1DEIDRASA RERU
« RPKI Validator

« https://github.com/RIPE-NCC/rpki-validator
« RPSTIR

« https://github.com/bgpsecurity/rpstir

« ROUTINATOR

« NLnetlLabs/routinator
https://github.com/NLnetLabs/routinator

’ P
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Cisco “BGP - Origin AS validation”

 Cisco Feature Navigatord& D
IOS XE - ISR 4451-X, ASR1002-X(Zh
IOX - ME3800, 7201(&»

Juniper “Origin Validation for BGP”

 Juniper Feature Explorerd& D
EX9200 - Junos OS 12.3R2, M7i - Junos OS 13.2R2, VMX -
Junos OS 14.1R5(EhH

Nokia(lHAlcatel-Lucent)
.+ SR OS 12.0.4RLAM%

Copyright © 2018 Japan Network Information Center
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NIST BGP Secure Routing Extension (BGP-SRx /
BGPSEC-10)

https://www-x.antd.nist.gov/bgpsrx/

o ASJURAREIE(C XTI

BIRD BGPsec

http://bird.network.cz/
http://www.securerouting.net/tools/bird/

o ASJCRAREIE(C XTI

FRRouting
https://github.com/FRRouting/frr

o AUDAREE(CSXTIG

Copyright © 2018 Japan Network Information Center
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« GOBGP

https://osrg.github.io/gobgp/
https://github.com/osrg/gobgp/
o AU AREE(CXTIG

C

Copyright © 2018 Japan Network Information Center
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 Firefox addon

« rtrlib/firefox-addon
https://github.com/rtrlib/firefox-addon

« Chrome iR

 rtrlib/chrome-extension
https://github.com/rtrlib/chrome-extension

’ P
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