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 IETEASSSL2.0/3.0% 501k

(MyTHE O UHIGHE)

« 201143AR

— RFC 6176: Prohibiting Secure Sockets Layer
(SSL) Version 2.0

» 2015456 R

— RFC 7568 :Deprecating Secure Sockets
_ayer Version 3.0

— http://disablessl|3.com/ by Michele Spagnuolo
How to disable SSLv3

This web page aims to become a one-stop resource on how to effectively disable SSLv3 in major web
browsers as well as in web, mail and other servers that may still be using it.
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draft-ietf-tls-rfc3244-bis

. 201848H TLS1.3 RFCH4T
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« FSOMERFOREZSHRAIEE
— https://tools.ietf.org/ntml/draft-ietf-tls-tls13
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« IETFEIFEGZS)ROM) THREICES
— https://tlswg.qgithub.io/tls13-spec/
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https://www.cryptrec.go.jp/symposium/201606

27 _invited1.pdf
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2018 9R TLST.ON IFROME

» SSL3.0% & ERIERD die-die-die FZTRFEAT
— https://tools.ietf.org/html/draft-ietf-tls-
oldversions-deprecate

— “Deprecating TLSv1.0 and TLSv1.1”

— BITIRRICET A RERIENEIE TSN TS
(-00 draft: WebHY—/\D XK RIZLLTD@EY)

e

| Name/Ref | Date | 88Lv8|TL8v U|TL8V |TL8v 2|TL8v |

+ ____________________________________________________________

| Alexa [1] 20180228 5 2.0 0.1 97.9
Cloudflare [2] | 20180518 0.0 9.3 0.2 84.9 .5
Firefox [3] 20180709 = 1.0 = 94.0 5.0
Chrome [4] 20180711 0.4 <0.1 =
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https://www.ssllabs.com/ssl-pulse/
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June 2019 Protocol Support

14.6 % of sites surveyed

Euppun thE_ TLS v1 .3 prl:ltul:l:ll QOO oo ereme e

20’551 EitEE + .D..E I:lJlll-{l L. R s e st

May 2019 Bt mermmemreemil
14.2 % (19,821 sites) B
. AOE - coovcommrmemenpemmmrs —
DL e é
;
U S —— -

S5Lv20 55Lv3.0  TLSw1.D  TLSw11  TLS5v1Z2 TLSv13

2% K. Urushima& A http://blog.livedoor.jp/k_urushima/archives/1786599.html
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IN—2a 51T EIR (2019-11)

https://www.sslIabs.com/ssl-pulglssu"2

3 s . e
i - iﬁﬁﬁﬁ?ﬁ\'ltb\of:%kl@%
— BTLs 1.2
EE':* BTLs 1.3

2018 rAvEEY,
June 2019 November 2019
14.8 % of sites surveyed 15.4 % of sites surveyed
support the TL3 v1.3 protocol | support the TLS v1.3 protocol

20,661 sites + 0.6 % 20,602 sites - 3.0 %

May 2019 " October 2019
14.2 % (19,821 sites) 18.4 % (25,602 sites)

20%

0 S— -

SSLv20 SSLv30 TLSwviD TLSwvw1A TLS v1.2 TLSv1.3

TR T

2% K. Urushima& A http://blog.livedoor.jp/k_urushima/archives/1 786599.html
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version || 2016-10 | 2017-04 | 2019-01 | 2019-06
SSL2.0 0 0 0 0
SSL3.0 8 3 2 2
TLS1.0 55 55 Hd 55
TLS1.1 18 2 23 39
TLS1.2 36 37 H3 53
TLS1.3 - - 0 0

% 1: SSL/TLS /N— ¥ 3 ViR

SSL3.0/TLS1.0D &3t ELNVO YA ETFEE
B REBNTH?
ZIZHeg5 &LV FIE 2 M (FTY)
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rank || 2019-01 | 2019-06
A 3 4
B 48 47
C 2 2
D 0 0
F 5,

K 2. T 27 DAL

reason 2019-01 | 2019-06

nok'S 44 41
noAEAD 35 33
weakDH 8 9

% 3: B 77 MERERDOZA

« noFS :Forward Secrecy XM 7 I)LO1) X LIZFRFE I
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20184E10 8 TLS1.0/1. 1B D A1

« BTSNV —DREEFIC
2020FRTHIZE|IMIL S BT F IR
— Chrome, Edge/lE, Firefox, Safari

"(

2020 & IE, Edge T TLS 1.0, 1.1 T
DiEfeiEIMb, Rz |

v =30 00 EX

CAICE, IBRDDNTT,

WAPETT

<20V T BTl Transport Layer Security (TLS) 1.0, 1.1 oF|E=EIEL. KDZE2ETO
ROILTdHD TLS 1.2 LIEAOBTEHBELTVEY . (B2 BXxJ0O0 [IT EEEm] TLS
1.2 "OBiTEEELTVEY)

2020 £F g, Internet Explorer 11, Microsoft Edge (CT. TLS 1.0 KU TLS 1.1 8%
ETEMLT SIEBRITSFETT.

https://blogs.technet.microsoft.com/jpsecurity/2018/10/16/tlsdeprecation/

=TIy
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“By 2020-01-01"

SP 800-52 Rev. 2(Draft) A

A\ Obsoleted on October 15, 2018 by SP 800-52 Rev. 2 (Draft).

Guidelines for the Selection, Configuration, and Use of Transport Layer

Security (TLS) Implementations
f G+ ¥

Date Published: November 2017
Comments Due: February 1, 2018 (public comment period is CLOSED)
Email Questions to: sp80052-comments@nist.gov

Author(s)
Kerry McKay (NIST), David Cooper (NIST)

Announcement

NIST announces the release of draft Special Publication 500-52 Revision 2, Guidelines for the Selection, Configuration, and
Use of Transport Layer Security (TLS) Implementations. Transport Layer Security (TLS) provides mechanisms to protect data
during electronic dissemination across the Internet. This Special Publication provides guidance to the selection and
configuration of TLS protocol implementations while making effective use of Federal Information Processing Standards (FIPS)
and NIST-recommended cryptographic algorithms. It requires that TLS 1.2 configured with FIPS-based cipher suites be
supported by all government TLS servers and clients and recommends that agencies develop migration plans to support TLS
1.3 by January 1, 2020. This Special Publication also provides guidance on certificates and TLS extensions that impact
security.

https://csrc.nist.gov/publications/detail/sp/800-52/rev-2/archive/2017-11-15

© 2019 Internet Initiative Japan Inc.

DOCUMENTATION

Publication:
Draft SP 800-52 Rev. 2

Supplemental Material:
[A comments received (pdf)

Document History:

11/15/17: SP 800-52 Rev. 2 (Draft)
10/15/18: SP 800-52 Rev. 2 (Draft)
08/29/19: SP 800-52 Rev. 2 (Final)

TOPICS

Security and Privacy
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fafm By 2024-01-01"

Gmdellnes for the Selection, Configuration, and Use of

Transport Layer Security (TLS) Implementations: NIST SP 800-
52 Rev. 2

August 29, 2019

NIST announces the publication of NIST Special Publication (SP)_800-52 Revision 2, Guidelines for the
Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations, which provides

guidance for selecting and configuring TLS protocol implementations while making effective use of Federal
Information Processing Standards (FIPS) and NIST-recommended cryptographic algorithms. It requires
that all government TLS servers and clients support TLS 1.2 configured with FIPS-based cipher suites and

recommends that agencies developlmigration plans to support TLS 1.3 by January 1, 2024. Il'his Special

Publication also provides guidance on certificates and TLS extensions that impact security.

T

https://csrc.nist.gov/News/2019/nist-publishes-sp-800-52-revision-2

- © 2019 Internet Initiative Japan Inc.
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Padding Oracle Attack® 7=l &£

« 9H :BEASTIZ (CVE-2011-3389)
- SSL 3.0/TLS 1.0 ZFERAL TSI 5VH D CBC E—FIZHLTER
EXREETSIETITTIHRND Cookie ZAFTBHY—ILENF
— TAYY T ETRGLNARSEDEHR R ESFKBIZRL, EF
[ZPayPalh oDt F 177 CookiexZERL TAT A HEREAIEIZEH
H5EVNSTEELH
« 108 : XMLEEF1L{LHk
— WebH—E XD EEY%plaintext validity oracle &L THIFE
— XML Parser DT5—DEKREZFERLEN LA K ITT—
« 128 :TLS1.2IZH1+5 Truncated HMACH] FAFF D [l =B
— RFCB066 CTRRE SN T-HLEHEED UV D THSTruncated HMACE
FALNV=TLS1. 2 IEIZH T B HET5 14 AN/ B
— BEOHMACTIEAL, 80E VMY D= T—2%EMAC(T—E2D
TEEMERIIT DR F)EL TR AT SRR A X ORI R E

0 L L
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» SSL/TLSTCompression(T#E)EaEE=E LTINS —

A TCookie Z T AT EMN B

» BIZEILRSDT—2ZEMLIZELTE, EMEAICZFRILX

%’Eaith\&?h\fﬁ‘iwﬁéh\”'bé&b\
fA &IT—THERIET—3%ETTS

Lucky13% % (201342 8)

|||n|

EEZAHLT

* SSL/ITLSADRA(IVIKE. BEREDEVMLIFHRET

ERT AT A FYRILKAEZEDI1EEZR VNN LTITOFIE

« CBCE—FZEHLLY, HLLIXZMACEL THMAC-SHA17:

ETI3H<AEAD(BB S L LB FE S £ ABICITS AR )%
ALva. HlZIE GCME—FAOCCME—FRIEE.
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o« BHfMZI XK AL CBCEFEHLLY
—Lucky13(2H58) M A#:RC4AFEHD !

 Lucky Thirteen: Breaking the TLS and DTLS
Record Protocols

 http://www.isg.rhul.ac.uk/tls/Lucky13.html

« LALRC44FET-(3A13H)
» Breaking the TLS and DTLS Record Protocols
 http://www.isg.rhul.ac.uk/tls

+ AEADDERFEHERE. ..
REFESHINEID ? +HAEERHMEERERTEIN? |

2013438 FEIEHRATHES T —923v7 [CBCE—FDOHRAE (LVFE) ~CBCE—FIZfAIAEI>TLEMN? ] |
— © 2019 Internet Initiative Japan Inc.
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USENIX SEC 2019 THE ¥

https://www.usenix.org/conference/usenixsecurity19/presentation-21

28™ SENIX

SECURITY SYMPOSIUM

Scalable Scanning and Automatic Classification of TLS Padding
Oracle Vulnerabilities

Authors:
Robert Merget and Juraj Somorovsky, Ruhr University Bochum,; Nimrod Aviram, Tel Aviv University; Craig Young, Tripwire VERT, Janis Fliegenschmidt and Jorg
Schwenk, Ruhr University Bochum; Yuval Shavitt, Tel Aviv University

Abstract:
This paper is ind will be refeased to the public on the first day of the symposium, August 14, 2079.

The TLS protocol provides encryption, data integrity, and authentication on the modern Internet. Despite the protocol's importance, currently-deployed TLS
versions use obsolete cryptographic algorithms which have been broken using various attacks. One prominent class of such attacks is CBC padding oracle
attacks. These attacks allow an adversary to decrypt TLS traffic by observing different server behaviors which depend on the validity of CBC padding.

We present the first large-scale scan for CBC padding oracle vulnerabilities in TLS implementations on the modern Internet. Qur scan revealed vulnerabilities
in 1.83% of the Alexa Top Million websites, detecting nearly 100 different vulnerabilities. Our scanner observes subtle differences in server behavior, such as
responding with different TLS alerts, or with different TCP header flags.

J%h " “il.atilh !
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TLS Padding Oracles

The TLS protecol provides encryption, data integrity, and authentication on the modern Internet. Despite the protocol’s
importance, currently-deployed TLS versions use obsoclete cryptographic algorithms which have been broken using various
attacks. One prominent class of such attacks is CBC padding oracle attacks. These attacks allow an adversary to decrypt TLS
traffic by observing different server behaviors which depend on the validity of CBC padding.

We evaluated the Alexa Top Millicn Websites
vulnerabilities if 1.83% of them, detecting nearly 100 different vulnerabilitieq These padding oracles stem from subtle

for CBC padding cracle vulnerabilities in TLS implementations and revealed

differences in server behavior, such as responding with different TLS alerts, or with different TCP header flags. We suspect the
subtlety of different server responses is the reason these padding oracles were not detected previously.

The currently identified and fixed vulnerabilities are:

=
=
||

—
=
=
|
E—

e OpenSSL. CVE-2019-1559. OpenSSL Security Advisory: 0-byte record padding oracle

e Citrix. CVE-2019-6485. TLS Padding Oracle Vulnerability in Citrix Application Delivery Controller (ADC) and NetScaler
Gateway.

e F5. CVE-2019-6593. TMM TLS virtual server vulnerability CVE-2019-6593.
e SonicWall SonicOs. CVE-2019-7477. SonicOS & SonicOSv CBC Cipher TLS Padding Vulnerability.

The disclosure process is still running IMiﬂ"I a handful of vendors. Some of them consider to disable or even completely

remove CBC cipher suites from their products.

https://github.com/RUB-NDS/TLS-Padding-Oracles

© 2019 Internet Initiative Japan Inc.




B A (CVE-2019-1559)

* OpenSSL Security Advisory [26 February 2019]
0-byte record padding oracle (CVE-2019-1559)

« Severity: Moderate

« |f an application encounters a fatal protocol error and then calls
SSL_shutdown() twice (once to send a close_notify, and once to
receive one) then OpenSSL can respond differently to the calling
application if a O byte record is received with invalid padding
compared to if a O byte record is received with an invalid MAC. If the
application then behaves differently based on that in a way that is
detectable to the remote peer, then this amounts to a padding oracle
that could be used to decrypt data.

« In order for this to be exploitable "non-stitched" ciphersuites must be
in use. Stitched ciphersuites are optimised implementations of
certain commonly used ciphersuites. Also the application must call
SSL_shutdown() twice even if a protocol error has occurred
(applications should not do this but some do anyway).

AEAD ciphersuites are not impacted.

T

https://www.openssl.org/news/secadv/20190226.txt|

© 2019 Internet Initiative Japan Inc. 47
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. draft 02
— Remove custom DHE groups.
: — Remove support for compression.
= — Remove support for static RSA and DH key
exchange.
- — Remove support for non-AEAD ciphers.
e draft-03
— Remove the unnecessary length field from the AD
iInput to AEAD ciphers.
 draft-06 =
— Prohibit RC4 negotiation for backwards compatibility. =

https://tlswg.org/tls13-spec/draft-ietf-tls-tls13.htm|==
© 2019 Internet Initiative Japan Inc. 45‘»1“_|
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draft-ietf-tls-rfc3246-bis [0

draft-jetf-tls-tls13 (07 010 12 (13 |14 |15 16 (18 |
resse
I I I 1 T I I I T I I I T I T 1 I T I T I
e b ki ) 1y e g W b o o o b ol B o o A D S N
e ~ ~ = ~ ~ M e ~ ~ e T ~ ~ ~ L o L%
¥ 8 vy & ¥ é:? & g Ri _:? R ef? _:;? R ¥ & & ¥ &
& & : 5 o &
Ky g & I~ ¥ g evFSo F &F 9 S e X

« draft-07
— Integration of semi-ephemeral DH proposal.
— Remove resumption and replace with PSK + tickets.
— Move to HKDF.

e draft-08

— Remove support for weak and lesser used named
curves.

— Remove support for MD5 and SHA-224 hashes with
signatures.

TR T i
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rfc8446

draft-ietf-tls-rfc5246-bis il
draft-jetf-tls-tls13 01 02 03 (04 05 lto7 010 11 12 13 |14 |15 1618
I T I

I
§ 8§ 5 8

g
I e o o B 2 5 A P

[ = Ly o 3 & R o L ¥ e o Ly -
< g <€ ¥ g Fo S F & F &0 x ¢ % £ T -

 draft-0
— Change to RSA-PSS signatures for
handshake messages.
— Remove support for DSA.

— Deprecate SHA-1 with signatures.

e draft-11

— Port the CFRG curves & signatures work from
RFC4492bis.

e
N
5

MM b

© 2019 Internet Initiative Japan Inc.
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2016461 B DES = DHET

* https://tlswq.github.io/tls13-spec/#rfc.appendix.A.4

Cipher Suite Name

TLS DHE _RSA WITH_AES 128 GCM_SHA256

TLS _DHE_RSA WITH_AES 256 _GCM_SHA384

TLS ECDHE ECDSA WITH_AES 128 GCM_SHAZ256
TLS_ECDHE_ECDSA_WITH_AES_256 GCM_SHA384
TLS _ECDHE_RSA WITH_AES_ 128 GCM_SHA256
TLS ECDHE_RSA WITH_AES 256 GCM_SHA384
TLS DHE_RSA WITH_AES_128 CCM

TLS DHE_RSA WITH_AES 256 CCM

TLS DHE_RSA WITH_AES_ 128 CCM_8

TLS DHE_RSA WITH_AES 256 CCM 8

TLS _ECDHE_RSA_WITH_CHACHA20 POLY1305_SHA256

Value Specification
{0x00,0x9E} [RFC5288]
{0x00,0x9F} [RFC5288]
{0xC0,0x2B} [RFC5289]
{0xC0,0x2C} [RFC5289]
{0xCO0,0x2F} [RFC5289]
{0xC0,0x30} [RFC5289]
{0xC0,0x9E} [RFCE655]
{0xC0 0x9F) [RFCE655]
10xCO0,0xA2} [RFCEE55]
{0xC0,0xA3} [RFCB655]

ITBD,TED} [I-D.ietf-tls-chacha20-
poly1305]

LT

T .

TLS_ECDHE_ECDSA_WITH_CHACHA20_ POLY1305 SHA256 {TBD TBD} [I-D.ietf-tls-chacha20-

TLS_DHE_RSA_WITH_CHACHA20 POLY1305 SHA256

poly1305]
{TBD, TBD} [I-D.ietf-tls-chacha20-

TLS_(8#H) _(F4) _(AEADDTILITYRXL) _(7vwi aBE8H) poly1305]

© 2U1Y Internet Iiniuatuve Japan inc.
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draft-ietf-tls-rfc3246-bis [0
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e draft-13

— Require DH public keys and secrets to be
zero-padded to the size of the group.

 draft-14
— Define ecdsa _sha1 (%). :

C r @& https//mitls.org/tron2/ B « 2 @ |

° draft'1 5 IEEE Security & Privacy 2016 TLS 1.3 Meetup

— Removeweld RRN G- teXxdt:d

Time and Place

The meetup will be held on Thursday, May 26 at the Mozilla (331 E. Evelyn Avenue) in Mountain View (directions).
Mozilla offices are well connected by public transportation (Moutzain View Caltrain station, direct from San Jose; Evelyn light rail
station). Alternatively, Uber and Lyft work very well in the Silicon Valley.

Organizers:

& Frir Reerarla (Mazilla) Talr at rifm cam
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draft-ietf-tls-rfc3246-bis [0
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. draft-16

— Change RSASSA-PSS and EdDSA
SighatureScheme codepoints for better
backwards compatibility (*)

e draft-23
— Add some text on the security of static RSA.

LR T AR e
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DESIZTLS1.2TRRIZHERRF A
RC4[ZDULVTHRFC7465H 20152 125
TSN EZRITTHRRFE A

CBCHE B E—FHEkR. @SS &L TIE
AEAD (Authenticated Encryption with
Associated Data) M & D F| F I Z#f—

— ChaCha20-Poly1305A'AES-GCM& 3l A TEE
£ W,%8 (Mandatory Algorithms)
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» MD5, SHA-224 Z#kfr (MUST NOT)

« SHA-1 [& SHOULD NOT

- BRABBMED-HDSHA-1HR—F
- HIZSHA-1E & TORBEHILIE YR —
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CipherSuites D f§& 1t

« 5DMCipherSuitesDHERE

— (ChETOHCipherSuiteséRCFEUN A TLMND M ?)
— ~ =—1 = ~ oz
s ITNETORABDLEEH 1M LTYRHERIE
o o +
Description Value
e T R S R R e e
TLS AES 178 GCM SHAYZSE 10x13,0x07} | musT
Tho AES 256 GEM SHASG4 10x13,0x02} | sSHOULD
TLo CHACHAZO POLYT305 SHAZDEO 10x13,0x03} | sHOULD
TLs AES 128 CEM SHAZEB 10%13,0x04 }
TL5_ AES 128 CCM: 8 SHAZRE 10%13,0x05}
ety o +

r-llﬂll'ﬂ'”!l il

TLS_(AEADD 7 I)LTYRX L) _ (1w aBEH)
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IANATIREDZIE/NTA—4

- Transport Layer Security (TLS) Parameters
Z Emﬂt&?ﬂﬂﬁ-ﬂﬂ—ﬂ

Last Updated

2019-04-22

Available Formats

=7 | ==l
| €550 15 el
|Z !.:t |a_ 3 =4

XML HTML Plain text

Registries included below

TLS ClientCertificate Type ldentifiers

TLS Cipher Suites

TLS ContentType

TLS Alerts

TLS HandshakeType

TLS Supported Groups

TLS EC Point Formats

ILS EC Curve Types

TLS Supplemental Data Formats {SupplementalDataType)

TLS SignatureAlgorithm

TLS HashAlgorithm

TLS Exporter Labels

TLS Authorization Data Formats
ILS Heartbeat Message Types
TLS Heartbeat Modes

TLS SignatureScheme

TLS PskKeyExchangeMode

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml
© 2019 Internet Initiative Japan Inc. -
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CCM 8 SHA256 HEED T 1L

Value [T

[
=i
[
=

=
[
E
—

013, 0x01
013, 0x02
013, 0x03
013, 0x04
013, 0x05

Description

TLS_AES_128_GCM_SHA256
TLS_AES 256 _GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES 128 _CCM_SHA256
TLS_AES_128 _CCM_8 SHA256

DTLS- Recommended
OK [T =]

= < =< =< =

Y
Y
Y
h
N

B.3 TLS registry updates (Benjamin Kaduk)

The management issue was discussed. The IESG agreed to use IESG Action
to effect a "Y"->"N" change in the value of the "Recommended™ column for
the fol lowing TLS registry entries:

o TLS AES 128 CCM B SHAZSE in the TLS Cipher Suites registry
o truncated hmac in the TLS ExtensionTvpe Yalues registry

https://www6.ietf.org/iesg/minutes/2018/minutes-2018-08-16.txt

© 2019 Internet Initiative Japan Inc.
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B.35.1.3. Signature Algorithm Extension

enum {

/* RSASSA-PKC31-vl1 5 algorithms */
rsa_pkcsl_shal256(8x8481)., MUST for certificates
rsa_pkcsl sha384(8x8581),

rsa_pkcsl shadl2({8x85601),

/* ECDSA algorithms ¥/
ecdsa_secp256rl_shal56(@xe483) . MUST
ecdsa_secp384rl sha384(@xe583),
ecdsa_secp521rl sha512(@x8683),

/* RSASSA-PSS algorithms with public key O0ID rsaEncryption ¥/

rsa_pss_rsae_shal56(@x0804)MUST for CertificateVerify and certificates
rsa_pss_rsae sha384(BxB885),
rsa_pss_rsae sha512{@xB386),

/* EADSA algorithms #*/

ed25519(@x0Re7),
ed448(Bx@REB),

Edwardsphi#E £ ® Schnorr L5447 EADSA

/* RSASSA-PS5S algorithms with public key OID RSASSA-PSS */
rsa_pss_pss_shallo(0x88e9),
rsa pss_pss_shal’iB84(8xBERa),
rsa_pss_pss_sha5bl2(@x88@b),

/* Legacy algorithms */
rsa_pkcsl shal(@x8281),
ecdsa_shal(@x@283),

et Y
b ks
’ ﬁwﬂ

} Si@natureﬂdheme;

© 2019 Internet Initiative Japan Inc.
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4.2.7. Supported Groups

When sent by the client, the "supported groups" extension indicates
the named groups which the client supports for key exchange, ordered
from most preferred to least preferred.

enum {

/¥ Elliptic Curve Groups (ECDHE) */
MUST secp256rl(8x8817), secp384rl1(Bx0618), secp521irl(@x8e19),
SHOULD x25519(8x001D), x448(60xe01E),

LT

/¥ Finite Field Groups (DHE) */
ffdhelo48(Bx8188), ffdhe3872(Bx0101), fidhed4896({Ex8182),
ffdhebtld4(Bx0183), ffdheB8192(Bx0104),

T .

/* Reserved Code Points ¥/
ffdhe private use(©Ox01FC. .0x01FF),
ecdhe private use(©OxFEBO..0xFEFF),
{8xFFFF)

+ NamedGroup;

secp256r1, secp384r1, secp521r1: Standards for Efficient Cryptography Group,
SEC 2: "Recommended Elliptic Curve Domain Parameters® http://www.secg.org/sec2-v2.pdf

x25519, x448:"Elliptic Curves for Security”, https://datatracker.ietf.org/doc/rfc7748/

© 2019 Internet Initiative Japan Inc.
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Beyond TLS1.3
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| l_ntern“"""

. Chrome Platform All features  Releases Samples | Stats

Status

CECPQ]_ in TLS Network / Connectivity =

CECPQ1 is a post-quantum cipher suite: one that is designed to provide confidentiality even
against an attacker who possesses a large quantum computer. It is a key-agreement algorithm
plugged into TLS that combines X25519 and NewHope, a ring-learning-with-errors primitive. Even
iIf NewHope turns out to be breakable, the X25519 key-agreement will ensure that it provides at
least the secunty of our existing connections.

This is only an experiment and will only be used on a small fraction of HTT

Documentation

https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html
https://www.imperialviolet.org/2015/12/24/rlwe.html
https://eprint.iacr.org/2015/1092

Status in Chromium

Blink components: Blink

Enabled by default (tracking bug) in:
Chrome for desktop release 54

https://www.chromestatus.com/feature/5749214348836864

© 2019 Internet Initiative Japan Inc.
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* Microsoft Research, Open Quantum Safe library
— https://github.com/open-quantum-safe/
— https://qtesla.org/

* Google, Post-quantum confidentiality for TLS

— https://www.imperialviolet.org/2018/04/11/pqconftls.ht
ml

* CloudFlare, Introducing CIRCL: An Advanced
Cryptographic Library

— https://blog.cloudflare.com/introducing-circl/

_—
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—
|
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' PQC Standardization Process: Second Round Candidate

L]

Ll

O LR T R A1

January 30, 2019
f G+ ¥
After over a year of evaluation, NIST would like to announce the candidates that will be moving on to the 2nd round of the NIST PQC
Standardization Process.
The 17 Second-Round Candidate public-key encryption and key-establishment algorithms are:
=| BIKE
= Classic McEliece
« CRYSTALS-KYBER The 9 Second Round Candidates for digital signatures are:
* FodoiEm « CRYSTALS-DILITHIUM
= W « FALCON
" .« GeMSS
» LEDAcrypt (merger of LEDAkem/LEDApKC) . LUOV
» | NewHope . MODSS
» NTRU (merger of NTRUENCrypt/NTRU-HRSS-KEM) S —
« NTRU Prime « [qTESLA
« NTS-KEM -
* Rainbow
» ROLLO (merger of LAKE/LOCKER/Ouroboros-R) . SPHINCS:
» Round5 (merger of Hila5/Round2)
« RQC
= SABER
= ISIKE
» Three Bears https://csrc.nist.gov/news/2019/pgc-standardization-process-2nd-round-candidates

© 2019 Internet Initiative Japan Inc.
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* Post-quantum TLS now supported in AWS
KMS by Andrew Hopkins (04 NOV 2019)

— https://aws.amazon.com/jp/blogs/security/post

-quantum-tls-now-supported-in-aws-kms/
— BIKE, SIKE
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PRISM

TOP SECRET/SIFORCON/NOFORN "Hf. Hotmail’

Ogl
. Gmail P S

YAHGD' 3

=
S
E

L
E
=
—

asssuney PRISM Collection D:

r----—

| PRINTALUL

FBI DITU 93532

Data
Provider
(Yahoo,

Google, etc.) SCISSOR
1132

Protoco
- Explontati

Prrescein o 2213

© 2019 Internet Initiative Japan Inc.

http://en.wikipedia.org/wiki/Global_surveillance disclosures (2013%E2%80%93present)

(TR TR



L LWL LN R

"IETF 88 — Pervasive Surveillance

Youl T3

IETF 88 Technical Plenary: Hardening The Internet

. IETF - Internet Engineering Task Force

http://www.youtube.com/watch?v=0V71hhEpQ20

© 2019 Internet Initiative Japan Inc.
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E.J. Showden

2014411 AIAB=HA

— https://www.iab.org/2014/11/14/iab-statement-on-
|nternet-Conf|dent|a||ty/ &9 Internet Architecture

1AB Board

—_— Home About  Activiies Documents Liaisons Appeals IAB Mailing Lists

— Rea

= IAB Statement on Internet Confidentiality

Fosted on 2014-11-14

by Cindy Morgan i
In 1996, the IAB and IESG recognized that the growth of the Internet depended on users having confidence that the network would protect their
private information. RFC 1984 documented this need. Since that time, we have seen evidence that the capabilities and activities of attackers are !
greater and more pervasive than previously known. The IAB now believes it is important for protocol designers, developers, and operators to

make encryptmn Ihe nmm lor \nlemet trafﬁc Enclypt\on shou\d he authent\caled where possible, but even protocols praviding confidentiality
withouit anthes nAn; descrihad in REC 7258

- N ARG REERLIZAIZITE ...
- £EEES L BITIABIRMNTLEST,
- B ! R TOBEFEEFSILLIZLZZOA.

TH, TNTLSLw7%{TLLR?
E2EH9) IPsectiE D KUY T DL A THiN—
C2CHY) SIMIME, GnuPG7&& TH/N\—

© 2019 Internet Initiative Japan Inc.
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For example, Japan is an outlier

Pl o) 10:46/30:7

USENIX Security 17 - Measuring HTTPS Adoption on the Web

359 [Ol1RASE

L

© 2019 Internet Initiative Japan Inc.
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For example, Japan is an outlier

USENIX Security 17 - Measuring HTTPS Adoption on the Web
358 [EEkE https://www.youtube.com/watch?v=toaROuSabK3s
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TLS * anon WITH *

1771

« FE51LONLY CipherSuitesDEE(L ?
_ TLS_DH_anon_WITH_CAMELLIA 256_CBC_SHA

o LEO-BRILSEEAZATHENER(IE)
TLS 1.3 Authentication and Integrity only Ciphersuites

draft-camwinget-tls-ts13-macciphersuites-04

Status  IESGevaluationrecord  IESGwriteups  Email expansions  History

Versions 00 01 02 O3 m -
draft-camwinget-tls-ts15-macciphersuites Jili] 5'
|
==} == [==] (=] (=1 -
~ ~ ~ Sl =

$ § § F

s & L o L5

$ & § SR

Document Type Active Internet-Draft (individual)

Last updated 2019-07-08 pnq.//datatracker.ietf.org/doc/draft-camwinget-tis-ts13-macciphersuites

© 2019 Internet Initiative Japan Inc.
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https://www.iij.ad.jp/dev/report/iir/022/01_04.html
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3. Flaw
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— NUR T (RTEM EZESIE

TLS1.3IZHITH5FEE
(7A— 7A— & 70—)

TLS1.3TZzLEL ELI=D @EvrRER)
« (0: Version) #ILWLWA—U3  TOREEE

(1: Confd.) 7T Rz 7 I TYX LA XD

— J0vIEE +MACHSAEADA~NDiFE—

- BENTARFrRILBHBELRERL OHERR

« (2:Priv) oA NS EHREADOX L

— Perfect Forward Secrecy (PFS) 4514

s (3:Flaw)ZO0—REBELT/N\I+—I RKE
— TLS1.2 2-RTT — TLS1.3 1-RTT, O-RTT
— SDPY/QUICHS DEUY—HTTP/3A
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20—@M;&L\ (Full Handshake)

7172k

ClientHello

Certificate
ClientKeyExchange
CertificateVerify

ChangeCipherSpec

TLS1.2

Y= 7Yk TLS1.3 41 @
ClientHello =
ServerHello -]
EncryptedExtensions T
Servertell " SenvérConfiguration || |
Certifcate L ceriteate |
ServerkeyExchange | Certicatefoquest || |
CertifcateRequest 1 Certicateverity |||
ServerHelloDone | Finished ;
E

‘Certificate

ChangeCipherSpec

. CertificateVerify

........................

Finished

-~ opplcatondata
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» TIS1.3

ClientHello —»

*+— ServerHello
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https://www.ipa.go.jp/security/ipg/documents/ipa-cryptrec-gl-3001-2.0.pdf
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Council of Anti-Phishing Japan G hAEIRR | || mm

Ll bl

[ :: HOME [ nZa-% y SR ' OEBEORRA [::v-tzgiamgwr\ 74y LY IHERRRICOVT

HOME > =12 > BESHSORHMSE > [E3] &7 59H(CLS SSL/ TLS H—) GEEZORROEL (2019/10/21)

= mgigﬁxaq)ﬁ;na.ﬁ_—f R —

I [E#] T STH(CLD SSL / TLS H—/GIREORFDIE (2019/10/21)

20194104218

https://www.antiphishing.jp/news/info/_ssl_20191021.html
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I5-1-F: SEC_ERROR_UNKNOWN_ISSUER
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1712 DFirefoxHh 5

(¢ ‘Q‘ @ @ https;//wew.cryptrec.gojp e 1:"1‘ Q Search N &
Certificate Viewer "www.cryptrec.go.jp # || @ Page Info - https:/fwww.cryptrec.go.jp/ = U b
General Details ﬁ' Eu +c"; fErl\

General Media Permissions = Secunty
This certificate has been verified for the following uses:

55L Server Certificate Website |dentity
Website: www.cryptrec.go.jp

mc Owner: This website does not supply ownership information.
Commn Name (cN)  [SRESTEREES
ommon Name (CN) - CIMISTRESEIE o Verified by:  SECOM Trust Systems CO..LTD.
Organization (0} Ministry of Internal Affairs and Communications .
Organizational Unit (OU) <MNot Part Of Certificate> Ll Su o
Serial Number 31:B2:50:64:65:57:21:BF View Certificate
Issued By : :
Common Name (CN)  SECOM Passport for Web SR 3.0 CA Privacy & History =
Organization (O} SECOM Trust Systems CO.LTD. e Lt el bnStie pokoc T Ha ‘
Organizational Unit (OU) <Mot Part Of Certificate> Is this ‘:’Eb:itf storing information (cockies) on my No | View Cuol_('les_| e
computer? |
Period of Validity —]
Begins On Thursday, June 14, 2018 Have | saved any passwords for this website? No ! View Saved Passwords | = |
Expires On Sunday, June 14, 2020 A . —
|| Technical Details |
Fingerprints . ., s |
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_5HA256, 128 bit keys, TLS 1.2) —
SHA-256 Fingerprint DB:02:3d4: 10047 26 DACEG1:h0:Da OFFT AT 13690 T 7 : -
A4:DB:DO:FO-48:FO83:62 1 AC:FB:28:02:4D:21:C8:BC The page you are viewing was encrypted before being transmitted owver the Internet. - |
SHA1 Fingerprint Fa4:3D:45:DB:25:2 006 1:F7:47:49:09:1 111 BN 61 E:E0: 7 1:E0:55:AA Encryption makes it difficult for unauthorized people to view information traveling between '_

computers. It is therefore unlikely that anyone read this page as it traveled across the network.

= TOPICS—§E~

OO RETHAT = TS AU S —
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2018F10AFETHD

name languag
fizz C++ C/S
NSS C C/S
int Go C/S
ngsb OCaml C/S
ProtoTL JavaScri c/S
S pt
miTLS F* C/S
Tris Go C/S
BoringS c c/S
SL
XVlresharC other
picotls C C/S
rustls Rust C/S
w Haskell C/S
Lleto C# S
—p—f S C/S
wolfSSL C C/S
GnuTLS C C/S
tlslite-ng Python C/S
C

Hafiimmmnr DidlhAn

TLS1.33E3&4K;

role(s) version

-28
RFC 8446
-18

-11

-13

RFC 8446
RFC 8446
-23, -28, RFC
8446

-18 to -28, RFC

8446

-18,-21,-23,-26

-28 (final on
branch)

-28
-18
RFC 8446

-18/-22/-23/-26/-

28
-28

RFC 8446

DCM OAAR

features/limitations https://github.com/tlswg/tls13-spec/wiki/Implementations

Based on libsodium, includes secure design abstractions. Zero-copy for advanced pe
Almost everything, except post-handshake auth and X448

PSK resumption, 0-RTT, HRR

PSK/DHE-PSK, no EC*, no client auth, no ORTT -- live server at tls13test.ngsb.io por
ping @hannesm, contains a static PSK/DHE_PSK token: id: 0x0000secret:

EC/DHE/PSK, no HelloRetryRequest

EC/DHE/PSK/0-RTT, no RSA-PSS, no post-HS-auth, no ESNI
ECDHE/PSK/0-RTT, no HelloRetryRequest

P-256, X25519, HelloRetryRequest, resumption, 0-RTT, KeyUpdate

Full decryption and dissection support for drafts 19-21 since 2.4.0 (keylog format). St
since 2.4.3, -23 since 2.4.5, -24 to -28 (+ORTT trial decryption) since 2.6.0. Tracking |
P-256, X25519, HelloRetryRequest, resumption, 0O-RTT

P-256/P-384/curve25519, HRR, resumption, 0-RTT client

ECDHE w/ P* and X*, full, HRR, PSK, ORTT

DHE, X25519, AES, no PSK no ORTT. Tested against NSS

P-256, P-384, P-521, X25519, X448, Ed25519, Ed448, HelloRetryRequest, resumptit
stateless server, Post-handshake auth, KeyUpdate, RSA-PSS certs, no FFDHE
P-256, P-384, X25519, Ed25519, HelloRetryRequest, resumption, PSK, 0-RTT, CCS
Post-Handshake Auth, KeyUpdate

P-256, P-384, X25519, FFDHE, RSA-PSS (keys and certs), HelloRetryRequest, Key!
ECDHE (all), EdDHE (X25519, X448), FFDHE (all), AES-GCM, Chacha20, HelloRetr
and certificate signatures, cookie extension, CCS, PSK, resumption, no ECDSA certi
ECDHE (all), EdDHE (x25519, X448), FFDHE (all), AES-GCM, Chacha20, RSA, Hell



TLS1.354 75" [RFC8446 TIE75<

InternetDraft (&) IRt 7F7E

o KHICEIFI-FA4TIVHEIEIHIEEFDELEDNE NN,
REZEDHEEE-7ILJOVXLEHLIDTERE

23 .98 P-256, X25519,
BoringSSL RF(’B 84;16 HelloRetryRequest, resumption,
0-RTT, KeyUpdate

]

P-256, P-384, P-521,

X25519, X448, Ed25519,

Ed448, HelloRetryRequest,
resumption, PSK, 0-RTT, CCS,
cookies, stateless server,
Post-handshake auth, KeyUpdate,
RSA-PSS certs, no FFDHE

Open RFC
SSL 8446

LU LR RS

Z
wn

RFC 8446 Almost everything, except post-handshake auth and X448

— © 2019 Internet Initiative Japan Inc.
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Security overview

This page is secure (valid HTTP<"

a AEFASE X

B Certificate - valid and trusted hR 2 EERAM/TA

The connection to this site is using B -

by CloudFlare Inc ECC CA-2. 6y |[SING v

Vi tificat F
iew certificate TR & "
ElZ&/N\ya FPIV]... sha256

B  Connection - secure connection st |EI&{TH& CloudFlare Inc ECC CA-2, CloudFlare, Inc., San ...

ElEshEAEOREEE 2019F3H16H 9:00:00
ElEEFO¥ET 2020638168 21:00:00
EYTII blog.cloudflare.com, CloudFlare, Inc., San Fran...

The connection to this site is encry,
X25519, and AES_128 GCM.

ECC (256 Bits)
El4B3¥-0/$5%X—.. ECDSA_P256

All resources on this page are serve | GEI#E%-#5I1F  KeylD=3e742d1fcf4575047e3fc0a2873edcA3..
EIYJITh ¥-5i.. afd43d9e7e712f8308c97eb29e2746fe3064c7... |,

@  Resources - all served securely

04 b6 86 b4 7a e9 82 ea 5a 30 70 6a 95 b2 88 5f 62 1b 60 75 9e 94 d9 37
8a 4c 5f 80 ce 58 b2 ba fc e 4a f3 10 56 87 c4 ¢5 85 2e 2f 03 f4 cb b5 4a
16 16 98 ad a6 93 48 22 42 8d 36 6b cc 3 c0 a8
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« 2017458 OpenSSLTODIEE A X NFH
— https.//www.openssl.org/blog/blog/2017/05/04/tlsv1.3/
- BHEDFIERGEMNOVNEXT TR

« 2018 A9H11H OpenSSL1.1.1J1)—XT
E PR —k
— https://www.openssl.org/blog/blog/2018/09/11/release111/

« 2018%F10HApache 2.4.37 1)1)—X

mod_ssl T OpenSSL1.1.1%f it
— https://httpd.apache.org/download.cqi
— enable-tls1 3 7545 Cav /(LT B L THEICHEETEE
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% Apache2. 4% TOYLRAY Xt

https://httpd.apache.org/docs/current/mod/mod_ssl.html#logformats

DS5ATF U EMED/A—32, CipherSuites

THEmEINE=MZRI0RT J74I)LIZIEEE

When med_s=1 is built into Apache or at least loaded (under DSO situation) additional functions exist for the Custom Log Format
{varname} x" eXtension format function which can be used to expand any variables provided by any module, especially those pro

table.

For backward compatibility there is additionally a special "% {name} <" cryptography format function provided. Information about tt

Environment Variables
Example

Customlog "logs/ssl reguest log" "3tC %hl%_SE]_ PROTOCOL}x %{S55L UIP[-_.RF:-CI '3

This module can be configured to provide several iter
default for performance reasons. (See SSLoptions.

available under different names, too. Look in the Corr

These formats even work without setting the stdEnvvar= option of the s5Loptions directive.

Variable Name:

55L

55L
55L
55L
55L

Z Dtk 2R ETE T S AR — |

S5L_

55L,_:

HTTES

FEQTOCOL
SESSICN_ID
SESSICN_RESUMED

SECURE RENEG

_ CIPEER
_ CIPEER EXPORT

_ CIPHER USEREYSIZE
_CIPEER ALGREYSIZE

© 2019 Internet Initiative Japan Inc.

Value

Type:

|flag

string

'stn'ng

string

.st'n'ng

string

|string

number

_number
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£ . TLS1.3F1—R 7L

o KennylEZENL b EF
— https://crypto.iacr.org/2018/affevents/cwtls/medias/Ke
nny Paterson.pdf

+ Ericl2&ARFCH-E#NEE@CRYPTO2018

— https://crypto.iacr.org/2018/affevents/cwtls/medias/Eri
c_Rescorla.pdf

e O5(XCBCAH A715EE
(%% IZEnc-then-MACO R DL X)

— https://crypto.iacr.org/2019/affevents/wac/medias/Mer
get-ScalableScanningPaddingOracles.pdf

L FTITE R
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Ongoing Innovation
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