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IRIEDEY A

Web
Server

ISOG]

e VMERLHD
_ =/ (VPSS X))
_ FQDN
— Web 759H4

o 4 —s3: OpenSSL I.1.1 (B#fi21.1.1d) s A&

Proxy

— Ubuntu 18.04.3 LTS <45 EIZIZELT

— CentOS 8
. openssl version THEER

Il =0

Web
Browser

ubuntu:~$ openssl version
OpenSSL 1.1.1 11 Sep 2018

centos8:~$ openssl version

OpenSSL 1.1.1 FIPS

11 Sep 2018
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Web H—/\BAY %4> XA b=l &BRE

* nginx, Apache R ¥ EGFAHNDEHLD %=
— ZMIZHIS L 7= certbot 2 HHE T

. BE

— URFIE /etc/nginx/sites-available/default
i U'FW %?’(/ZHE sudo ufw status

- sudo ufw allow from any to any port http
° CerTbOT % ?%H’IT? % sudo ufw allow from any to any port https
: =
— Nnginx er I‘:QDN 2&?5/1 sudo certbot --nginx -d tls2.isog-j.org
- BRICEALS
« HTTP->HTTPS 2 1L 7 b
— ERE T HERR---

II" 31 © 2019 ISOG-J




BEtF2)F4ARL— a3 BEEGHES
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Congratulations! Cipher Suites

# TLS 1.2 (suites in server-preferred order)

You should test )

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH x25519 (eq. 30

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH x25519 (eq. 3072 bits RSA) FS

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9€) DH 2048 bits Fs

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 2048 bits FS

Configuration ECOH 125510 o0 072 bl RSA) FS
ECDH x25519 (eq. 3072 bits RSA) FS
ECDH x25519 (eq. 3072 bits RSA) FS
Protocols O 25518 (s, 3072 bits RSA
TLS 1.3 brzoasbis FS
TLS 12 DH 2048 bits FS WEA
DH 2048 bits FS
LS 1.1 v DH 2048 bits FS
TLS 1
SSL3
SSL 2

For TLS 1.3 tests

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (OxccaB) ECDH x25519 (eq, 3072 bits RSA) FS

256

128

256

128

256

I -

No

Yes

No

No

I _
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BRE T HER
« TLSI.3 ZHMICT 5

I =

A LICTLSI.3 ZFARMICL THk

ssl protocols TLSvl TLSvl

.1 TLSv1.2;

ssl protocols TLSvl.3;
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BAELX2) 57144 —3 3 > EBHE] Configuration

{ Protocols

BERER??? OO

TLS 1.1
TLS 1.0
SSL3

SSL2

No
No
No

No

For TLS 1.3 tests, we only support RFC 8446

‘f‘** Cipher Suites

# TLS 1.3 (suites in server-preferred order)

TLS_AES_256_GCM_SHA384 (0x1302) ECDH x25519 (eq

bits RSA) FS
TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH x25519 (eq. 3072 bits RSA) FS

TLS_AES_128_GCM_SHA256 (0x1301) ECDH x25519 (eq. 3072 bits RSA) FS

Handshake Simulation

Android 8.1 - TLS13 TLS_AES_256_GCM_SHA384 ECDH x25519 FS
Android 9.0 - TLS13 TLS_AES_256_GCM_SHA384 ECDH x25519 FS
/ IR Server sent fatal alert: protocol_version
70/ - TLS13 TLS_AES_256_GCM_SHA384 ECDH x25519 FS
Chrome 75/ Win 10 R - TLS13 TLS_AES_256_GCM_SHA384 ECDH x25519 FS
Firefox 62 /Win7 R Server sent fatal alert: protocol_version
Firefox 67 / Win 10 R - TLS13 TLS_AES_256_GCM_SHA384 ECDH x25519 FS
Java 11.0.3 - TLS13 TLS_AES_256_GCM_SHA384 ECDH secp256r1 FS
Java 12.0.1 - TLS13 TLS_AES_256_GCM_SHA384 ECDH secp256r1 FS
OpenSSL 1.1.0k R Server sent fatal alert: protocol_version

IL



BAt*a)FaARL—ya > BEERES lsm_.]
RE HER(2)

« CRYPTRECERZEHNA Fz R 5%
— TLSvI.2, TLSVI.3 23REF ¥ % (41 FIL TLSvI.2 O AH#3F)
— DHE, ECDH, ECDHE 88/X5 X — 49 — %% ET 5
« certbot MBETAKX KT ) TLE
— HSTS #3% %7 %
e )T A4 L7 bl certbot VR EF A
— OCSP stapling * A%h1t
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Cipher Suites
f ’I Protoc @] P
| { I TLS 1.3 # TLS 1.3 (suites in server-preferred order) = Yes
TLS_AES_256_GCM_SHA384 (0x1302) ECDH 256r1 (eq. 3072 bits RSA) FS 256
TLS 1.2 i it ¢ ) ECOH socy20irl iea : Yes
TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH secp256r1 (eq. 3072 bits RSA) FS 256
TLS 1.1 No
TLS_AES_128_GCM_SHA256 (0x1301) ECDH secp256r1 (eq. 3072 bits RSA) FS 128
TLS 1.0 No
# TLS 1.2 (suites in server-preferred order) E
SSL 3 No
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca8) ECDH secp256r1 (eq. 3072 bits RSA) FS 256
SSL 2 No
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (OxcO2f) ECDH secp256r1 (eq. 3072 bits RSA) FS 128
<
For TLS TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp256r1 (eq. 3072 bits RSA) FS 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9€) DH 2048 bits FS 128
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 2048 bits FS 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (Oxc014) ECDH secp256ri (eq. 3072 bits RSA) FS WEAK 256
TLS_DHE_RSA_WITH_AES_ 128 CBC_SHA256 (0x67) DH2048bits FS WEAK 128
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FhErEZR(2) A test page for Internet Week
TLS1.3 session

official ISOG-J web page is here.

[w ﬁJ Elements Console Sources Network Performance Memory Application Security Audits
& Overview Origin
W https:/

Main origin (secure) View requests in Network Panel

B http

Connection
Protocol TLS 1.3
Key exchange group P-256
Cipher AES_256_GCM

Certificate
Subject
SAN
Valid from  Mon, 25 Nov 2019 06:07:39 GMT
Valid until - Sun, 23 Feb 2020 06:07:39 GMT
Issuer Let's Encrypt Authority X3

Open full certificate details

Il =
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A test page for Internet Week
* Chrome Developer Tools  T1161.3 session

Web Web . .
- > official ISOG-J web page is here.
Server \ / Browser pag
Proxy
[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits
® © v Q Preserve log Disable cache = Online v + 3
[ ' Hide data URLs 2! XHR JS CSS Img Media Font Doc WS Manifest Other
| 20 ms 40 ms 60 ms 80 ms 100 ms 120 ms 140 ms 160 ms 180 ms
Name X Headers Preview Response Timing
1
. . 2 <html>
favicon.ico 3 <head>
4 <title>A test page for Internet Week TLS1.3 session</title>
5 <style>
6 body {
| 7 width: 35em;
8 margin: @ to;
38 n "I\r\gl"—\n\ﬂl.lﬁlnj '?'—wmm—\ \nrdans Avinl ~oane rarifa




AAEF2)FqARL— 2 v ERERHS IS®G-]

BIEEEHEL TAHAS(]) T T

1 0.000000 TCP 98 60155 - 8@ [SYN, ECN, CWR] Seq=0 Win=6'

2 0.020330 TCP 94 80 - 60155 [SYN, ACK, ECN] Seq=0 Ack=1

3 0.020413 TCP 86 60155 - 80 [ACK] Seq=1 Ack=1 Win=13132

. e 4 0.020586 HTTP 530 GET / HTTP/1.1
Y % A/ fd: kﬁ% # Wl res h O r‘k 5 0.040154 TCP 86 80 - 60155 [ACK] Seq=1 Ack=445 Win=153¢
- 6 0.052004 TCP 1514 80 - 60155 [ACK] Seq=1 Ack=445 Win=153t
- 7 0.052007 HTTP 1037 HTTP/1.1 200 OK (text/html)

8 0.0852093 TCP 86 60155 - 8@ [ACK] Seq=445 Ack=2380 Win=

9 0.595377 HTTP 499 GET /css/A.pure-min.css+bug.css,Mcc.F8.

10 0.596524 TCP 98 60163 - 80 [SYN, ECN, CWR] Seq=0 Win=6!

11 0.610059 TCP 1514 8@ - 60155 [ACK] Seq=2380 Ack=858 Win=

12 0.611382 TCP 1514 8@ - 60155 [ACK] Seq=3808 Ack=858 Win=

13 0.611385 TCP 1514 80 - 60155 [ACK] Seq=5236 Ack=858 Win=

14 0.611432 TCP 86 60155 - 80 [ACK] Seq=858 Ack=5236 Win=

» Frame 4: 530 bytes on wire (42408 bits), 530 bytes captured (4240 bits) on interface @

» Ethernet II, Src: Apple_94:e1:79 (dc:a9:04:94:e1:79), Dst: Buffalo_43:b8:de (34:3d:c4:43:b8:de)

» Internet Protocol Version 6, Src: 2409:10:ale@:900:e12c:a429:2530:b8bd, Dst: 2403:3a00:202:1203:219:94:255:203
» Transmission Control Protocol, Src Port: 60155, Dst Port: 8@, Seq: 1, Ack: 1, Len: 444

v t Transfer Protoco

DNT: 1\r\n

Upgrade-Insecure-Requests: 1\r\n

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.390
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q=0.8,application/signed-e:
Accept-Encoding: gzip, deflate\r\n

Accept-Language: ja-JP,ja;q=0.9,en-US;q=0.8,en;q=0.7\r\n

\r\n

34 3d c4 43 b8 de dc a9 @4 94 el 79 86 dd 6@ 2a
@c 51 01 dc 06 40 24 09 @0 10 al e® 09 0@ el 2c
a4 29 25 30 b8 bd 24 83 3a 00 02 02 12 @3 02 19
90 94 02 55 02 @3 ea fb @0 50 a@ 3d 21 ef 2a b7
ca 5a 80 18 @8 04 45 bd 00 00 01 01 08 @a 1b 8f
9e d4 18 2b b8 9a 47 45 5424 2f 20 AR 54 54 50
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WE %I L THS(2) TLSI

No. Time Source

0.004900
0.005241
0.010290
0.011762
0.013058
0.013062
0.013116
10 0.013116
11 0.066258
12 0.066686
13 0.072261
14 0.072320

Frame 4: 583 bytes on wire (4664 bits), 58
Ethernet II, Src: Apple_94:el1:79 (dc:a9:04
Internet Protocol Version 4, Src: 192.168.
Transmission Control Protocol, Src Port: 6
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protoco

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 512

v Handshake Protocol: Client Hello

W oo~NOOYU AW

wkll_\klnlkl&ll_\l_\l_\l_\hlll-h

4 vVvYYVYyy

2

wiresnark - IUF A N J —4 (ICP.Siream eq U) ZEH) - 1S0g-).org-usiz.pcapng

........... Vool eclboanoooooo IEEE b E3HH05c es saalrC 5 oUocd Do [looodtbo oo™ Tnlloc
Qusascunasnaas /5.

is0g=j.0rgscccoscasns

S 000000000000 00000000 h2http/1edeccecccinns

........................... e hooooa Hoaaoo); -3.+.a +.- (.- +

0K s 4 56 88 6850 8808506888 80008608808800008880086860800000088088860000810800000080000080000000N00eN N0ttt sanInRRES
................ Posslea&eaado(annseZaYaneaBaaaaWWs Xfoelos$eassncscssecansaniassnsas <http/1.1...
(..

$.

leaa@uosaBoiiiesnnaanes LacasMana®u—=a0

. *.H. .

..... 031.0..U....US1.6...U.

Let's Encryptl#0!..U....Let's Encrypt Authority X30..

NaaaancAcaAnT

P
‘

~ootlccooot il boc

V>~e o000 UG #,
LT L S

ienn-i nrn

Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x0303)
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Handshake Type: Client Hello ‘vuv

Length: 508
Version: TLS 1.2 (0x03@3)
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