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1. “Active Defense” 72J'0—F

Sliding Scale of Cybersecurity

- Sliding Scale of Cybersecurity : 1 )\—tF1 VU5 1 EBBODOMAETET )L
« SANS Instructor@®Robert M. LeelCKD. 2015F(CIRIESNTZETIL

LT

ARCHITECTURE |l PASSIVE DEFENSE

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network

The Sliding Scale of Cyber Security (SANS) : https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240 8
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Sliding Scale of Cybersecurity

- Sliding Scale of Cybersecurity : B/ )\—t+1 VU5 1 BEDKAETETTIL
« Architecture
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Sliding Scale of Cybersecurity

- Sliding Scale of Cybersecurity : 1 )\—tF1 VU5 1 EBBODOMAETET )L

« SANS InstructordRobert M. LeelC&D. 2015F(CiIRIES=N=EFTIL
BifgFREIT—IL

LOLELLLEIRNEL R

ARCHITECTURE rewgence | orrense

Systems added to the

The planning, establishing, The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network

HASNEE
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1. “Active Defense” 72J’O0—F
Sliding Scale of Cybersecurity — Active Defense

- Sliding Scale of Cybersecurity : 1 /)\—tZF1 VU F 1 BRDHRAETETT I

BrfEMEINY, =Ry RO —ORENSBOBRIZER - XS L.
B C. MBEENSFVC. BOOM#EZLAITIOEX
= [BEN—ADO7J70—F]1 AND>TI bk
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Active DefenseZEIR I D%

BA1EMEIHDYActive Defensez IR I B57%  3TEEICHIEIND,
« IRBBVRH - BRI >OFTUSTIOR - BEBI\N>TA >0

<BRBIBI3EEFT—D—FK>
IOC (Indicator of Compromise - EE5E)
- BIXIDBRY - WEFEZIFE T DITHDFEAMBIIFIEIEHR
« ) J\w=af8, IP7RLRA. RAXA>%. IRA M LEICHERDIEN

« BEA1>TUSIRA
- IWEE - BRIDMLE - BACHIHTE D IBHRODFEHR
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Active DefenseZEIR I D%

BAElEI DN Active Defensez IR I B 5% 3TEFE(CHIEIND,

o IRDEVVERE - BRI TUZSIT>XR - BRI/ \>T0 >0
WEE-ZR

Reactive Approach (GRANKEZERF - BEIJ'OLX)

WEE - BREIC
2 EDBLS XTOHE

Proactive Approach (BERENBKERT - FEH’OER) 13
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Active DefenseZEIR I D%

- BriEMAIHYActive DefensezXIR9 D 57% : 3TEFEICHFESIND.

o IRDBMEAN - BRI 2T U 2X - BR\>FT 420D
WEE- B

Reactive Approach (GRANKEZERF - BEIJ'OLX)

Passive Defense

NEH - BEIIC

cEDELS TTODHE

=35 U\BURAN SRARFMREL

AT Active Defense

&

BEI\>FT1 >0 DT - /A
Proactive Approach (BERENEKERT - FEHTOEX) 14
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1. “Active Defense” 72J'0—F

Active DefenseDFAEZSHDI 72 0O0—F

R ERVEDEUActive DefensezEIRI D377 T O—F 2 D&E BT

- BRY\>71>% (Threat Hunting) = Blue Team
BRA T U T O AVDREBRZERA UGN S, RAMOKES -
BRizE DT IFE

= COimEIEmR. EARNEHF2EEHDOEY 32T

« TLPT (Threat-Lead Penetration Test) = Red Team
« Active DefensedDBN G ZiREEZ1TDFE
= (COEFICEZ VB EEOND) BBiMlloIEHRE/ N, EDLDIC
Red Team™TLPTZ/EAHI A3MNCDODWCIE3IFEBHDODZY= 3> T
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1-1: BRJ/\>7 1 >4 (Threat Hunting)
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1. “Active Defense” 72J'0—F

BrJ\>5 1 >4 (Threat Hunting)

Sqrritt(C K DTEFE (57f : Amazon(C LD EIY)

- BifFOtLF1 T XEKE

O

9 DRERBEZIRM - fREEE T D128,

(Blue Team#') BEEIRY - BIRMIICHRY NDO—JRZEIXFEIT D017 X

- JOCREFIN : EDOKSICBRIINT1 2 DEEHT I ?

Sqrritt

Carbon Black#t
CyberReasontt
SANS Institute
SANS Institute

: Hunting Loop

: The Carbon Black Hunt Chain

: Threat Hunting 8 Steps

: SANS Threat Hunting Model

: Intelligence Driven Threat Hunting

17


https://www.threathunting.net/sqrrl-archive
https://www.carbonblack.com/2017/06/20/threat-hunting-thrill-hunt/
https://www.cybereason.com/blog/blog-the-eight-steps-to-threat-hunting
https://www.sans.org/reading-room/whitepapers/threathunting/practical-model-conducting-cyber-threat-hunting-38710
https://www.youtube.com/watch?v=-QlaOX5w8G8

1. “Active Defense” 72J'O0—F
Intelligence Driven Threat Hunting

 Proposed in SANS CTI Summit 2018 by Keith Gilbert

Process Review
Intelligence Inputs

H#E (i Decompose Actions

Create Hypothesis

=3z Hunt

Enrich Actions
TAR—
Form Activity Groups

Intelligent Hunting: Using Threat Intelligence to Guide Your Hunts : https://www.youtube.com/watch?v=-QlaOX5w8G8 18
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1. “Active Defense” 7J'0—F

Intelligence Driven Threat Hunting ({i&)

Step 1 : Intelligence Input (BB >FTUS T ADAF)
= BT UD1T R (NESE - BRWDOBLLE - &K1 (CHIATEZDEH) ZAFU.
BR\> T4 DR FAANMDZEAF

SEpy —X (Open)

(BED) N2 —LAR— ~pTOY

(EED) BR>TUZ T XIER
MNalY—RX (Closed)

(BE®D) BEA>FTIST RN —

1EIRI=1="5r (ISAC - InfraGard ---)
AREY —X

=SB S5 — b

NR—=ASAEDEE

d—Yhsmi@EEk 19



1. “Active Defense” 7J'0—F

Intelligence Driven Threat Hunting ({i&)

Step 2 : Decompose Action (7233 >0D5 )

= BRI 2T U IR ZHRHRE. REECEEREAICHEET D T —X
Bl) EARBEFE - V—ILEFIFETZON ?
) EARIOCHEH=NTULDDH ?

Step 3 : Create Hypothesis ({RERIBEE)
= BE(CEIDTIFR< (IREEnJEER) {RER — #&EE ORNHEE | |
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1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting ({i&)

Step 2 & 3 : Decompose Action & Create Hypothesis
= ffl) XA —-LIR—bZBRA>T VST ADA>TY hETDIEE

Q) FIREEYE TECHNICAL ANNEX

APT4110Cs

Table 16. CRACKSHOT

File MD5 File SHA1 File SHA256

993d14d00b1463519fea78cab5d852966
3f487cd76b67b3td35440bcdf7a8e31
049a2d4d54c511b1678bc33dae670736bT
938c3542f2342192ad877ab38a7h5d
d0Ob3edc3fe688fa035f1b919ef6e8f4
51a9c2197ef83d9bac3fa3af5e752243
7096f1fdefal5065283a0b7928d1ab9792
3688c7974f98a33c94de214c675567
c667c9b2b9741247a56fcf0deebb4dc52
b9ab4c0dabd9cdaba5461la5e2c86e0c

04fb0ccf3ef309blcd587f609ab0e8le 44260aldfd92922a621124640015160e621f32d5

0b2e07205245697a749e422238f9f785 dde82093decde6371eb852a5e9alaadact3b56ba

272537bbd2a8e2a2¢3938dc31f0d2461 a045939f53c5ad2c0f7368b082aa7b0bd7b116da

dd792f9185860e1464b4346254b2101b a260dcfl93e747cee49ae83568eeabc04bf93ch3

fcfab508663d9ce519b51f767e902806 8272c1f41f7c223316c0d78bd3bd5744e25c2e9f

Table 17. GEARSHIFT

File MDS5 File SHAT File SHA256
Sb26F5c7c367d5e976aaba320965ccTf  c2FbS0cOef7ae776a42400bce8eflbed6465sade | oo o co4357F12e837112087333cdaf
c/c e aapa cc c cYe ae a: ceoe e ase
Double Dragon 8c1208e8c100649eba71flead0cldb
APT41, a dual espionage and
cyber crime operation £8c89ccd8937F2b76066706738210744 F3222606F890573e6128 Fbeb380F37bd6febdas - on0)/ ocac04acedad3lde67ddc1sl06e

4004ba66670cfcdaa77a4c4821a213

FireEye APT 41 : https://www.fireeye.com/blog/threat-research/2019/08/apt41-dual-espionage-and-cyber-crime-operation.html 21
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1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting ({i&)

Step 2 & 3 : Decompose Action & Create Hypothesis

<{wE>
APTA1[ZIREBEINTLVADTHNIX..?

AUGUST 2016

¢ _»

Cyber Espionage Probable Financial Motivation
Phishing email to Taiwanese newspaper Phishing email to European
Subject: | have a little surprise for you :) bitcoin exchange

Subject: BB (Fairwin) L£HiF!
Invitation to join a decentralized
gambling platform

ATTACHMENT ATTACHMENT
Documents.7z Fairwin.chm
8c6cceae2eead2deb6f7632f949293f0 223e4cc4cfS5ce049f300671697a17a01

APT41 frequently uses the publicly available utility WMIEXEC to move laterally across
an environment. WMIEXEC is a tool that allows for the execution of WMI commands on < ﬁgﬁ >

remote machines. Examples of commands executed by the utility include: .
APTALIZIREINTLSDTHNIL..?

cmd.exe /c whoami > C:\wmi.dl1l 2>&1
cmd.exe /c del c:\wmi.d1T /F > nul 2>&1
cmd.exe /c a.bat > c:\wmi.dll 2>&1

FireEye APT 41 : https://www.fireeye.com/blog/threat-research/2019/08/apt41-dual-espionage-and-cyber-crime-operation.html 22
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1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting (#{)

Step 2 & 3 : Decompose Action & Create Hypothesis

<BHNRNEE + IRERIBERFE>

» EFF—mlr : (RZH—LKR—bhFD) I0OCEFIAU TIRFHHEET S
fBU. IOCIEBENKEICEITBIBRTHO. HL.
CFIUT BRI, ST=F v ELTRBESBESND.

- hiREMIT :INEFE (IoA-TTPs) IREICEBHTS
MITREft ATT&CKD;EHH
F2=w7/J : IOCO—fi%it (I0C Generalization)

SEEW:
* 10A (Indicator of Attack) MBEOHENI—VITEFELEER
* TTPs(Tactics, Techniques and Procedures ) :INEBEMNFESHEF LTIV, I0ALIZIZRE, 23



1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting (#{)

Step 2 & 3 : Decompose Action & Create Hypothesis
= [OCHO—fi{t, (I0C Generalization)

Intelligent Hunting: Using Threat Intelligence to Guide Your Hunts : https://www.youtube.com/watch?v=-


https://www.youtube.com/watch?v=-QlaOX5w8G8

1. “Active Defense” 7J'0—F

Intelligence Driven Threat Hunting ({i&)

Step 2 & 3 : Decompose Action & Create Hypothesis

<{EEHIBEERFD 3 BER>

RGBT L. 3EBERZHAEDENEZT UL,
- BxR1 BRI FTUZTX
- EBXR2  BHREANAENMNM TV (ITRIE - 1E - ERAE)E)
- EZER3 BEORER (Bft - tHRE)

= BR2LEFE3E, HHBI0C : FHDDSSE, ECICTXITEHIANESHES K
ZRERBELTIND,

25



1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting (#{)

Step 2 & 3 : Decompose Action & Create Hypothesis
= ) SEFEIARSIOCICEBEEE DTS

To Catch a Penetration Tester: Top SIEM Use Cases Top 15 Indicator of Compromise
(DerbyCon 2016) (by DARK Reading)
1 | EEOEVWSAADERTHOUFIALEZERE RELETINTIOMNIURERE
2 | FRBEGHY—N\ADIUE3—yNEE HHEL—YICLOERELEE
3 | ISR —F-RTL—IXE (Password Spraying) I A9 72 A FR A
4 | —N\TRHISN=TILITT OJAVICEET 2RELGEY
5 | WindowsimRE D &E{E T —AR—REEHIAHR) 12— LDIE
6 | EEETIL—T(@A—NIL-FA)~D1—H BN HTMLL ARV ZADH A X
7 | BFAIEINTWVEWY—ERTAUUMNMI&KESY—/OT 1> RCI7MIL~ADEHD) TR
8 | Windows~DF LWL\ —E RDIERL- & #% BIEICHITEIR—LET TV r—2a>DF—H
9 | Y—ERXRTAIUNMIKB Y —ER-THIVNMIERELGESY HOLWORN) D RATLI7ZAILVER
10 | EfEZBA YT —VBIE-T—2D7v7A—F DNSUJITRbA~DEEEH

To Catch a Penetration Tester: Top SIEM Use Cases : https://www.youtube.com/watch?v=9NdvOW2Uq0U
Top 15 Indicators Of Compromise: https://www.darkreading.com/attacks-breaches/top-15-indicators-of-compromise/d/d-id/1140647 26
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1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting (i)

Step 4 : Hunt!! (J\>5« >4%)
= {RERDIRELE !
= BiIiE | T92720]%R4t (Full-Spectrum Visibility) DHMEERINTWLBC &,
= JU—=Y—)L - A=—T 2V —-RX=ZFRITDIDE—DODFE ! |
/4|

Cortex (&»GRR . The

[ 7 Windows Sysinternals riga ra
° PacketTotaI

ALIEN VAULT OSSIM

27



1. “Active Defense” 72J'0—F

Intelligence Driven Threat Hunting (i)

Step 4 : Hunt!! (J\>5« >9)
INOT A ORDIBEES (=RBEHPIELL . MEORIFEER CEEIES)
I\>F 4 2070 %#7T ., Incident Response J T —AA1T,
IN>OT 41 D KRBDIBE (= (REEHDERD T, MEDRIFHHEIR TEIRNES)
Step 1~3NERED |

ISACIREDTI=ZATFT 4L T4 — PRI\ ITEDENRSY— |

28



1. “Active Defense” 7J'0—F

Intelligence Driven Threat Hunting (A4 0—)

ZER . RRAEOBVHERIE. RORAFTYIZITS,
Diamond ModelZ#i(C LI=BERIMTFEERIRE LTS, HMFAEEIE,

- Step 5 : Enrich Actions (79> 3>®D%3R1t)
INE UTTIBIRZMBDIBIREFEOL T, FTEL=E D,

- Step 6 : Form Activity Group (P95« EF+1 D IL—DVERK)
FALUEARY b - ETOCRZFEHTLKTOEX,

« The Diamond Model For Intrusion Analysis: A Primer (SANS CTI Summit 2014)
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1493920823.pdf
https://www.youtube.com/watch?v=jbeYf1IMH-A
http://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf

29


https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1493920823.pdf
https://www.youtube.com/watch?v=jbeYf1lMH-A
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1. “Active Defense” 7J'0—F

Intelligence Driven Threat Hunting (B&X54E)

« KDThreat HuntingZ5F U < 58 U7ZLVA (S
« The Threat Hunting Project
« https://www.threathunting.net/

SANS Summit Archives = “Cyber Threat Intelligence Summit”
« https://www.sans.org/cyber-security-summit/archives/

SANS Reading Room = BE Y 3/RDJ 1 hAR—)(—ZFHD
https://www.sans.org/reading-room/

IronGeek = BEEIT I H>TJ7 L > RDTLEFT—>3>%283
http://www.irongeek.com/

FELFIVUFTAARIAH—DIOD

30
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1. “Active Defense” 72J'0—F

e : FMNRAHA—(CPOTESSDIENWNDTIE ?

« ZSUJ=Active Defense (BE1>TUZT>X - BR/\>FT1>7) (&
MSSP/MDR-SPH—EXD—Ef& U TIREL T NB3Y—EXTH D (F9)

MSSP : Managed Security Service Provider
MDR-SP : Managed Detection & Response Service Provider

= R : (FHDH3AEE) BHTETENERBUEESHERN !
= AT Uy REFILZHEE
- HEH1 BEHA>TYUDI D ANMHBTERNT —XEZL)

= ISAC/RAETIE. TLP (Traffic Light Protocol) &UL\DIEEHRIEBDOJEE/REFH %
EEZLTHED. BIRICKD TIFEBEHANICE U TERIEZI TRV EWTTRWC ENB D,

- A2 [BERE] 2R U TWDSDEEDEIT !
= BHEBEICLOT. MALRETHZN? ] . [ETCHANBIN ? | (FRIB.

31



1-2 : TLPT (Threat-Lead Penetration Test)
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1. “Active Defense” 7J'0—F

TLPT (Threat Lead Penetration Test)

TLPT (Threat-Lead Penetration Test) : BRINR—ADARAZ ML —23>FA M
- BUWWFa1UFasMNEBEREINDIEELZROLCEGLUEF—D— R
o EBROWESFUAICEDVWTIRENL—23>FAMEEITDET.

BRI zh <RERAZMHIR I D,

ERT  FR29OFEFEE ERITEAE

KIBELZ SRR IO TIE. FOH A/ N —tF 1) TFo b EEHEES>—EB5|= L
(T51-8. KYSELFTFMFEZ"DFREIRT ., T/-. TR LER ISACEX 8
Cr-EHREFED—RBDH#HEXRT,

MAT . G7HAN—ITXR/NN— T IL—T "2 (ZLD . R LBEREETHA/\—t
Fa)TADERFNITHONTHEY . FELHBEEEDICEAWLGASHOETEIZERLTUL,

B REGF#CIER, (1) A N—tX=2 U7 112455 E&HEERD & ORI extEE & —FHE, (i)
SAEER L OB MR OMHAOEMER L, (i) FEFBEEAEE ORI R ER, (v) &
BOEFOY A N—Xx 2 )T s{biCmiT - AMER, (v) @7 E L CORESHWEE, 051EH
ZEEE LTS,

W2, g MR —FEORAEZETD) ICEXABBAR—ADXR L —Ta TR
b (T A MRHBEET LIZEBOSWTZITV, @R AZ~A X LTz ) FIC S EEW
RAT AR, 33




1. “Active Defense” 72J'0—F

TLPT (Threat Lead Penetration Test)

e REKML—23>FXMOEFEMIE. Internet Week 2018MDERIZSHBD C &
« https://www.nic.ad.jp/ja/materials/iw/2018/proceedings/d2/d2-3-ishikawa.pdf

/NRI SECURE /

Internet Week 2018

D2-3 MNEA\ENE 2D | RRFL—232FX B
TADOEEFI VT 1 WRDIRITR

AT EDIBIRRIL—232FTFA DS

2018411A28H

NRIEF1779./0O05—tkk&t
HAN\—tFa2 VT - EXEELED
YAN\—tFa2UFr—S—EX—H

a1 UF AT~
Al 88X, Ph.D., CISSP, CSSLP, CISA, CISM, CFE, PMP
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1. “Active Defense” 72J'0—F

TLPT : ;R > bDHBET5 L)

« IRA1> b1 : HesstEZin & mMHNES Db ?
MeSSEEZin (L. MesetEd [tRihilEE] =88R |
NREN—232F AN MesetEaERAL [BrEKAE] ORISR | |

e IR1b2: (RRML—232LLLERUT) TLPTOASEM B S(EIR(CTH ?
(ZEDEWZHIN) K=< 2 AN G B,

el - RROBREICEDLSSFUA
EEROBREMEEECSFIUAZRET Do
= BRI >TUSIORX - OSINTREZBFRAULEKRES FUARENEE !

WiE 2 - YA\ —-LSUT D R(CHT S5
HAI\—LZUT X E(SH?
EDLD (CFHMIMMNER/FD DN ?
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1. “Active Defense” 72J'0—F

HA4)\—LSUI>RX (Cyber Resilience) &% ?

ER : U)\—KZ(CHU. AL - #8270 - ‘IBZTSHEE - X7 LDHE
= NIST CSFOAFTJ— (FRE - Fh5 - &5 - WL - E€IH) DEXFHGERC !

=% : DHS : [A Framework for Establishing Critical Infrastructure Resilience Goalsl/
- % (Robustness)
o BAN-IREODEEEFRACHE. —EX =M =288
- ERHEIRZERMIE (Resourcefulness)
o BAN-IRE(CECHIEU., BEZR/INRICHETEDHEEN
- BZ2/3EIR (Rapid Recovery)
o BAN\-IREFHRRE(ICRERICEIRTEZ 288
- Ei% (Adaptability)
o BAN-IREADMICEEN ZEH DIz, BH - ZERNSFENEEN

PRIOR TO AN EVENT | DURING AN EVENT { AFTER AN EVENT

The ability to absorb shocks i  The abilitytomanagea i  The ability to get back to
and keep operating disruption as itunfolds i normal as quickly as possible

INCIDENT-

ROBUSTNESS ™ RESOURCEFULNESS | RAPID RECOVERY
FoCuseD : :

ADAPTABILITY/LESSONS LEARNED i
The ability to absorb new lessons after a disaster

https://www.dhs.gov/xlibrary/assets/niac/niac-a-framework-for-establishing-critical-infrastructure-resilience-goals-2010-10-19.pdf 36
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1. “Active Defense” 72’'0—F

B4 )\—-L S U I > XD

LUTI D ABELEDIZS, Hili - T7OLA - AOHENSFHETEIIEHNEE !

« FRAMMETREICIREM (Red Team) &PBA1EMEI (Blue Team) HiiEsmzEL.
SR EZT{TDOPurple Teamingi&EHIFRICEE L RD,

WEEAID [RX75]1 LMo TRX75] (F. hIRDERLED.

- Red TeamDIREZ (L. BifEaER (Report Card) T(FRA<., WEXRTD
14>V (Input) EEBSXBIREF ! |
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1. “Active Defense” 72J'0—F

TLPT £ OtEX

o FRHICDWTIE. 2DDRFIAS MM I Ex R |
o [ERIMEZFICHITDTLPT Eht(CHhiz> TDF5IE] (FISC)
- [CBEST Intelligence-Lead Testing CBEST Implementation Guidel

- UTF(ECTOEROMEZRT .

S Loy Ty REHE

1-1 EDRE 2-1 BBAVTILAHT  3-1 TARARMEMETERE 4-1 LI ADEE
1-2 709 RE 2-2 W VA VERL 3-2 TANEM 4-2 BEETEIRE - &ED
1-3 ROA—TDiRE 2-3 B FYABRIE 33 TAMERLEL—

1-4 RO —DEFE

T 2

L) T R EH
Purple Teaming

BRAVTIOIVR
R B
A DEKRE

38



1. “Active Defense” 7J'0—F

TLPT Z23&H
. TLPTZIRET 315E. UTFOBHEEA A—SEDNOSZ THE |

L

*»
REDTEAM T
Ha EgTHTlg KS|9-4CGCEED F TLPT %Hil= 1= » T OF5|
S GL. LIKE THE ENEMY

ZERIORRAL
OBES

Ryl o

a‘_
i I

a hqchH ZENKO f;a BANK OF ENGLAND o CBZST

=¥ ) Bk pZm l= " -

RENERl YL I\—=Fa21U5s CBEST Intelligence-Led Testing
$ D\‘JF;—A ;Eﬁ“ F CBEST Implementation Guide
0N N ’

QY

B [EER

FRTEI A

st BRFHR AT LAY —
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HAGIER
PLAVRGOK 2
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“EX1VT1ORFHE"EREFEAT
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2. "Think-In-Graph” 77A—F
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2. "Think-In-Graph” 7Z2'0—F

Attackers think in graph

Defenders think in lists. Attackers think in graphs.

As long as this Is true, attackers win.

John Lambert, GM of Microsoft Threat Intelligence Center
@JohnLaTwC

(IBREEZ) BHiEld= (VX)) TRAD. —7HA. REEIISITTRAD.
CNPMETHIRD. RBASBSHEITDICSD,

https://blogs.technet.microsoft.com/johnla/2015/04/26/defenders-think-in-lists-attackers-think-in-graphs-as-long-as-this-is-true-attackers-win/
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2. "Think-In-Graph” 7Z2J’'0—F

"Think-In-Graph"ZHRE&(IXSAFAHUTLS!

- IREEMZ. MEOFVEE (High-Value Asset) N\D&EF I =ZEL.
IS ZIRR T D, (= Weakest Link=iEUH )

« f§I) Bloodhound

 Active DirectorydEfEEZRZrIfR{ELT<NDY—I)L
https://github.com/BloodHoundAD

= RFREDKE/)\AZHSMNMCU T, $ERVIRINEH ATEE
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2. "Think-In-Graph” 7Z2'0—F

—7. (RZAEDLEV) B

o BFAEDEVERE. FEABIIROEAZTT U, BERBREE LIRS TS,
29— FW, IDS/IPS, WAF, Mail GW, AV, EDR, Web Filtering/Proxy---
= S5 UEMREE. FHED"R"(CHIFBIERDIHRL! (Think-In-List)

- BElxOBEEEEOEN. ZTNTE [BIEDOMER] f° [Weakest Link] %
EH U "Air Pocket” ZFIH UEIRE(IB| S HSITHOND.

ISIR - YTSAFT—27130E, "Air Pocket"Z#EFNBRIIZ L TFET Do
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2. "Think-In-Graph” 7Z2'0—F

PG Think-In-Graph”Z/EHA UIRHBINE |
« ROD—F :"R"&"R"&RkV, VST THiHEERD7IO—F

o SFRANETHE : “Each Asset” = “A Graph of Asset”
« Attackers think in graphs, but Defender also think in graph.

B 7o O0—F 8R4 -

Bl ROt A>5—S3> & SDN (Software Defined Network)
XYy ND—DOGEREMNIT/I\DEIL, TFa1UTaF—LNHNUY—R{ERE -
F—AlCEHMNrNVEF 1T RUS —ZBATE 4T (Forrestertt)

) ESRYW—JL : UEBA - NDR - NTA
UEBA (User Entity Behavior Analysis)
NDR (Network Detection Analysis)
NTA (Network Traffic Analysis)
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2. "Think-In-Graph” 7Z2'0—F

El(EWLWX. Cyber HygieneZd&S S EMC UL !

- BHEMADEARER : "Increase Attacker Requirements”
WEBRZIEDHDZ E(FAROEE (BXDITITHEEN)
Cyber Hygiene (U/\—RFK&FEE) (CT. UTFZEIRITDIZENKSE
“Weakest Link"dHiBE L. [MEEIOXABMISWITERIE] ZHF 932 &
) REssEEIE. /\vFEE. FiEElE. EFEEIE -
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2. "Think-In-Graph” 7Z2'0—F

S, FBTNS (?) 7JO—F

- EEHDIRAPMZEITS#4T1 : Anti-OSINT
« OSINT (Open Source INTelligence)
o TLPTIRREZITOMRIC. I OSINTIC KDIBHRUINENTTIOND,
- UROBHEOHmNS., BAENLHEBERNAEDSDRZIDIN D THEIARE

- EBHEDIAXAPMZEIFSHIT2 : Deception
« SNS. Rv hD—2, 7TUH—<3>(CDecoy (HED) ZA#HMNT, WEER
TESICGHRET D,
ADw 1 IEBDVUY —XAZH\EENENNSE D
AUw 2 : DecoylCIREZITHE B EICKDBFHEZERE. REEZIARITD
AUw k3 ERTICINREE LRGSR - /ISA—IAT IR EH, KEERA]
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3. F&H

&

“Active Defense” 72’0—F
 “Sliding Scale of Cybersecurity” €5 )L

« Active Defense®ZEZ
3fEEO7ZTO—F  IRDEBVVRAN - BRI >FTUST X - BRI \>FT4 >0

- PJ70O-F1:8BERI\>FT1>D
WEND T —F it anNBdETD"Zero-Day”’8iEI ¢, WEEZHANDIEITZ7TIO—F
Eie Ot X (Intelligence Driven Threat Hunting)
- 72’O—F 2 : TLPT (Threat-Lead Penetration Test)
EKRDOWES FUAICEDERRZ M —23 2 F XA MZEITV. FliDOHRS5T
A - JOCREROFBEEZHASHLUT, TAMIIN\N—=LZUI A EEDHD.

“Think-In Graph”72>’0—F
- IEERKKIC. BIHMIIE AT LAE—ED" VS I"EVUTESADIRNESD,

« Cyber HygienelC LD [HEZEIRX MEWITIRIE] D3XEH, 45



3. F&H

&

EEGHEFEISHNTH=HICIE...
(REBBKEZIMYAAR)TO7 9747 - 77O0—FREELLES,

The adage Is true that the security systems have to win every time,
the attacker only has to win once.

The Art of Intrusion, written by Kevin Mitnick

Fa1UT o - SRTLAREBZEHDOIToN. WERAT—EBDILITTRL.
VWIS (I ZSHTD,
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3. F&H

&

MR ELE. ..

kl. \ Jake Williams
<" @Malwarelake

You don't have to pay for a security
assessment - someone is already doing it
free. Difference is whether or not Krebs
delivers the report.

RAM =230 T RAMIBEEHHSDHETLGL, ENDERIZER THO-TN TS,
ZEUME. Brian Krebs KD LIR—hEREIT TN B ELNVD R 212,

Tim Prendergast @Auxome - 31 Mar 2015 v
Replying to

You just have to pay if you want the security report
FIRST. It's all about the timeline. )

EEZISDIE. mADITLR—FERITESE=01, B9 I, FrE#gORE,
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&

BT BE=OIIE. THA/N—LDYIOR R LENEE !

TENEZ TLAEFEALZ LR TLDTEERGS, ENEFADFET
EFTEBETSLNETTZ (FHE) VDIZTEEHL =X TA
THB2E, ENTETADEREIZ A /=X ERILBEELSNE,
TN —DRELITNI A, BEET £ DI RIEE. EIL/=EFFT
FLEDT, SXTALEETELDZLDEL TRHIZT BDI=,

PSYCHO-PASS & —#i#13 IZ NS5 DIF1F ) LY

= JAO7 07«47 - 770—FIZ&. Effi- A-FTAEANZFESIHEHY,

T X TERELESANLOOTAHAFEAN?
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