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—RFC 5483 6116 (2004~2011):ENUMZ Ok3JL

—RFC 5504 5825 6856 6857(2005~2013): *—JL7KL X
D EFF1E

—RFC 8499: DNS Terminology («RFC7719)

—RFC 8198: DNSSECZ R\ =& HIfEARD EREM £
—Internet Week 7045 S LE & (2016~)
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o BEFE: 1991 M SWIDETOS T4, 1992-1996 EFE A K
PIEREIFHEHRET o 2—BF, 1996-2001 TDI, 2002-
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1. DSHERESNTWARAMBZDE/E|E
— =274V EAF, DSHHEIRAMBEHAS
— NSEC3 Zone WalkingTDSH\3% ANSEC3% 2 5
— dnssec-tools.org A ABAL TULAEEE §% R
2. DNSSECHREET HI7ILH—ERUYVIL/\DE/EIE
— DNSSEC#:F9 5= . DNSKEY, JP DNSKEY #fL &ht

— JP®MNegative cache TTLAO00MD 1= . DSHENIPR AL £
D DS%H & A00#)Z EIZIP DNSARELVEHE S

— Root, JPTDNSKEY, DSH T %% 5IP7RLAMEZHZS
3. DNSSECHREELI=#EREFEZAHV51T7 U MUEIE

— APNIC Labs TO&F{fi https://labs.apnic.net/
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— 2.%E-OTLNBISATUMK
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— ZMDH#hdDgTLD: ICANN CZDS THIEE
—cCTLD: .SE ZZ E (XA B

DSO1TZELY H L. owner nameZsort | uniq | wc -|

e gTLDDYV —2 774 ILEAFLTHLWIL.,
LODFROENDECHIZH DN, BIDFETH
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NSEC3 Zone walking

e Z{MTLDIZNSEC3 A TDNSSECEL.AT+7IrHY

e DSHABHARFEICIEL LT HNSECIHIFET S

¢« ZZT. “GUBLSRNLTLD"ADREWNEDOLEEZHHESZ
E T ZHMONSECIZLZHMAFTES

e SFELTNITTRTONSECIZEAFTE, FTAUIZTES

e DSHBHANSECIDEMEHANIE LKLY

o TiE{L: NSEC3/\TA—RZHEITHT) BAMONSEC3%Z5ET
HL. AFZDONSEC3IDFEHICEEN-LRLEDHELLY
—TLDDMHER Y —/\DIGE . DSOMEED I T EENIENSEC3

FIAZ ANFTES

e .com, .netEED KRB —2 TlE, FzAUTWNELKEDHS
HICY =V DRABENEILT 56, EChTHELH S

« 045 LI https://dnscurve.org/nsec3walker.html
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TLDTOHDSHY EF-

-20 (NSEC3 zone walk)

o pIFIEEIZDLEKE00KE. cOjpEEADTXTDIFSHZ LY
e com net org info (XL UL\, FERFAS B HD1%EK

JPRS

aaaaaaaaaaaaaaaaaaaa

« nl, seMFEEICEL BERFABBOFTLULE

w | J®H NSEC3 DSHY =

TLD =KD NSEC3%k i kR BT YSELEI1E

jp | 2019/10/15 3,744 No 0 473RRSIG TXT ffllcojp
pro | 2019/10/22 7,112 No 0 2,729
name| 2019/10/22 18,550, No 0 1,005

info | 2019/10/22 152,096 Yes 3 47 499RRSIG A% %4

net | 2019/10/18 162,777| Yes 5 162,476

com | 2019/10/18 | 1,338,434 Yes 886, 1,338,433/ x15(2886LL EDSHY
org | 2019/10/10 160,979 Yes 27 117,556 RRSIG A% %

edu | 2019/10/17 163 No 0 162

gov | 2019/10/15 5993 No 0 1,181 T+ 7oL TULVELY
moe | 2019/11/6 426| No 0 425

se | 2019/11/6 No 738,595NSEC zone walk

no | 2019/11/6 448388 Yes 125 448 3635121258, EDSH Y
nl | 2019/10/10 | 2,779,850 Yes | 376,171 2,779,845&5(237HLLEDSHY
de | 2019/10/18 624,356 Yes 266 217,991 RRSIG AZ %
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TLDZ EDDSHYEF

TLD DSHYFREE
nl 3,196,189
com 1,364,376
se 738,310
cz 676,335
br 579,881
eu 496,696
ol 477,790
fr 400,106
no 397,439
be 302,786|
de 219,046
dk 215,672
net 163,502
hu 123,597
org 118,988
nu 103,983
ch 92,981
info 48,127
app 40,850
uk 38,561

uuuuuuuuuuuuuuuuuuuuu

- # (dnssec-tools.org)

 http://stats.dnssec-tools.org/
PRANDERLIYTLDZ EDDSH
EREHZEIA

« NSEC3 zone walkD&Z &
HtE (BATRLILEIFL
AN ful

e nl se cz br eu pl fr no be de
dk hu ch uk&bLy>=3—0w
/XD CcCTLDTDNSSECHYE
BLTLS

e com net org info [XZ§RKF AL
RN Z D TDSEHE LY
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DNSSECHEEX IS ZIL) YV IL/INDHETE

e DNSSECHEEIZ®InLTULNS )L Y JL/NIE . EDNSO[Zxt
itsL. DNSSEC OKEwkrZEtvykLTHEILVEHES

e DNSSECH&GEZ1T27/LUYV JL/NIE, . (root) DNSKEY
jp DNSKEY . JPEERF A ZDDSZEEHMICHWLEHtE
%

o JL—F IPTO/NrYybXrTFv VTG ELEIZTFE

o« KFDYJIL/\H—E X(Google, Quad9, Cloudflare’i &)
DX IGIEFET LTINS
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DNS-OARC’s Root Datasets

 "A Day In the Life of the Internet” (DITL) is a large-
scale data collection project undertaken by CAIDA
and DNS-OARC every year since 2006

— https://www.dns-oarc.net/ditl/2011/
—48 hours packet capture at root DNS servers

Year

Start(UTC)

End

Analyzed data from

2011

Apr 12 1200

Apr 14 1200

acdefhjkl

m (10/13)

2012

Apr 17 1200

Apr 19 1200

acefhjklm(9/13)

2013

May 28 1200

May 30 1200

acdefhjkl

m (10/13)

2014

Apr 15 1200

Apr 17 1200

acefhjkm

(8/13)

2015

Apr 13 1200

Apr 15 1200

acfhjklm(8/13)

2017

Apr 11 1200

Apr 7 1200

acdefhjkl

m (10/13)

2018

Apr 10 1200

Apr 12 1200

acdefhjkl

m g10/13§
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RooOt £ :8|L-EDNS/ DNSSEC OK/ JPRS
DNSKEYZ L) Z#1XHIP7RLADE|E

90% - DNSKEYZIHHEABIPTRKL X

80% . EDNSOYTUEEBIPFTRLX

70% N
0% DOU T )% XAHIPTFL R
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RN R
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JP datasets

o 20%61:_7@51 M5A.DNS.JPEG.DNSIPD IO %Y
~N
— G.DNS.JP(Z2008FE10A [T EMENT=1=8. TN LUZF

e 2009V i5, Root D|TL-r—’5ubl'EE %H BFEREE 12
JP DNSON\ybFvTFvT—4

E

Il EIO’E L\’CEI/JGDJ PRAL B ANDDS
PR IO LTS
—JPI*)‘;E/%G)DS#@L\ JJ'C('JL ~ ZjF;"‘J‘“/:LG)

TTLIEAY9007) ?L \FEELE \ S5 R
Yyax
—*E@Nsm:laﬂwuléhé

128 BNS RRSet%# TDNSSEC nrtt,ot ELTHDS
?%fmiﬁ’auo'lﬁiﬁfa\eﬁ\—ﬁﬁb %L}flﬁbsf—« ?ﬁu;
—DNSSEC 'U'—/\(j:DS"""'"L,’CL\cLL\JPF)‘/f/ D
Ds’JIU’zr Bt AT L
eI N BEII)D 86400/900 961“
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JP DNST®MEDNSO,DNSSEC OK,  JER>
100% NQATIIENNZ 1D  — MNT=IA
Vo /L") AV )] TUVUAVGEI O
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—EDNSOV T EEAIPFTFLULRADEIS
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554 T SHT-DNSSECKREE

 APNIC Labs TO&F{fi https://labs.apnic.net/

GooglelEZEELY, TTVYP THTMLSZETSHE. B
LI=b A 2D EZRIRREITL. FERZAPNICO Y —
INITURE

ERY— /MU T—2EAEHETHE
FEHER: https://stats.labs.apnic.net/dnssec

19



55T D H-DNSSECHREE D & K 3™

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0
Use of DNSSEC Validation for World (XA)

Zoom: |1h| [1d| |5d| [Iw | |1m | [3m| |6m| |1y | | max @ Validating

T

7.5

* https://stats.labs.apnic.net/dnssec
e 2013F11ANMB2019F11B DY S
o 201911 BIZ1F24% D OS54 T7 2 rHDNSSECHR

ﬂl
S




D54T b oHT-DNSSECHRALE:[E Al IPRS

https://stats.labs.apnic.net/dnssec

“ - C © & hitps://stats.labs.apnicnet/dnssec ves v Q #&E L DS y £ O S —

DNSSEC Validation Rate by country (%)

r\_ - N

Al i ¥

’:= \%‘! E "
‘e ‘.

( HAK(38.74%
w- 4 CN 0.98%
‘3? A US 23.64%

FI 67%



uuuuuuuuuuuuuuuuuuuuu

DNSSECHRIEEREYY IL/INDIESE

oo DN_SSEC E L,ASI7¢J google
FREEZE 1) )L\ |pdns

JP 8.73% 61.71% 2.99%
CN 0.92% 96.41% 3.14%
UsS 25.22% 36.90% 6.74%
DE 91.24% 45.02% 10.95%
FI 68.05% 97.40% 6.49%
DK 80.03% 82.30% 6.30%
SE 82.68% 75.89% 9.33%
NO 82.09% 713.22% 7.67%
NL 19.73% 49.18% 11.00%
CZ 69.94% 69.96% 12.92%
MO 9.43% 80.86% 7.88%
IN 92.56% 19.81% 8.05%
SA 95.00% 47.86% 2.99%
Al 61.73% 25.66% 66.42%

https://stats.labs.apnic.net/rvrs/XA
LEDIVVILIND L,
https://stats.labs.apnic.net/dnssec/
% E DDNSSECIHRIIRDRET—Y

DE FI DK SE NO CzZ#%: & . 3—RAw/N

8 [E TDNSSECHREEEMNEL., FIL

ASIRD')YJ )L/ \HDNSSEC %} it

SADREEENEL,. KFDISPH

DNSSECxf /s (Bl [ER~R—)

Al (Anguilla, 7)) 78&) G EINSHEET

[£Google Public DNSFIFHEZEMNGL

=8| DNSSECHEEEEMN ST\

— ISPAYGoogle Public DNSZ{FEH & TLV3
A EettdHY

JP, CN, MOIZRICAS®D Y JL/\%{E

SE|EME LA, DNSSECHREEEMN

KD
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SATODNSSECHEIEELAS j

https://stats.labs.apnic.net/dnssec/SA?hc=SA&hx=0&hv=1&hp=0&hr=0&w=7

Use of DNSSEC Validation for Saudi Arabia (SA)

vvvvvvvvvvvvvvvvv

Zoom: |lib] |aldi] [eSd] o] Jaiom] |Smal |G Jaloa] lumice] @ Llidating
u]
7a
=11
a0
40
30
20
10
M 0
KW 2014 b (] Jd b3 H 2015 hd ] Jd - H 2016 b 0] Jd - KW 2017 hd (] Jd b3 KW 201  hd had Jd b3 Ho Z019 b4 bl Jd -
00 L R ) BN ') S S T 1 < T | M 1. B S 20—t tle————~5— —RET T W 5" J0T% bl hd Ts 019 fl hat Jd 3 H

ASN AS Name DNSSEC Validates  Samples
AZIFEIT  ALJAWWALSTC-AS 897 65% 102,313
AZ20018  SAUDINETETC-AS 83.75% 55,919
AS35819 MOBILY-AS Etihad Etisalat Company (Mobily) 95.59% 67 821
AZAITEE  MTC-KSA-AS §57.80% 40 536
AZIETES  ITC ITC AS number 58.47 % 4 G66
AS4BR95  ATHEEE-AS 96.05% 2,050

20189 A M 560%LL E(Z

KIFIEZISPADNSSECH STt it



https://stats.labs.apnic.net/dnssec/SA?hc=SA&hx=0&hv=1&hp=0&hr=0&w=7

e N

JPTODNSSECHEEREAS L

https://stats.labs.apnic.net/dnssec/JP?hc=JP&hx=0&hv=1&hp=0&hr=0&w=7

Use of DNSSEC Validation for Japan (JP)

® uialidating

N 2019 M 2]

30

25

20

u}
5

@'2‘014' ] o 5 2015 M M J 5 EONE] UM 5 017 MM J 5 098 M ha J S @oi8| mM__mM___J 5 N¢

ASN AS Name DNSSEC Validates !
AS4E8E BEKKOAME BEKKOAME INTERMET IMC. 89 20%
AS2TATT ZYMM - Symantec Corporation 95.589%
A=10001  MICSMET Mics Metwoark Caorporation 98.30%
ASTY9SE  WASEDAWASEDA University 95.16%
AS131933 TTWANET TAMA Television Co., Ltd 98.11%
ASEI26  NCT MCT CO, LTD. o7 .38%
AS18283  CCY Fureal Channel Inc, o7.29%
AS131937  JCV Joetsu Cable Vision 97.21%
AS4EEEZ  TOTAL-SERWER-SOLUTIONS - Total Server Solutions LLL.C. 897.21%
AS8E KCT kurashiki Cable TV 95.896%
AS17958 KCY kasaoka Cable Wision Co LTD. S95.67%

DNSSECHREEZE10%IEE

RILRAZLASHY

24


https://stats.labs.apnic.net/dnssec/JP?hc=JP&hx=0&hv=1&hp=0&hr=0&w=7

uuuuuuuuuuuuuuuuuuuuu

DNSSECE RI[ZDOWWTDOFEED

» DNSSECTOFRAS A IER
— [FEAEDITLD, Z<DccTLDMDNSSECIZ® L TLYS
— AL B & FE (L2011FE N SDNSSECEE 2 5 (jp, £<{MDgTLD)
— PR A A THDSERTE [F461F2E L/ 7E0Y
e DNSSECHRZEIZDUL\T
— JL—FOIPTHT., 20%LL EDIP7 KL XIEDNSSEC Validatorf=
CHETEIND
—dtBR, Ry, Fxa, YOO TISETLHETIXISPARIGL TN K
SNZHZAD
— USTIlZComcasth %t it
—$FIZYHIOTISE 7 TIX2018F9 A MSDNSSECHRIENE X
— JP CN MO%:E TIXDNSSECHREIEEMESH
— BHARTHDNSSECHREEEMNELASHH S
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(DNSH A1)
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IPRAL B THIPVEERTE KN

e« JPRSTI&. 2006EFEMNLY —2T7AILGEEERTFELTLNS
— (FNLUFIDEDELH AT M, RYHBLIZKL\D T)

« IPY—2T7AILDHRAMBHIPRAM 2 R)IZIPVE T KL X
FERELTLSEDIIHA LGNS
— IPV6 7 FL RZEFEDRAMERESH T HE AL

o =1L .IPY—2T714 I ohh5EDIF—ER1=1T
—JIPLANDR— LT —N\ZDELDIE. BEDFERAHMNDLEL
—JPTH.IPY—2IZHWR— LY —NLGITHh L

« MEDIFMIE. BERARIARREITOTEE 6L
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PV —2T74ILE (—&

3) IIIIIIIIIIIIIIIIIIIII

jp. IN SOA  z.dns.jp. root.dns.jp. 1560495602 3600 900

1814400 900
jp. INNS  a.dns.jp.
dnslab.jp. IN NS ns.dnslab.jp.

ns.dnslab.jp. IN AAAA 2001:200:132:7::3 e

ns.dnslab.jp. IN A 203.178.129.35

wide.jp. IN NS ns-wide.wide.ad.jp.
ns-wide.wide.ad.jp. IN AAAA 2001:200:0:1::f
ns-wide.wide.ad.jp. IN A 203.178.136.59
jpdirect.jp. IN NS dns-b.iij.ad.jp.

jpdirect.jp. IN NS dns-c.iij.ad.jp.

Copyright © 2019 Japan Registry Services Co., Ltd.
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PAN REGISTRY SERVICES
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IPR AL B DIRR (2019/6/21)

V=274 TIIKL O N BELD T, IPEERN A B DA HI

R TIHE ERETIELTORWNIEIZEER)

— FAL2 £ $dom {SOANS,A AAAA}L www.$Sdom {A AAAA}, R—LiH—
IN% $ns {A AAAAYERILVEHE

— 2019/6/21EAMIPJ —ZH DA AIZ6/21FIZRAWNEHE
Fr—LY—/IN\EESNTLSELD 1,540,542
NZE100%EL T TEEET
AL % SOADZRIFERRTE-1D 1,452,053 (94.3%)

— ZMD55, IPV6R—LH—N\EELDEHD 315,621 (20.5%)

— IPV6H —/ D H 17

AL B TE R E = [Twww. [TADERE 1,350,642 (87.7%)
AL B TE R E = [Fwww. [TAD A (IPv4D &) 1289008 (83.7%)
ALV R TR R E [ Twww. [TAAAAD A (IPV6D #H) 17
FALOBTEmE-[Twww. [CAAAAEA 61634 (4%)

FALZTERE=[Twww. [CAAAA 61651 (4%)
— R2—LY—/I\DBNIPV6 FRLRZHED 54074 (3.5%)  IPv6Xthis
— R— LY —I\NIPVATRL A D H 7577 (0.5%)  IPV4IZ{kTF
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JP DNSADOEILVEDHLENDZE{

a.dns.jp K& Ug.dns.jp TER

(o) -
30% —Ratio of IPv6 query source addresses L’T*F“ﬁl'\é#?ﬁéﬁ*ﬁ
. . (JP DNSMD>%51/6/HM52/8)
y —Ratio of IPv6 queries
25% —Ratio of AAAA queries
20%
15%
10%
5%
O% I I I | I I I I I
\> \> \> \> \> \> \> \> \> \>
\9\\/ \,'\’\\/ '\?\\/ \’,”\\/ '\?‘\\/ \§°\\/ \,‘°\\/ \',\\\/ '\‘P\\/ \9’\\/
0 S U A A A S S S S,
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JP DNS«O)FDEJL\Abﬁ@WI:

JPDNSICEIWEHEZESTFLAD
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o IJRX: http://s3-us-west-1.amazonaws.com/umbrella-static/top-1m.csv.zip
— BERF AV RITER, EEHIFR - $9238  ED55105HFE
— AL & $dom {SOA,AAAAAYL, www.$dom {A,AAAA}
— unboundIZfELYE HE (IPv4-only&IPv6-onlyF A E)

ISEEL SOAILEHY AHY  AAAAHY MALL mAEHY
IPv4 only |1 - 1000 6 994 791 167 203 167
IPv6 only |1 - 1000 168 831 653 134 179 134
IPv4 only |1 - 10000 90 9,894 8,490 1,654 1,420 1,654
IPv6 only |1 - 10000 2,321 7,653 6,450 1,397 1,229 1,397
IPv4 only |1 - 100000 8,633 90,883 84,078/ 17,611 7,280 17,602
IPv6 only |1 - 100000 | 36,434 63,136 57,615 15391 5942 15382

— IPV6 D H THRAHIEER TE-F AL H 63136(63%) (SOAILE)
« DNSH—/\DIPV6xTIG X HEA TLVS (DNSTO/NAEHRIEH ?)

—ZFD55Y —UTEREIIWwWWIZAAAAH 5D HY 15391 (15%)
« WebH—/\DIPVEXIIG [FEN TULVHH IPD3.5%LYIEZ LY

— BRIERTEGZNDED RO, SOARENZELEDH10%
« FELLZLVED (lan, local, home) L IE#R iR AL B (com.fi) RERAE
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Acknowledgements

e DNS-OARC as the data source of Root dataset

 Referred APNIC Labs data and graphs
— https://stats.labs.apnic.net/dnssec
— https://stats.labs.apnic.net/rvrs/

* Referred stats.dnssec-tools.org data and graphs
— http://stats.dnssec-tools.org/
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