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We replaced our monolith with micro services
so that every outage could be more like a
murder mystery.
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* App 1: Logging, Security, Metrics

* App 2: APM, RUM
* App 3: Network Metrics
* App 4: Site Search, App Search

* App 5: Business Analytics
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Beats family
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Packetbeat Metricbeat

Network data Metrics

&

Auditbeat Filebeat
Audit data Log files
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Windows Event Logs
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Uptime monitoring
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usernid | first middle last city state
john123 John James Smith Alamo California
jrice Jill Amy Rice
mt123 Jeff Twain Toledo Ohio
sadams Sue Adams
adoe Amy Doe Miami Florida
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Create a new rollup job
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Collect metrics on important fields
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GitHub

Search
L] Repositories 317
<> Code 17,981
@ Issues 2,008
$ Users 2
Languages
Java ®
Ruby 167
JavaScript 139
Python 117
PHP 69
Shell 49
Puppet 40
Perl 38
Scala 16
C# 13

Explore Features Enterprise Blog

| Soarch

We've found 317 repository results

0

L]

elasticsearch/elasticsearch

Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch

Last updated 2 minutes ago

jprante/elasticsearch-river-jdbc
JDBC river for Elasticsearch

Last updated 12 days ago

elasticsearch/elasticsearch-hadoop

Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

Sort: Best match ~

Java Wagss 1007

Java %308 Vas

Java w170 D70

Java %79 V2s
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GitHub w Explore Features Enterprise Blog Sign up Sign in
Search elasticsearch ] P
We've found 317 repository results Sort: Best match ~
L] Repositories 317 rep Y
<> Code 17,981
P — elasticsearch/elasticsearch sva Kasss Drow
Open Source, Distributed, RESTful Search Engine
§ Users 2 Last updated 2 hours ago
Languages L] richardwilly98/elasticsearch-river-mongodb e ks Das
MongoDB River Plugin for ElasticSearch
Java @ Last updated 2 minutes ago
Ruby 167
JavaScript 139 :
Python 157 u jprante/elasticsearch-river-jdbc Java k170 D70
PHP 69 JDBC river for Elasticsearch
Last updated 12 days ago
Shell 49
Puppet 40
Perl 38 Q elasticsearch/elasticsearch-hadoop Jva k79 D2s
Scala 16 Read and write data to/from ElasticSearch within Hadoop
c# 13 Last updated 3 days ago
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GitHub

Explore Features Enterprise Blog

Sign up Sign in

Search
ository results
L Repositories i
<> Code
© 1ssves - elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
§ Users 2 Last updated 2 hours ago
Languages !;J richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch
Java @ Last updated 2 minutes ago
Ruby 167
JavaScript 139
Python 157 Q jprante/elasticsearch-river-jdbc
PHP 69 JDBC river for Elasticsearch
Last updated 12 days ago
Shell 49
Puppet 40
porl s || elasticsearch/elasticsearch-hadoop
Scala 16 Read and write data to/from ElasticSearch within Hadoop
c# 13 Last updated 3 days ago

Sort: Best match ~

Java Wagss 1007

Java %308 Uas

Java w170 D70

Java %79 VU2s
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GitHub

Search
L Repositories 317
<> Code 17,981
@ Issues 2,008
§ Users 2
Languages
Java ®
Ruby 167
JavaScript 139
Python 117
PHP 69
Shell 49
Puppet 40
Perl 38
Scala 16
Cc# 13

We've found 317 repository results

elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch
Last updated 2 minutes ago

jprante/elasticsearch-river-jdbc

JDBC river for Elasticsearch
Last updated 12 days ago

elasticsearch/elasticsearch-hadoop
Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

Sort: Best match ~

Java Wagss 1007

Java %308 Uas

Java w170 D70

Java %79 V28
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Explore Features Enterprise Blog

GitHub

Sign up Sign in

Search elasticsearch
D orl We've found 317 repository results
w es
<> Code 17,981
© Issves - elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
% Users 2 Last updated 2 hours ago
Languages richardwilly98/elasticsearch-river-mongodb
goDB River Plugin for ElasticSearch
Java @ At updated 2 minules ago
Ruby 167
JavaScript 139
Python 157 jprénte/elasticsearch-river-jdbc
PHP 69 er for Elasticsearch
Shell 49 o
Puppet 40
per s | sQarch/elasticsearch-hadoop
Scala 16 : to/from ElasticSearch within Hadoop
Cc# 13

Sort: Best match ~

Java Wagss 1007

Java %308 Uas

Java w170 D70

Java %79 VU2s
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GitHub

Search
L Repositories 317
<> Code 981
@ Issues h03
§ Users 2
Languages
Ruby 167
JavaScript 139
Python 117
PHP 69
Shell 49
Puppet 40
Perl 38
Scala 16
Cc# 13

Explore Features Enterprise Blog

Sign up Sign in

We've found 317 repository results

elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch

Last updated 2 minutes ago

jprante/elasticsearch-river-jdbc

JDBC river for Elasticsearch
Last updated 12 days ago

elasticsearch/elasticsearch-hadoop
Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

Sort: Best match ~

Java Wagss 1007

Java %308 Uas

Java w170 D70

Java %79 VU2s
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GitHub ository ~ debian Sign up Sign in

() elasticsearch/elasticsearch#1726 debian package violaies naming convention

PUBLIC elasticse () elasticsearch/elasticsearch#3571 debian package init-script: stari-stop-daemon ne % Star 4683 i Fork 1,097
1" elasticsearch/elasticsearch#1681 Debian pkg

Browse Issues| (0) elasticsearch/elasticsearch#3286 There is no official debian/ubuntu repository m
<

(7 elasticsearch/elasticsearch#3500 Elasticsearch should include debian's standard |
Everyone’s Issu < 23| ..[19 | » o I

I elasticsearch/elasticsearch#1526 Moving debian package to maven

rms #3702 i
Labels Search elasticsearch/elasticsearch for 'debian' o
l Lucene 4.5 Upaf gearch GitHub for 'debian’ Poduclble #3701 i
§) breaking 1 Opened by sTmonw 124 hours ago
f§ bug 1 faln
(O NoShardAvailableActionException in ES 0.90.3 on startup #3700
f§ enhancement 10 Opened by richardwilly98 a day ago i
§ feature 9 ' |
@ Feature Request: Don't reindex the document when updatlng non-indexed fields #3696
non-issue 1 Opened by ddorian 2 days ago 3™ 4 comments a
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Elasticsearch in 10 seconds

2F—Y 71—, HERFa1 X2 NI LT REST & JSON
« A —2F>")—X: Apache License 2.0
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REST API + JSON

curl =X GET "localhost:9200/accounts/_search?pretty" -H
'Content-Type: application/json' -d'
{
"query" : {
"term" : { "firstname" : “Michael" }

¥

- wastic



REST API + JSON

{
"took" : 0, "balance" : 28770,
"timed_out" : false, "firstname" : "Michael",
"_shards" : { "lastname" : "Bray",
"total" : 1, "age" : 31,
"successful" : 1, "gender" : "M",
"skipped" : 0, "address" : "935 Lake Place",
"failed" : 0 "employer" : "Telepark",
| "email" : "michaelbray@telepark.com",
"hits" : { "city" : "Lemoyne",
"total" : { "state" : "CT"
"value" : 2, +
"relation" : "eq" o
Ty
"max_score" : 5.992464,
"hits" : [
{
" _index" : "accounts",
" _type" : "_doc",
" id" : "606",
" score" : 5.992464,
" source" : {
""account_number" : 606,

- elastic
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Window into the Elastic Stack
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1,594 hits New Save Open Share Reporting C'Auto-refresh <€ @ Last7days 9
[ geo.src:"US" and agent.keyword:| Options n

a» "Mozilla/5.@ (X11; Linux x86_64; rv:6.0al) Gecko/20110421 Firefox/6.0al"

@a» "Mozilla/5.@ (X11; Linux i686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.0.696.50 Safari/534.24"

a» "Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)"

JTITLLTU 1ITIUD

4
®
sk
®
O
0
o

80
? _source
. . w 60
Available fields o c
3 40
t @message v
. L _l 1 T
t @tags ; N N M _m [ I M W — e W—
) 2018-08-13 20:00 2018-08-14 20:00 2018-08-15 20:00 2018-08-16 20:00 2018-08-17 20:00 2018-08-18 20:00 2018-08-19 20:00
O @timestamp @timestamp per 3 hours
. t _id
&5 Time _source
t _index
» August 20th 2018, 09:34:54.803  jndex: logstash-2018.08.20 etimestamp: August 20th 2018, 09:34:54.803 ip: 247.204.113.21 extension: jpg
# _score

response: 200 geo.coordinates: { "lat": 56.24684222, "lon": -134.6481539 } geo.src: DE geo.dest: CN
t _type geo.srcdest: DE:CN @tags: success, info utc_time: August 20th 2018, ©9:34:54.803 referer: http://www.sl
ate.com/warning/aleksandr-serebrov agent: Mozilla/5.0 (X11; Linux i686) AppleWebKit/534.24 (KHTML, like Gec

L &

&

agent
ko) Chrome/11.0.696.50 Safari/534.24 clientip: 247.204.113.21 bytes: 2,702 host: media-for-the-masses.th

# bytes
» August 20th 2018, 09:31:55.467  jndex: logstash-2018.08.20 @timestamp: August 20th 2018, ©9:31:55.467 ip: 215.192.71.29 extension: jpg

O clientip

response: 404 geo.coordinates: { "lat": 61.58285917, "lon": -144.4270969 } geo.src: US geo.dest: ID

t extension geo.srcdest: US:ID e@tags: warning, security utc_time: August 20th 2018, 09:31:55.467 referer: http://ww
w.slate.com/success/boris-morukov agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; Sv1; .NET CLR
1.1.4322) clientip: 215.192.71.29 bytes: 2,535 host: media-for-the-masses.theacademyofperformingartsands

@ geo.coordinates




41

KibanaD S HE 735780 & A FIE

1. Index Pattern

NRET BT —Y DR ZER

2. Discover

oK DT Y ZHEERITD
3. Visualize

727 DIERK
4. Dashboard

EEDT 2T Z1DDHEET

¢ o elasti
‘oeas IC



Index Pattern

M

. Management = Index patterns = Create index pattern

= Elasticsearch

— B= =/ ® S 2 Al Create index pattern
[ J T P— 9 Hy'f?\ 9_5- O) EX E’ Index Lifecycle Policies Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

lﬁ Rollup Jobs
Watcher
= N, = & ShapshotlandiRestore Step 1 of 2: Define index pattern
° 21 -a— % /]/ \\/ 7 Z 0) X 8.0 Upgrade Assistant
H ﬂ: / j Index pattern
Q, K Kibana index-name-*
o —— EON H -
r / \ 9 b \/ % IE 3; Index Patterns
_I ﬁ ¢% Saved Objects You can use a * as a wildcard in your index pattern.
. You can't use spaces or the characters |\, /,?,", <, >, |
Spaces
@ Reporting Your index pattern can match any of your 18 indices, below.
Advanced Settings
g - accounts
= l. Logstash apm-7.4.0-error-000001
Pipelines
) apm-7.4.0-error-000002
B,
o = Beats apm-7.4.0-error-000003

Central Management
apm-7.4.0-metric-000001

ofo

¢% Machine Learnin
9 apm-7.4.0-onboarding-2019.10.03

“© .
o Jobs list
apm-7.4.0-span-000001
[oval ® 0
v Securit
Yy apm-7.4.0-span-000002
) Users
Roles apm-7.4.0-span-000003

apm-7.4.0-span-000004

Rows per page: 10 v



Index Pattern

)

. Management ' Index patterns = Create index pattern
= Elasticsearch

o E| H%@ I A — ) |/ |\ jé': ® ::j:i [A;encayile;“:;:des Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Rollup Jobs
| s i
=] IE Watcher
g0 Snapshot and Restore Step 2 of 2: Configure settings
A 8.0 Upgrade Assistant
You've defined apm-7* as your index pattern. Now you can specify some settings before
% Kibana
\\©¢‘ Time Filter field name Refresh
Index Patterns
¢y Saved Objects @timestamp v
& Spaces. The Time Filter will use this field to filter your data by time.
Reporting You can choose not to have a time field, but you will not be able to
51 Advanced Settings narrow down your data by a time range.
= <= Logstash > Show advanced options
Pipelines
J
. B, Beats
um]

Central Management

oo

¢% Machine Learning

@ Jobs list
[ove]

v Security
) Users

Roles
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- Discover ®

Discover

New Save Open Share Inspect

# ~  Search KQL v Last 15 minutes Show dates G Refresh
@

@ +Add filter

1
—V N Enl
8l 90 _ AE. _
° 7— — 9 @*E}EEE% j 7:')\ {) S Nov 7, 2019 @ 05:20:23.030 - Nov 7, 2019 @ 05:35:23.031 —  Auto )
AU ? _source
100
Available fields o 80
-
© @timestamp § 60
e O 40
t _id
oo 20
€
t _index
05:21:00 05:22:00 05:23:00 05:24:00 05:25:00 05:26:00 05:27:00 05:28:00 05:29:00 05:30:00 05:31:00 05:32:00 05:33:00 05:34:00 05:35:00
Cél # _score @timestamp per 30 seconds
5) t _type Time « _source
= t t.eph I_id .
= agentepiemerats > Nov 7, 2019 @ 05:35:21.164  gtimestamp: Nov 7, 2019 @ ©5:35:21.164 process.executable: /Applications/Google
. t agent.hostname Chrome.app/Contents/Frameworks/Google Chrome
W
. - Framework.framework/Versions/78.08.3904.70/Helpers/Google Chrome Helper
agent.i
Eﬂ (Renderer) .app/Contents/Mac0S/Google Chrome Helper (Renderer) process.args: /Applications/Google
t agent.type Chrome.app/Contents/Frameworks/Google Chrome
Q? t 1t
agenLversion > Nov 7, 2019 @ 85:35:21.164  gtimestamp: Nov 7, 2019 @ ©5:35:21.164 system.process.memory.size: 9GB
v
N t ecs.version system.process.memory.rss.bytes: 1.5GB system.process.memory.rss.pct: 4.53%
system.process.memory.share: @B system.process.cpu.total.value: 48,492
{é} t event.dataset
system.process.cpu.total.pct: 4.23% system.process.cpu.total.norm.pct: 0.26%
# event.duration system.process.cpu.start_time: Nov 7, 2019 @ 05:32:09.246
t t.modul Q5.
EVENLINOCLIS > Nov 7, 2019 @ 05:35:21.164  gtimestamp: Nov 7, 2019 @ ©5:35:21.164 system.process.state: running
t host.architecture system.process.cpu.start_time: Nov 6, 2019 @ 02:36:42.289
system.process.cpu.total.norm.pct: 0.14% system.process.cpu.total.value: 558,534
t host.hostname
system.process.cpu.total.pct: 2.23% system.process.memory.size: 7.7GB
t host.id system.process.memory.rss.bytes: 558.2MB system.process.memory.rss.pct: 1.7%
t host. .95
ostname > Nov 7, 2019 @ 85:35:21.164 @timestamp: Nov 7, 2019 @ 85:35:21.164 service.type: system system.process.state: running
t host.os.build system.process.cpu.total.norm.pct: 0.11% system.process.cpu.total.value: 1,670

system.process.cpu.total.pct: 1.69% system.process.cpu.start_time: Nov 7, 20819 @ ©5:34:01.013

-

host.os.family
system.process.memory.size: 4.3GB system.process.memory.rss.bytes: 95MB
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Visualize ol s

@ . . . . ] .
V|Sua | |zations @ Create new visualization
™
il
N — = QU search...
« 02577 D2K53 °
AU
Title Type Actions
Cache Hits, Misses [Metricbeat CoreDNS] ECS |/ Line l
&
e API Server Requests [Metricbeat Kubernetes] ECS ie TSVB 7
API Server Top clients by number of requests [Metricbeat & TSVB 2
o Kubernetes] ECS
=]
= API Server Top clients by resource [Metricbeat & TSVB 2
Kubernetes] ECS -
=
= Accepts and Handled Rate [Metricbeat Nginx] ECS = TSVB 7
g Active connections [Metricbeat Nginx] ECS & TSVB l
n
- Active servers in backend [Metricbeat HAProxy] ECS @ TSVB V4
)
- Active size of transaction log [Metricbeat MSSQL] ECS i TSVB 7
@
Alert Notifications [Metricbeat Prometheus] e TSVB 7
&
Alive Connections [Metricbeat Zookeeper] ECS & TSVB V4

Rows per page: 10 v 12 3 4 5 33 >



Visualize

« 075 7%D2LK53%

New Visualization

° 1‘% Q fd\\ EFE iﬁ O) 7\\ 3 7 QU Filter Select a visualization type

Start creating your visualization by

E = selecting a type for that visualization.
-Oo—
b =t O
Area Controls Coordinate Data Table
Map
P o) &9 =
Gauge Goal Heat Map Horizontal Bar

1/ e" i

Line Maps Markdown Metric

© 1 i =

Pie Region Map TSVB Tag Cloud

@ &> F M

Timelion Vega Vertical Bar
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Visualize
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Save

#H v

@

Visualize ' Create

Share Inspect Refresh

Search

+ Add filter

metricbeat-*

Data

Metrics & Axes  Panel Settings

Metrics

> Y-axis Count

© Add

Buckets

© Add

Count

550

KQL

v Last 15 minutes

(&)

Show dates G Refresh

@ Count
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. Visualize = Create e}

[ n
VI S u a I Ize D Save Share Inspect Refresh
# v~  Search KQL v Last 15 minutes Show dates G Refresh
@

3 +Add filter

metricbeat-* <] 110 @ Count

° 7\\ — 7 % j < % Data Metrics & Axes Panel Settings > X
; AU

Metrics 100

> Y-axis Count

AY 4 A —
P * Q
. BEABEEOSTT -
fe S = © Add 0
Buckets
v X-axis X
Aggregation Date Histogram help
Date Histogram v
Field
@timestamp v
Minimum interval .
Auto Qv 0
Select an option or create a custom value.
Examples: 30s, 20m, 24h, 2d, 1w, 1M
X Drop partial buckets
Custom label
> Advanced
© Add

©

S
o

i}
8

i

ot
3

T B &
Count
wn (2]
o

|
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Dashboard
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|

3

. Dashboard

[Metricbeat System] Host overview ECS

Full screen Share Clone Edit
# »  host.name:"junnoMacBook-Pro.local’| KQL
€3 +Add filter
System Navigation [Metricbeat System] ECS
System Overview | Host Overview | Containers overview
CPU Usage Gauge [Metr... Memory Usage Gauge [... Load Gauge [Metricbeat...
CPU Usage Memory Usage 5m Load
20.55% 62.4% 214

Swap usage [Metricbeat...

Swap usage

25.9%

Memory usage vs total [...

Memory usage

20GB

Total Memory 32GB

CPU Usage [Metricbeat System] ECS

400%

300%

200%

100%

0%

05:25:00

05:30:00

05:35:00

per 10 seconds

Memory Usage [Metricbeat System] ECS

37.3GB

27.9GB

18.6GB

9.3GB

Number of processes [...

Processes
user 182.8%
system 146%
nice 0%
irq 0%
softirg 0%
iowait 0%
Used 20GB
Cache 11.9GB
Free 126.8MB

v Last 15 minutes

Tip [Metricbeat System] ECS

(&)

Show dates G Refresh

TIP: To select another host, go to the System Overview dashboard

and dniihla-rlick a hnet nama

Inbound Traffic [Metricb...

Inbound Traffic

203.4KB/s

Total Transferred 45.6MB

Disk used [Metricbeat S...

Disk used

0%

Outbound Traffic [Metri...

Outbound Traffic

12.7KB/s 0

Total Transferred 130MB

Disk Usage [Metricbeat System] ECS

/private/var/vm I
[net |
/home ]
/Volumes/Mac... IIIIIINIGGNNN

System Load [Metricbeat System] ECS

26

2.4

2.2

05:25:00

05:30:00

per 10 seconds

Disk IO (Bytes) [Metricbeat System] ECS

1B/s

0.5B/s

0B/s

-0.5B/s

> m
® 5m
"l::_f\:a-..; ® 15m
05:35:00
> @ reads
© writes

Packetloss [Metricbeat ...

In Packetloss

Out Packetloss 309

0%
0%
0%
0%

2.31
214
217

0B/s
0B/s



Canvas: Create live pixel-perfect presentations

GA | Basic (free)

X artifacts.elastic.co & www.elastic.co &) cdn.elastic-elastic-elastic.org & elastic-elastic-elastic.org

L1 MACHINE [J REQUEST [V GEO

OS: ios /styles/semantic-ui.css ORIGIN COUNTRY: PH
RAM: 10.0GB DESTINATION: IN

St @ LTI |

1.28MB
BYTES TRANSFERRED BN AN e o

T2C)%\L9VISITORS ( LRI

7. @ elastic



Maps: A new way to explore & visualize geospatial data in Kibana
GA | Basic (free)

Maps Suricata Events - Dark
Full screen Inspect Save

Search KQlL \ Last 5 minutes

Layers

@ Destination
© Source

&9 Requests

@ Path

World Countries

88 Custom Dark TMS

lat: 57.36667, lon: 124.52476 { to

Made with NaturalEarth, Elastic Maps Service .
o elastic
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Elasticsearch
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Machlne Learning (2+)

|
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1
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33 TINGULARJS
w HTML

Custom Ul

Elasticsearch Clients

Kibana

N

Authentication

\ 4
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W —
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0 )
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Elastic Stack
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‘ Elastic Cloud ‘ Elastic Cloud @ Standalone
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Elasticsearch Service

No one hosts the stack better

Cluster management made easy
One-click deploy and upgrade
Scale up / down with sliders

Auto backup every 30 minutes

Any use case. Any size.
Predefined deployment templates
Hot-warm + index curation
Dedicated master nodes

Exclusive Elastic Stack features

Canvas, Elasticsearch SQL, Rollups
Graph, Machine Learning, Security,
Alerting, Monitoring, and growing.

C

Deployments
Custom plugins
Account

Help

Create deployment

Take the template that pre-configures the Elastic Stack and make it yours. Adjust capacity and

performance, change the level of fault tolerance, add more features, and much more. Learn more ...

=» Data 1 configuration
aws.data.highio.i3 ~ Master Data Ingest
An 1/O optimized Elasticsearch instance running on an AWS i3.

Fault tolerance

1zone @ 2 zones 3 zones

RAM per Node Nodes @

eEEEsss————E—

1GB 2GB 4GB 8GB 15GB 29 GB 58 GB
RAM per Zone

15 GB

Summary
15 GB RAM 450 GBstorage X 1node X  2zones =

30 GB RAM 900 GB storage

> User setting overrides

(9 Machine Learning 1 configuration

aws.ml.m5  Machine Learning

An Elasticsearch machine learning instance running on an AWS m5.

Fault tolerance

O 1zone 2 zones 3 zones

RAM per Node Nodes @

Summary
Name Logging
Version v6.4.2
ES data 30 GB
memory

ES data 900 GB
storage

Total 32GB
memory

Total 904 GB
storage

Hourly $0.6939 @

Monthly ~ $506.55 (9)
rate

Architecture

aws.data.... |l aws.ml.m5
15 GB RAM 1GB RAM

N
o
=
o
-

aws.kiban...
1GB RAM

Zone 2

fo



Deployments

Elastic Cloud Enterprise

Productizing years of SaaS expertise

Platform

Activity Feed

Manage deployments @ scale
Deploy anywhere

Easy deploy, scale up, upgrade
Auto backup every 30 minutes

Any use case. Any size.
Customizable deployment templates
Hot-warm + index curation

Dedicated master nodes

Elastic Stack features

Canvas, Elasticsearch SQL, Rollups
Graph, Machine Learning, Security,
Alerting, Monitoring, and growing.

Deployments

loggin| More filters v Create deployment

Showing all 4 matching deployments

logging-and-metrics

97b432  v5.6.11

logging heavy uc

26701e  v6.4.2

data.default master data.default Kibana
16 GB RAM, 2 6 GB RAM, 3 1GB RAM, 1 node, 1 Included
nodes, 2 zones nodes, 3 zones zone
data.highstorage
16 GB RAM, 2 Plus 2 more ...
nodes, 2 zones
sEK@® €C=K
" 5 7 8 i
logging-metrics- E4 my-logging-cluster =
92178¢c  v6.4.1
cluster-6
ffade0 | gEESE data.default ml
. 8 GB RAM, 2 8 GB RAM, 2
data.default Kibana nodes, 2 zones nodes, 2 zones
4 GB RAM, 1 node, Included
1zone master
24 GB RAM, 3 Plus 2 more ...
nodes, 3 zones
=K =E®

fo
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Kubernetes?

Docker @ Elastic
LIFEBNUI4D>0 7O MMcDWTDocker A X —I % Bet

https://www.docker.elastic.co/

Elastic Cloud on Kubernetes
Elasticsearch & Kibana®operatorz 2z (C U 7R— ~ (ECK):

1. MAB7AE: kubectl apply -f https://download.elastic.co/downloads/eck/0.8.1/

all-in-one.yaml

qQ .
% elastic
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7+ 7HINEY 7« D=F5 : Logging. Metrics, APM

Request-scoped metrics

Metrics  ER & 1B
FEEE

Metrics
Aggregatable

FHERA
; 75—k
Trac'“Q Aggregatable events
Request e.g. rollups Sy 39 h—R
scoped )
L h— bk

APM

Request-scoped,
aggregatable events

Logging

Request-scoped events Events

Logs

qQ .
Reference : Peter Bourgon https://peter.bourgon.org/blog/2017/02/21/metrics-tracing-and-logging.html: 14 elaStIC
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MMEBHRATHINED) 7+
SEIFLDBOEATEULRICHEEN

e TOAVATLDESEZRIHBENKRT—YICEDWBHIETEKDH 3
INAT LANJIVIEA NY v T ZAHIRE

« UZINIALBRRPEEBRANY 2T Z7— I 3HICREEZBEH
CIRAL

s N LRIIDSTA—TFA4TO, SEXIFXFHBRT—FZ\DTHEERID
AT =S J)VICEER T, EITRAERZAEICL. A7) © TR
BT?) ODEZDZEMERLCIET

References:
Google SRE Handbook : https://landing.google.com/sre/sre-book/toc/index.html
Cindy Sridharan : https://medium.com/@copyconstruct/monitoring-and-observability-8417d1952e1c

qQ .
% elastic
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Cloud Computing @% kubernetes
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Elastic Stackz=f|B U A 7H/\EY 7+

Dev & Ops Teams
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Kibana
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|
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1

Elasticsearch
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. Infrastructure

Inventory Metrics explorer

Q Search for infrastructure data... (e.g. host.name:host-1)

Hosts Kubernetes Metric: CPU Usage Group By: All v

0%

06/05/2019 10:23:45 AM  [> Auto-refresh

83 Configuration

Showing the last 1 minute of data from the time period

Al 21
filebeat-local
1.4% 25.6% 0.2% 2.3% 2.9%
2.2% 0.6% 0.5% 0% 4.3%
localtesting... metricbeat-|...
11% 1.6% 41% 1%
metricbeat-|...
0.1% 4.9% 6.5% 44.4% 0.9%
W
localtesting...

136.3%

- o
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o ARL—> 3> IR NDHIE

tions Rack

AR A i et S s S AT

M July 03 AM 06 AM 09 AM 12 PM

itile @ 99th percentile

Q

17:36.217)

% of trace

100.0%

50 ms 100 ms

" Y\J Y - — N WM

O rpm
03 PM 06 PM 09 PM July 03 AM 06 AM 09 AM 12PM

@ HTTP 2xx 266 rpm @ HTTP 4xx 2.7rpm @ HTTP 5xx 3.9rpm @ N/A 8.2rpm

300 ms 400 ms 500 ms 600 ms
Actions v
URL

http://172.18.011:3000/z ACTIONS )
/'1

- . EF Show host logs 2 \
HTTP 2xx N & Show trace logs 12
& Show host meErics [
® View sample document |/
4 Vi ) A

o & View monitor status  |£ 251 ms

views.product_customers 234 ms

1s_customer 214 ms

©
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Metricbeat

Dashboard = [Metricheat System] Host overview ECS

Fullscreen Share Clone Edit

Lucene v Last 15min. Show dates G Refresh

Filters  host.name:"johtani-mac-15.local"

€3 +Add filter

System Navigation [Metricbeat System] ECS Tip [Metricheat System] ECS

System Overview | Host Overview | Containers overview TIP: To select another host, go to the System Overview dashboard and double-click a host name.

D
w7725

71

CPU Usage Gauge [Metricbeat System] E...

CPU Usage

21.388%

Swap usage [Metricbeat System] ECS

Swap usage

84.6%

CPU Usage [Metricheat System] ECS

500%
400%
300%
200%

100%

0%
16:40:00  16:42:00  16:44:00

Memory Usage [Metricbeat System] ECS

18.626GB

Inbound Traffic [Metricheat System] ECS

Memory Usage Gauge

Memory Usage

60.9%

Memory usage

9.75GB

Total Memory 16GB

16:46:00 16:48:00 16:50:00 16:52:00
per 10 seconds

Inbound Traffic

504.349KB/s

Total Transferred 306.066MB

5m Load

3.23

Disk used

Number of

Disk used
Processes 0%

System Load [Metricbeat System] ECS

10
user

system
nice

irq

softirg 4

fowait
) e~/

0
16:54:00 16:40:00 16:42:00  16:44:00  16:46:00

Disk 10 (Bytes) [Metricbeat System] ECS

18/s

Outbound Traffic System] E... ECS

Outbound Traffic In Packetloss

19.945KB/s 0

Total Transferred 15.258MB
Out Packetloss 119

Disk Usage [Metricbeat System] ECS

[private/var/vm I
/net |
/home |
/ —

NV 2 vy

N

16:48:00 16:50:00 16:52:00 16:54:00
per 10 seconds




Metricbeat
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Aerospike metrics

Fetch internal metrics from
the Aerospike server.

CoreDNS metrics

Fetch monitoring metrics from the
CoreDNS server.

Elasticsearch metrics

Fetch internal metrics from
Elasticsearch.

& Kafka metrics

Fetch internal metrics from
the Kafka server.

@ Memcached metrics

Fetch internal metrics from
the Memcached server.

N, MySQL metrics

Fetch internal metrics from
MySQL.

@ Prometheus metrics

Fetch metrics from a
Prometheus exporter.

<] Uptime Monitors

Monitor services for their
availability

Zookeeper metrics

Fetch internal metrics from a
Zookeeper server.

/  Apache metrics

Fetch internal metrics from
the Apache 2 HTTP server.

@ Couchbase metrics

Fetch internal metrics from
Couchbase.

{3 Etcd metrics

Fetch internal metrics from
the Etcd server.

)

Kibana metrics

Fetch internal metrics from
Kibana.

Microsoft SQL Server Metrics

Fetch monitoring metrics from a
Microsoft SQL Server instance

® Nginx metrics

Fetch internal metrics from
the Nginx HTTP server.

k55 RabbitMQ metrics

Fetch internal metrics from
the RabbitMQ server.

UuWSGI metrics

Fetch internal metrics from the
uWSGl server.

aws  AWS metrics

Fetch monitoring metrics for
EC2 instances from the AWS
APIs and Cloudwatch.

Docker metrics

Fetch metrics about your
Docker containers.

Golang metrics

Fetch internal metrics from a
Golang app.

Kubernetes metrics

Fetch metrics from your
Kubernetes installation.

0 MongoDB metrics

Fetch internal metrics from
MongoDB.

@» PHP-FPM metrics

Fetch internal metrics from
PHP-FPM.

& Redis metrics

Fetch internal metrics from
Redis.

vSphere metrics

Fetch internal metrics from vSphere.

@ Cephmetrics

Fetch internal metrics from
the Ceph server.

A4 Dropwizard metrics

Fetch internal metrics from
Dropwizard Java application.

HAProxy metrics

Fetch internal metrics from
the HAProxy server.

Logstash metrics

Fetch internal metrics from a
Logstash server.

Munin metrics

Fetch internal metrics from the
Munin server.

PostgreSQL metrics

Fetch internal metrics from
PostgreSQL.

System metrics

Collect CPU, memory, network, and
disk statistics from the host.

2= Windows metrics

Fetch internal metrics from
Windows.
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Dashboard / [Metricbeat System] Host overview Full screen Clone Edit Reporting < @ Last15minutes >
beat.hostname:"orion.company.co" Uses lucene query syntax n

Add a filter +

System Navigation [Metricbeat System] by

System Overview | Host Overview | Containers overview

CPU Usage Gauge [Metricbeat Syste... «* Memory Usage Gauge [Metricbeat S... «* Load Gauge [Metricbeat System] «" Inbound Traffic [Metricbeat System] * Outbound Traffic [Metricbeat System] .* Packetloss [Metricbeat System] b
Inbound Traffic Outbound Traffic In Packetloss
CPU Usage Memory U 5.3KB/S 776.2 B/s 0
17.39% 79.2% Total Transfered 5.9MB Total Transfered 2.8MB Out Packetloss 2
Swap usage [Metricbeat System] «"  Memory usage vs total " Number of processes [Metricbeat Sy... «* Disk used [Metricbeat System] «* Disk Usage [Metricbeat System] >
ps I 100%
Memory usage Processes I 34.2%
| 25.9%
net 0%
Total Memory 16.0GB 0.44% - 0%

CPU Usage [Metricbeat System] " System Load [Metricbeat System] -
> e 67.5% > 2.36
] 71.6% ) 24
° 0% ° 2.51

O
o
E

[ ] 0%
‘_\'\—-‘wn——n-
’ T W T
a “AA V- W
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Heartbeat

Options Update

HTTP monitors status

Max Max Max Max Max
monitor.duration.us resolve.rtt.us tcp.rtt. tls.rtt. http.rtt.resp _hea
monitor.id: Descending © $ s s $ $
http@https://www.sumologic.com 18,670,301 18,077,071 4,704,206 2,639,762 1,599,647
X E \ http@https://www.splunk.com/dd 18,390,803 18,091,974 3,046,838 5,142,075 1,407,655
—_—
l E l http@https://www.splunk.com 18,172,903 18,091,912 3,046,808 4,826,412 2,527,840
http@https://www.logz.io 17,135,670 1,256,646 4,124,582 13,005,021 632,934

http@https://www.grafana.com 16,729,320 7,044,805 3,757,370 12,963,637 4,557,108

"/ ﬁ —
(M
/ m @ monitor.status: up @ monitor.status: down @ 200 @ 404

© @ monitor.status: do...
@ monitor.status: up

23:00
@timestamp per 30 minutes

P ping times

50,000,000 © @ Maxresolve.rtt.us

® Max tep.rtt.connec...
©® Max tls.rtt.handsh...
40000000 @ Max http.rtt.respo...

30,000,000

20,000,000

10,000,000

23:00
@timestamp per 30 minutes




Uptime Ul

N &

B

Ul

o M

e B 2 8 B O

B § 4 m B

&

B overview
<] Uptime
Q search...

Endpoint status

Up Down

8 1

Monitor status

Status

e Up

e Up

e Up

e Up

® Down

e Up

Last updated

a few seconds ago

a few seconds ago

a few seconds ago

a few seconds ago

2 minutes ago

2 minutes ago

Status over time

5
, N N I R —
3
2
1
0

;55 0110 :05 :10 1

25 :30 :35 :40 45 50

auto-http-OX5E853AD3DD89398F-
7960581f1ecb91a9

auto-http-OX5E853AD3DD89398F-
d94a14a568d7afb2

auto-http-0X5E853AD3DD89398F-
e21e441f5a592bc8

auto-http-OX5E853AD3DD89398F-
f0926ea0a48fe349

auto-http-0XF52B285DD9DA2D34-
5da166b115ba939b

auto-http-0XF52B285DD9DA2D34~
7960581f1ecb91a9

http://localhost:9200

http://blog.johtani.info

http://localhost:5601

http://elastic.co/jp

http://blog.johtani/info

http://localhost:9200

I
--
5 20 25 30 :35 :40

v Last 15 hours

Up Down

:45 150 55 0N

127.0.0.1

104.27.128.50

127.0.0.1

151.101.66.217

127.0.0.1

ID v

Show dates

Name v~ URL v Port ~ Scheme

05 10 15 20 25 :30 :35 40 45

Monitor History
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' Infrastructure BETA
A
® Kubernetes Pods 0 &
5 Showing the last 1 minute of data from the time period Hosts  Kubernetes Docker
s
® QU Search for infrastructure data... (e.g. host.name:host-1) Metric: Outbound Traffic v Group By: * Node v 11/25/2018 12:23:31 PN > Auto-refresh
-4
=
@
@
"
gke-standard-cluster-1-default-pool-35f6d517-jdwx = 14 gke-standard-cluster-1-default-pool-35f6d517-pz28 = 12 gke-standard-cluster-1-default-pool-35f6d517-qzb1 = 3

¥ 3
*® filebeat-dy... frontend-7... frontend-7... frontend-7... filebeat-dy... frontend-7... frontend-7... heapster-v... filebeat-dy... kube-prox... metricbeat...

269.9bit/s Obit/s Obit/s Obit/s 117.5bit/s Obit/s Obit/s 519.9bit/s 7.9bit/s 5.8kbit/s 5.7kbit/s

17-default-... kube-dns-... kube-dns-a... kube-prox...
48.6bit/s 513bit/s 163.6bit/s 26.4kbit/s

frontend-7... kube-dns-...
Obit/s 500.2bit/s

metrics-se... redis-mast... redis-mast... metricbeat... redis-slave... redis-slave...
651.4bit/s 176bit/s 174.1bit/s 26.8kbit/s 136bit/s 143.7bit/s

redis-slave... redis-slave...
144.4bit/s 139.4bit/s

17.4kbit/s 21.4Kkbit/s 26.8kbit/s
— 1 S— ]

Obit/s _—




Metrics Explorer
7 KRy U IREERII ORI

@  MN

o B ® B O

0 &

s B G

8

&

. Infrastructure

Inventory Metrics explorer

QU search for infrastructure data... (e.g. host.name:host-1)

Hosts Kubernetes Metric: CPU Usage v Group By: All v 83 Configuration

01%

Al 21
filebeat-lo...
4.8% 4.4% 10.3% 0.2% 1%
localtestin...

0.1% 0.2% 6.7% 3.6% 90.4%
localtestin... heartbeat... metricbea...

3.3% 2.5% 2.4% 1.8% 48.4%
epic_night...

0% 0.3% 2.3% 0.5% 0.2%

apmagent...

06/13/2019 9:48:13 AM > Auto-refresh

Showing the last 1 minute of data from the time period

2586%
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Filebeat

. Dashboard = [Filebeat Apache] Access and error logs ECS
Fullscreen Share Clone Edit

Filters  * Lucene v Aug 26,2014 @19:44:13.7 - Sep 26, 2014 @ 01:52:171 C Refresh

f -~ 3+ Add filter
4 ) b \ Unique IPs map [Filebeat Apache] ECS
UNITED ’\/’ s

GUATEMALA . [ . p - A
PANAMA® © ). ) hor NIGERIA N f £ PANAMA

\\ Z S [0) '}/a ¢ o N . N
A i { e, P v - ) 5 STATES OF
— [ ] " .o OAM (o} o E % Unique 88Uitl6fsource.address
— y ) ¥ @0 v MORGCCO : 2N 2 o ©1-559.75
< X . - o. /28 e 9 Raim. s @ 559.75- 11185
v MEXICO CUBA L - - £ B J 0 .|,11a.5?‘-?§;§25 S
! A IC N —MALL - CHAD A @ 1,677.25 SYHTBVALA

COLOMBIA [\ 2 U KENYA. A © OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service

Response codes over time [Filebeat Apache] ECS =2 Operating systems breakdown [Filebeat ...

15,000 @200 This container is too small to render
the visualization

10,000 @301
! @®Mac OSX @ Linux ® Android ®10.9.1
@304
1092 1084 ©10.75 ©1083

5,000
—sialuintalunanaBuiulainniunnainlalnninstnnalalalulalinnnnsls ;-

0
2014-08-29 09:00 2014-09-01 09:00 2014-09-05 09:00 2014-09-09 09:00 2014-09-13 09:00 2014-09-17 09:00 2014-09-2109:00 o500 93129 @412 @422 ®404

@timestamp per 12 hours 0236 @43
- a0

Top URLS by response code [Filebeat Apache] ECS Browsers breakdown [Filebeat Apache] ECS

“ “ @ Chrome @ Firefox @ IE @ Safari @ Android @ 33.0.1750 @ 32.0.1700 @ 27.0.1453

2801500 ©31.01650 ®270 @260 @210 240 ®220 @110 @90 @80 @60
[favicon.ico: URL [files/logstash/logstash-1.1.0... Istyle2.css: URL Ireset.css: URL Jimages/jordan-80.png: URL ©70 702 ©701 ©605 0519 ©60.4 412 ©236 0404 0422 @43

Error logs over time [Filebeat Apache] ECS
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Add Data to Kibana

All Logging

/  Apachelogs

Collect and parse access and
error logs created by the
Apache HTTP server.

& Kafkalogs

Collect and parse logs
created by Kafka.

@ Nginxlogs
Collect and parse access and
error logs created by the
Nginx HTTP server.

Traefik logs

Collect and parse access logs
created by the Traefik Proxy.

Metrics SIEM

Sample data

Cloudwatch Logs

Collect Cloudwatch logs with
Functionbeat

ws Logstashlogs

Collect and parse debug and
slow logs created by Logstash
itself.

PostgreSQL logs

Collect and parse error and
slow logs created by
PostgreSQL.

Elasticsearch logs

Collect and parse logs
created by Elasticsearch.

MySQL logs

Collect and parse error and

slow logs created by MySQL.

Redis logs

Collect and parse error and
slow logs created by Redis.

IIS logs

Collect and parse access and error
logs created by the IS HTTP server.

Nats logs

Collect and parse logs created by
Nats.

System logs

Collect and parse logs written by
the local Syslog server.



winlogbeat

B Event Viewer

File Action View Help
Welcome ¢+ OEFRE @m

@ e v o9
to 1998 ;»

Application : —
Security Type Date Time Source

System @Information 13/05/2012 09:30:03 Windows
ACEEventLog /N Warning 13/05/2012  09:30:03  Windows

Internet Explorer QError 13/05/2012 09:30:03 Windows
Microsoft-Windows-Forwarding/ @Information 13/05/2012 09:30:03 Windows
Windows PowerShell €Error 13/05/2012 09:30:02 Windows
@Information 13/05/2012 09:30:01 Windows
&Warning 13/05/2012 09:30:01 Windows

@ nfarmation 131512012 N9:29:54 Skvnel Inc Y
< l >




winlogbeat

ow

Add afilter +

Number of Events < Number of Events Over Time By Event Log e
© @System
Count 80

25 :

ao o PY

e B0 I

" Bumal

201705-23 14:00 2017.09-24 02:00 2017-09-24 1400 2017:09-25 02:00

@timestamp per hour

Sources < Top EventIDs < Event Levels g
© © Microsoft-Windows-D...

© MicrosoftWindows-K... event_id: Descending - Count = level: Descending © Count =
@ BTHUSS 1,014 42 Information 188

@ Microsoft-Windows-Fi...

@ Microsoft-Windows-K..  © 24 Warning 55

© etiexpress 16 20 Error n

® Service Control Mana...

34
32



Packetbheat

Capture the
Packet

: verbose output suppressed, use -v or -wv for full protocol decode
listening on en@, link-type EN1@MB (Ethernet), capture size 65535 bytes
10:03:59.594512 IP 172.31.98.131.65048 > nuq@4s19-in-f21.1e100.net.https: UDP, length 24
10:03:59.692308 IP nuq@4s19-in-f21.1e100.net.https > 172.31.98.131.65048: UDP, length 36
IP 172.31.98.131.60568 > r-199-59-148-82.twttr.com.https: Flags [.], ack 1987017713, win 4096, length @
IP r-199-59-148-82.twttr.com.https > 172.31.98.131.60568: Flags [.], ack 1, win 1456, options [nop,nop,TS val 1737158165 ecr 1065051019], length @
IP pc-in-f189.1e100.net.https > 172.31.98.131.60078: Flags [P.], seq 391100909:391100994, ack 1961900067, win 1651, options [nop,nop,TS val 182273890 e
, length 85
IP 172.31.98.131.60078 > pc-in-f189.1e100.net.https: Flags [.], ack 85, win 4893, options [nop,nop,TS val 1065411882 ecr 182273899], length @
IP 172.31.98.131.57399 > google-public-dns-a.google.com.domain: 48543+ PTR? 131.98.31.172.in-addr.arpa. (44)
IP google-public-dns-a.google.com.domain > 172.31.98.131.57399: 48543 NXDomain 0/0/@ (44)
IP 172.31.98.131.52072 > google-public-dns-a.google.com.domain: 9347+ PTR? 53.239.125.74.in-addr.arpa. (44)
IP google-public-dns-a.google.com.domain > 172.31.98.131.52072: 9347 1/@/@ PTR nug@4s19-in-f21.1e100.net. (83)
IP 172.31.98.131.59451 > google-public-dns-a.google.com.domain: 63862+ PTR? 82.148.59.199.in-addr.arpa. (44)
IP google-public-dns-a.google.com.domain > 172.31.98.131.59451: 63862 1/@/@ PTR r-199-59-148-82.twttr.com. (83)
IP 172.31.98.131.52322 > google-public-dns-a.google.com.domain: 26687+ PTR? 189.28.125.74.in-addr.arpa. (44)
IP google-public-dns-a.google.com.domain > 172.31.98.131.52322: 26687 1/0/@ PTR pc-in-f189.1e100.net. (78)
IP 172.31.98.131.49573 > pb-in-f95.1e100.net.http: Flags [.], ack 3226625146, win 4096, length @
IP pb-in-f95.1e100.net.http > 172.31.98.131.49573: Flags [.], ack 1, win 341, options [nop,nop,TS val 4158964323 ecr 1065277921], length @
IP 172.31.98.131.59991 > pc-in-f125.1e100.net. jabber-client: Flags [P.], seq 53622692:53622809, ack 3725017102, win 65535, length 117
IP pc-in-f125.1e100.net.jabber-client > 172.31.98.131.59991: Flags [P.], seq 1:134, ack 117, win 65100, length 133
1.511834 IP 172.31.98.131.59991 > pc-in-f125.1e100.net.jabber-client: Flags [.], ack 134, win 65535, length @
1.770555 IP 172.31.98.131.49474 > google-public-dns-a.google.com.domain: 40324+ PTR? 8.8.8.8.in-addr.arpa. (38)
IP google-public-dns-a.google.com.domain > 172.31.98.131.49474: 40324 1/0/@ PTR google-public-dns-a.google.com. (82)
IP 172.31.98.131.50753 > google-public-dns-a.google.com.domain: 14329+ PTR? 95.79.194.173.in-addr.arpa. (44)
IP 172.31.98.131.49578 > 199.27.79.134.http: Flags [.], ack 682580952, win 4896, length @

o) g from ethl ol
file Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

o & g Q x 5 EEiERE s

Filter: [ip.addr == 192.168.1.6 ~ | Expression... Clear

No. | Time Source Destination Protocol | Info (2]
19511 995233558000 __192.168.1.6 8.8.8.8 DNS Standard query A download340.avast con

19513 995.233631000  192.168.1.6 8.8.8.8 DNS Standard query A download340.avast. com

19514 995.248689000  8.8.8.8 192.168.1.6 DNS Standard query response A 82.192.95.92

19515 995.248710000  8.8.8.8 192.168.1.6 NS Standard query response A 82.192.95.92

19516 995.260447000  192.168.1.6 82.192.95.92  TCP 55552 > http [FIN, ACK] Sex 154 Win=16368 Le

19520 995.312985000  82.192.95.92 192.168.1.6 TCP  http > 55555 [SYN, ACK] Sex 0 MSS=1460 SACK_PERM=1 WS=128

19521 995.313009000 . .95.92 192.168.1.6 http > 55555 [SYN, ACK]
19522 995.314343000 192.168.1.6 82.192.95.92 55555 > http [ACK] Seg=1 Ack=1 \rh
19523 955 31436300019 T8, 1.6 02,192 95,92 _TCP_[TCP up ACKC1952¢1] 55555 > hitp[ACK) Seq=l hckeliinaliazolonso |
19524 995.324651000 82.192.95.92 192.168.1.6 TCP http > 55552 [ACK] Seq=1154 Ack=201 Win=6912 Len=0
19525 955 Saus08000 02192 9592 19 108 1.6 __TCP __[1CP Dup AC19524¢1) Pitp > 59552 1A Sea=llsd Ack=2oiiness o |
19527 995.325988000 192. 168 1 6 82. 192 95.92 TCP [T(P Segment of a reassembled PDU]
19529 995. 326263689 192 168 1 6 82. 192 95.92 HTTP POST /cgl bm/lavsﬂstats cgi HTTP/1. 1 (1354/stat5)

19531 995.375611000  82.192. 95 92 192 168 1.6 TCP mcp > 55555 [ACK] SEK]'I Ack=206 w;n~69u Len=0
o 8 1

0 MSS=1460 SACK_PERM=1 WS=128

19533 995.380658000  82.192.95.92 192 153 1.6 TCP http > 55555 [ACK] Seq=1 Ack=1104 Wi »mz Len=0

19535 995.382891000 82.192.95.92 192.168.1.6 HTTP HTTP/1.1 204 No Content

SACK_PERM=1

51 9 £ 1 6 (Rec )
19552 996. 383353880 192.168.1.6 149.7.96.236 55553 > mtqp [SYN] Seq=0 Nin-SlQZ Len-ﬂ MSS=1460 WS=4 SACK_PERM=1

D Frame 9164: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)

D Ethernet II, Src: HonHaiPr 26:b5:30 (cO:cb:38:26:b5:30), Dst: Azurewav_43:90:de (00:15:af:43:90:de)

D Internet Protocol Version 4, Src: 68.126.7.59 (68.126.7.59), Dst: 192.168.1.6 (192.168.1.6)

b Transmission Control Protocol, Src Port: 19207 (19207), Dst Port: 55400 (55400), Seq: 1, Ack: 1, Len: 23

0000 00 15 af 43 90 de cO cb 38 26 b5 30 08 00 45 00
0010 00 3f 57 57 40 00 ef 06 26 fa 44 7e 07 3b c@ a8
0020 01 06 4b 07 d8 68 00 00 00 00 Of 49 3f 88 50 14

I170P.

0030 00 00 5a f6 00 00 47 6f 20 61 77 61 79 2c 20 77  ..Z...Go away, w
0040 65 27 72 65 20 6e 6f 74 20 68 6 6d 65 e're’not  home
@ ethl: <live capture in progress> File: Packets: 19552 Displayed: 5155 Marked: 0 Profile: Default
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INT Y N %
v Fv

Dasnboard  [Packetbeat]) Overview ECS [+]

Navigation [Packetbeat] ECS Client 1P quir G
Packetbeat:

HTTP traneactions
Databases: MySOL | PostgreSOL | MongoD8 | Cassanara
DNS Transactions [Packetbeat] ECS
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A7 7AIDA ViR—k (BShR)
B B A ABE

Il 30seconds

Machine Learning / File Data Visualizer (Experimental)
' kibana : o N :
Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings
Discover
Visualize File contents
First 999 lines
Dashboard 1 93.180.71.3 - - [17/May/2017:08:05:32 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (@.8.16~expl2ubuntul@.21)"
2 93.180.71.3 - - [17/May/2017:08:05:23 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (0.8.16~expl2ubuntul®.21)"
Timelion 3 80.91.33.133 - - [17/May/2017:08:05:24 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (0.8.16~exp1l2ubuntul®.17)"
4 217.168.17.5 - - [17/May/2017:08:05:34 +0000] "GET /downloads/product_1 HTTP/1.1" 200 490 "-" "Debian APT-HTTP/1.3 (0.8.10.3)"
5 217.168.17.5 - - [17/May/2017:08:05:09 +0000] "GET /downloads/product_2 HTTP/1.1" 200 490 "-" "Debian APT-HTTP/1.3 (0.8.10.3)"
Canvas 6 93.180.71.3 - - [17/May/2017:08:05:57 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (0.8.16~expl2ubuntul®.21)"
7 217.168.17.5 - - [17/May/2017:08:05:02 +0000] "GET /downloads/product_2 HTTP/1.1" 404 337 "-" "Debian APT-HTTP/1.3 (0.8.10.3)"
Machine Learning 8 217.168.17.5 - - [17/May/2017:08:05:42 +0000] "GET /downloads/product_1 HTTP/1.1" 404 332 "-" "Debian APT-HTTP/1.3 (0.8.10.3)"
9 80.91.33.133 - - [17/May/2017:08:05:01 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (0.8.16~expl2ubuntul®.17)"
Infrastructure 10 93.180.71.3 - - [17/May/2017:08:05:27 +0000] "GET /downloads/product_1 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (@.8.16~exp1l2ubuntul®.21)"
11 217.168.17.5 - - [17/May/2017:08:05:12 +0000] "GET /downloads/product_2 HTTP/1.1" 200 3316 vt
Logs 12 188.138.60.101 - - [17/May/2017:08:05:49 +0000] "GET /downloads/product_2 HTTP/1.1" 304 @ "-" "Debian APT-HTTP/1.3 (0.9.7.9)"
APM
Summar’
Graph y
Number of lines analyzed 999 ° e e
Dev Tools .
Format semi_structured_text File processed Index created Ingest pipeline created
Monitoring Grok pattern %{COMBINEDAPACHELOG}
. Time field timestamp
v
Time format dd/MMM/YYYY:HH:mm:ss Z P GRS
Index test_logs
Index pattern test_logs
Ingest pipeline test_logs-pipeline
Documents ingested 51462
File stats
elastic
Logout tagent - @ 9 |_C)-|
oo L‘)_l
Import o] View index in Discover Create new ML job Open in Data Visualizer

Data uploaded

<3

Index Management

Index pattern created

<3

Index Pattern
Management



Q 404 3 Customize streaming... || Stop streaming

o
Logs So I u t I o n ® 2018-10-26 15:40:43.073 {"type":"response", "@timestamp":"2018-10-26T22:40:42Z","tags":[],"pid":1, "met
] {"url":"/api/infra/graphql", "method": "post", "headers":{"host":"104.197.165.1306AM
. length":"1348","accept”:"*/*","origin":"http://104.197.165.132:5601", "kbn-xsr|
Beta | BaS|C (free) () (Macintosh; Intel Mac OS X 10_14 @) AppleWebKit/537.36 (KHTML, like Gecko) CH
. type":"application/json","referer":"http://104.197.165.132:5601/app/infra","g
,en;q=8.9"}, "remoteAddress": .134. . ,"userAgent": .134. . )
us 0.9"}," teAdd ":"47.134.161.222"," A t":"47.134.161.222","
= {"statusCode":200, "responseTime" :404, "contentLength":9}, "message":"POST /api 09 AM
3 ,]/ 7‘|:| 7“,]//\\‘ \/ I\ @ |\ 3 7‘)[/:/ 1 2018-10-26 16:00:11.000  apache2 47.134.161.222 - "GET /hellothere HTTP/1.1" 404 436
Qg 2018-10-27 10:44:39.000 apache2 61.216.152.133 - "POST /1@ HTTP/1.1" 404 428
— N AN . N /\o 7_\ N @ 2018-10-27 13:29:47.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/phpmyadmin/ HTTP/1.1"
T4 > DD - H . a04 207
g 2018-10-27 13:29:47.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404 12 PM
W
Ea—7—
1 2018-10-27 13:29:48.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:808/dbadmin/ HTTP/1.1"
y 404 206
o 2018-10-27 13:29:48.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:808/pma/ HTTP/1.1" 404
AR =~ ~ — L4
03 PM
AV =LK SIERERR 206
2018-10-27 13:29:48.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404 206
2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/phpmyadmin/
HTTP/1.1" 404 207
J— 7\ A\ I ~ N AN .
— -10- 5 . o - " "
- /]/ D 7 £ I\ J = 7 (ta” _ﬂ§|) 2018-10-27 17:00:11.000  apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404
206 06 PM
2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/dbadmin/ HTTP/1.1"
404 206
\Y
J; |\\ /l\ \\/ 7 fd\\@ i\ 2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/pma/ HTTP/1.1" 404
’ 206
2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404 09 PM
206
2018-10-27 17:21:13.000 apache2 81.7.14.241 - "HEAD /robots.txt HTTP/1.0" 404 170
2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/phpmyadmin/
HTTP/1.1" 404 207
2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404 Oct 28
206
2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/dbadmin/ HTTP/1.1"
404 206
2018-10-27 17:31:02.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/pma/ HTTP/1.1" 404
246 03 AM
2018-10-27 17:31:02.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404
206

Streaming new entries © last updated 1s ago




auditbeat

B Event Viewer

File Action View Help
Welcome ¢+ OEFRE @m

@ e v o9
to 1998 ;»

Application : —
Security Type Date Time Source

System @Information 13/05/2012 09:30:03 Windows
ACEEventLog /N Warning 13/05/2012  09:30:03  Windows

Internet Explorer QError 13/05/2012 09:30:03 Windows
Microsoft-Windows-Forwarding/ @Information 13/05/2012 09:30:03 Windows
Windows PowerShell €Error 13/05/2012 09:30:02 Windows
@Information 13/05/2012 09:30:01 Windows
&Warning 13/05/2012 09:30:01 Windows

@ nfarmation 131512012 N9:29:54 Skvnel Inc Y
< l >
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« Support Filebeat & Logstash
Filebeat

Java Stack Traces

Java stack traces consist of multiple lines, with each line after the initial line beginning with
whitespace, as in this example:

Exception in thread "main" java.lang.NullPointerException
at com.example.myproject.Book.getTitle(Book.java:16)
at com.example.myproject.Author.getBookTitles (Author.java:25)
at com.example.myproject.Bootstrap.main(Bootstrap.java:14)

multiline.pattern: '~[[:space:]]"'
multiline.negate: false
multiline.match: after

This configuration merges any line that begins with whitespace up to the previous line.

94

To consolidate these lines into a single event in Filebeat, use the following multiline configuration:

Logstash

Java Stack Traces

Java stack traces consist of multiple lines, with each line after the initial line beginning with
whitespace, as in this example:

Exception in thread "main" java.lang.NullPointerException
at com.example.myproject.Book.getTitle(Book.java:16)
at com.example.myproject.Author.getBookTitles(Author.java:25)
at com.example.myproject.Bootstrap.main(Bootstrap.java:14)

To consolidate these lines into a single event in Logstash, use the following configuration for the
multiline codec:

input {
stdin {
codec => multiline {
pattern => "”\s"
what => "previous"
}
}
}

qQ .
% ¢ elastic



Grok filter - Logstash or Ingest Processor

filter {

=> { "message" => "${COMBINEDAPACHELOG}" }

on match => false

match => ["timestamp", "dd/MMM/YYYY:HH:mm:ss Z"]

locale => en

}

geoip { source => ["clientip"] }

useragent {
source => "agent"
target => "useragent”

}
}

% e elasti
2? elastic



Grok filtercAOJ % /\—X

189.120.xx.xx - - [02/Dec/2014:12:18:29 +0900] "GET /manager/htm| HTTP/1.1"
404 274 "-" "Mozilla/5.0 (Windows NT 5.1; rv:5.0) Gecko/20100101 Firefox/5.0"

"@timestamp': "2015-04-10T09:07:49.3257",
"clientip": "189.120.xx.xx",

"ident": "-",

"auth": "-",

"timestamp': "02/Dec/2014:12:18:29 +0900",
"verb": "GET",

"request”: "/manager/html",

"agent": "\"Mozilla/5.@0 (Windows NT 5.1; rv:5.0) Gecko/a®elasic



Grok I\ —>

FRRFRIVICARTZ DI 5N B EHE A

B> TIVINT —>
USERNAME

INT

COMMONAPACHELOG

[a-zA-Z0-9._-]+

(?:[+-]?(?:[0-9]+))

%{IPORHOST:clientip} %{HTTPDUSER:ident}
%{USER:auth} \[%{HTTPDATE:timestamp}\]
"(?:%{WORD:verb} %{NOTSPACE:request}
(?: HTTP/%{NUMBER:httpversion})?|%
{DATA:rawrequest})" %{NUMBER:response}
(?:%{NUMBER:bytes}|-)

7 @ elastic



)

. Dev Tools

Console Search Profiler Grok Debugger

C)

Grok 7/\w A

O

Sample Data

« Kibana®dev tools|c 1 55.3.244.1 GET /index.html 15824 0.043

=

&l

Elastic License®
/\\\_\\/ \y 7 t L/TEEE Grok Pattern

1 %{IP:client} %{WORD:method} %{URIPATHPARAM:request} %{NUMBER:bytes} %{NUMBER:durati
7I— N ) = N .
° / : 4 / H}i "

[Eb

(&

2

oTo%
o000

&
> Custom Patterns
https://grokdebug.herokuapp.com g
-
C"J Structured Data
1-{
@ 2 "duration": "0.043",
N 3 "request": "/index.html",
o 4 "method": "GET",
5 "bytes": "15824",
o 6  "client": "55.3.244.1"
\f 7 3
ol
5

".' Cciaoiuiu
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Elastic APM



Application Performance Monitoring (APM)
APM T—%: 7 F7UT—2 3 YO0

Name Avg. resp. time 95th percentile Req. per minute Impact €@ |

GET cyclops.views.product_detail.ESProductDetail.. 983 ms 1,331 ms 3.7 rpm ]
GET cyclops.views.search.ElasticSearchView 775 ms 1,117 ms 1.3rpm G

POST cyclops.shuup.front.views.basket.BasketView 1,696 ms 2,636 ms 0.6 rpm ;G

AVAN=)VIEEE T, 77U —2 g Y REORR = EiE

o PV —=IgrTEHIAEZT VWS ZBHNICIEE
(ZA4772VH UK BI—yYzc o hET7TYICEBINT ZEHD)

X
e RSUYHUIUBNL-RERBEICERHRS A KT NJ %
¥

APM

100 %9 elastic



APM
Unify Logs + Metrics + APM

A—=T2)—2R

M ZTAI IV ERE

Java, Go, RUM, Node, Python,
Ruby, NET/AR E#RE

B Ul

Streamline APM workflows
DENL—Y>T

APMLIA & DiEE
DT —4 & DEE
Elastic Stackz 7 )L &R

4
®
a1
®
g9
@
g
y?
?
e

/ opbeans- APM & November 5th 2018, 09:00:00.000
APM / Transactions / request / DispatcherServlet#doGet feedback Auto- < 0O to November 6th 2018,
java refresh 05:00:00.000

DispatcherServlet#doGet

Q Search transactions and errors... (E.g. transaction.duration.us > 300000 AND context.response.status_code >= 400)
Response times Requests per minute
® Avg 565ms Sth percentile @ 99th percentile @ HTTP 2xx 23rpm @ HTTP4xx 0.0rpm @ HTTP 5x
130,000 ms Srpm

00 m 2 rpm
0ms . - 0rpm
12PM  03PM  06PM  09PM TueO6 03AM 12PM  03PM  06PM
Response time distribution @
4000req.
2000 req. @
B 3748 requests
0.0 200s 400s 60.0s 80.0s 100.0s

>



KibanaU&EDTATHYNEY T4 2 HIN—

IV RI—HSF—PF7FUT—3VDE=ZFY VT %ZAPMIC L DB

= APM Real User Monitoring (RUM)
= APM Application-level monitoring
B Beats Server-level monitoring
B Beats gy Logstash Logging

= =GO aRuby @ python™ m de RUM

qQ .
102 % elastic



F—TN—2ADT S =3
INT #—< > AE8  (APM)

O 27 LDX M) w2 %Elasticsearch(iCERDAHF LTch ?

ElasticDAPMT, 77V =3 DX M)y IBBMDALENTETET,
PHARREIC. MTO—RZEMR BT,

BEERZE TIEP<HERL. BEZH>TI—REFy>aTEET,

‘
RUM g, = - nede RUM
' '
3
[ ]
-
(] ~GO
K “-a

S
JVoVT \

ElasticOAPMT, /X7 # =Y ZAX kU v o OEREHEEIC, =

LE0 Elastic APM UNCHI X = 2 —h &M BF/N—, WIRFBHAE, Ruby¥ JavaScriptDRUMEIFT—S x> b, Javak GoD~R— 5]
PMbDFE LT, IHICFHFLL

103
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Elastic APM

® @
APM [ Setup Instructions ]

B ®

QU search transactions and errors... (E.g. transaction.duration.us > 300000 AND context.res B v Mar 25, 2019 @ 17:10:00.000 - ~ 4 hours ago

Services  Traces

e B B

Name T

W
Pt

opbeans-go
opbeans-node

opbeans-ruby

@
g
<
g

8 @

1CJ

104

Oelastic



SEINL—22YT
GA | Basic (free)

ETCOEAENIEY—ERXREZRBZHD
;5‘31/5\31’1,7': t\\l_

BJAVTFANAD ML —RICER

OpenTracing & #&

e M

B ®

© B &

ey
e

n ®

o’

©

APM opbeans-node Transactions GET unknown route

Oreq _

00s 200s 400s 600s

Transaction sample

R

a day ago (March 25th 2019, 17:10:01.886) http://opbeans-node:30

17 ms 100.0% HTTP 2xx
None

Timeline HTTP Host Service Process Agent URL User Labels Custom

Services @ opbeans-node @ opbeans-ruby

% HTTP 2xx GET/ 17ms

GET opbeans-ruby:3000/api/stats 16 ms

7 Rack 6,486 s

GET opbeans-python 4,080 s



106

RUM (Y 7L 1—Y —E51R)

720 TONIERFEZ 5T

Transaction sample

Timestamp URL
3 hours ago (April 26th 2018, 09:41:06.922) https://www.opbeans.com/orders/19820918095
Duration Result
845 ms N/A
Timeline Service User Tags Custom
orders
0 100 ms 200 ms 300 ms 400 ms 500 ms

@© View transaction in Discover

User ID

Navigation timing @ resource @ XHR

600 ms 700 ms 800 ms 845 ms

Requesting the document, waiting for the first byte
Receiving the document
Parsing the document, executing sync. scripts
Etp://opbeans-node:3000/static/css/main.400034%.css

http://opbeans-node:3000/static/js/main.c85d7940.]js

http://opbeans-node:3000/static/media/icons.97493d3f.woff2

GET /api/products

GET /api/cart
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v

Beats

v

Logs
Metrics
@ Packets

APM Agents

\ 4

Logstash

- oss

Elasticsearch

APM Server
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Elastic Common Schema - Lets Correlate

https://github.com/elastic/ecs

e Defines a common set of fields for
ingesting data into Elasticsearch.

e Helpsyou correlate data from
different source types
Logs, Metrics and APM

e Designed to be and

e Details and feedback @
https://github.com/elastic/ecs

Destination fields

Destination fields describe details about the destination of a packet/event.

Field

destination.ip

destination.hostname
destination.port
destination.mac
destination.domain

destination.subdomain

Description

IP address of the destination.

Can be one or multiple IPv4 or IPv6 addresses.

Hostname of the destination.
Port of the destination.

MAC address of the destination.
Destination domain.

Destination subdomain.

Type
ip

keyword
long

keyword
keyword

keyword

"7 @ elastic



_________ I
Applications Platform Infrastructure — |
= [
Web apps, servers, APls Windows, Linux/Unix, MacOS I
log4j, JMX Load balancers, proxies, caches :
Twitter, Salesforce, Github S3, HDFS Logs |
|
Containers & Cloud Data Stores & Streams :
Docker, Kubernetes DBs, Data Warehouses Metrics :
AWS, Azure, GCP NoSQL I
Openshift Kafka, Spark, Storm, Hive I
Configs I
Networking Security Devices : :\\
Netflow, PCAP NSM, IDS/IPS, firewalls Messages o Ny
HTTP, TCP, UDP, DNS, TLS Web proxies, endpoints ro //’
syslog, auditd ArcSight L L
_ _ Scripts '
Messaging & Alerting Raw Documents :
Slack, HipChat PDF, XLS, PPT _ :
Pagerduty, Email Technical, legal, healthcare Tickets | The Elastic Stack
Nagios, Zabbix documents :
loT Alerts :
|
Sensors, robots Build Your Own I
Connected cars /@ I
Smart homes & : -
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ARL—2 3 VER
Logs + Metrics + APMD#f—

T—5 &%
AXIT—DIVYFRIAIVAT A
YNERBIREZRINA oA Y
FAREICEL WAPI

R

g <ICHIFETE B U
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Z 4 TRR
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EERA
NLYRKRETA—FFAK
xR T7Z—bk

®
sl
®
g
€y
@
g
y?
*
e

Home

Add Data to Kibana

All

Logging Metrics

Aerospike

metrics

Fetch internal
metrics from the
Aerospike server.

Ceph metrics
Fetch internal
metrics from the
Ceph server.

Elasticsearch
logs
Collect and parse

logs created by
Elasticsearch.

HAProxy

metrics

Fetch internal
metrics from the
HAProxy server.

Kibana metrics
Fetch internal
metrics from
Kibana.

Security analytics Sample data

, Apache logs ,
‘ Collect and parse

access and error

logs created by

the Apache HTTP

server.

Q Couchbase W

metrics
Fetch internal
metrics from
Couchbase.

Elasticsearch Q

metrics

Fetch internal
metrics from
Elasticsearch.

IS logs §@

Collect and parse access
and error logs created by
the IIS HTTP server.

Kubernetes .

metrics
Fetch metrics

Lominn csms e

Apache metrics
Fetch internal
metrics from the
Apache 2 HTTP
server.

Docker metrics
Fetch metrics
about your
Docker
containers.

Etcd metrics
Fetch internal
metrics from the
Etcd server.

Kafka logs
Collect and parse
logs created by
Kafka.

Logstash logs
Collect and parse
debug and slow
logs created bv

APM

Collect in-depth
performance
metrics and errors
from inside your
applications.

Dropwizard

metrics

Fetch internal
metrics from
Dropwizard Java
application.

Golang metrics
Fetch internal
metrics from a
Golang app.

Kafka metrics
Fetch internal
metrics from the
Kafka server.

Logstash

metrics
Fetch interal

——abulan Lunma o
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New in 6.7: index freeze action

Basic (free) feature

Part of larger story around data
management

Data
Rollups
(%))

Hot / Warm

Snapshots

Minimal
Snapshot
(X))

Index

Lifecycle

Mgmt
(6.6)

Frozen
Indices
(X))




Data Rollups
You know, for saving space

Rollup Data into Coarser Buckets
Save on disk space

Automate via a rollup job

Query just like regular data

Great for metrics use cases

Kibana Support
Rollups Management Ul
Visualize rolled up data

Rollup jobs | Create

Create rollup job

Logistics Date histogram

Metrics (optional)

Terms

Histogram

Me

Select the metrics to collect while rolling up data. By default, only doc_counts are collected for each group.

QU search

Field

bytes Average
machine.ram Average
memory Average
phpmemory Average

Rows per page: 200 v

< Ba—Ck

Maximum

Maximum

Maximum

Maximum

Minimum

Minimum

Minimum

Minimum

Sum
Sum
Sum

Sum



Hot/Warm Architecture in EC / ECE

Optimize the use of compute resources and save $$$

o Optimize your deployment

1/0 Optimized

Use for search and general all-
purpose workloads. Includes a
balance of compute, memory,
and storage.
Default specs

=K

Hot-Warm Architecture

Use for time-series analytics
and logging workloads that
benefit from automatic index
curation.

Default specs

€K

Compute Optimized

Run CPU-intensive workloads
or run smaller workloads cost-
effectively when you need less
memory and storage.
Default specs

=K

'

Deployments

Platform

Summary

Allocators

Memory Optimized

Perform memory-intensive
operations efficiently, including
workloads with frequent
aggregations.

Default specs

=K

Create deployment template

Elasticsearch Index Curation

Index curation

New indices get created on hot nodes first and are moved to warm nodes later on, based on the choices
you make here. Learn more...

Select where new indicies will be created (hot) Select where new indicies will be moved to (warm)

Data - Hot instance v Data - Warm instance v
Index pattern Move indices ...
I example-index1-* * After 6 Days X
I different-index-* * After 1 Month X
filebeat-* After 2 v Weeks v X
metricbeat-* After 2 v Weeks v X
logstash-* After 2 v Weeks v X
+ Add index

I* The Lifecycle of these index patterns is managed by Elasticsearch. Learn more.

< Previous

Q <)
Name Elastic Test Depl..
Versions Al
Hourly Rate $0.1827

Monthly Rate $131.58

Architecture

Zone 1

Zone 2

MM Data - Hot Instance | 64 GB
M Data - Warm Instance | 8 GB
WML 4GB



Snapshot Uls

Repositories  Add repository

Basic (free)

Register repository
New Ul features for snapshot features:

Repository name Name

A unique name for the repository. my_backup)|

- Register snapshots repo (with Repository type

Elasticsearch supports file system and read-only URL repositories. Additional types require plugins. Learn more about plugins.

support for various plugins)

A D
- B I’OWS e re p O S Ito rl e S a n d S n a p S h Ots Shared file system Read-only URL Azure Google Cloud Storage
More Ul improvements coming soon
I aws
Hadoop HDFS AWS S3

Source-only snapshots

Creates source-only snapshots that take up to 50% less space. Learn more about X Source-only snapshots
source-only repositories.



Snapshot Uls
Basic (free)

New Ul features for snapshot features:
- Register snapshots repo (with
support for various plugins)

- Browse repositories and snapshots

More Ul improvements coming soon

Snapshot Repositories

Use repositories to store backups of your Elasticsearch indices and clusters.

Snapshots Repositories

QU search...

Snapshot

snhapshotd-2019.05.23

snapshotc-2019.05.23
snhapshotb-2019.05.23

snapshota-2019.05.23

Rows per page: 20 v

Repository

fs-backups
fs-backups
fs-backups

fs-backups

Date created

23 May 2019 14:26:31
23 May 2019 14:26:20
23 May 2019 14:26:07

23 May 2019 14:25:29

shapsr

‘fs-backups'

Summary

Version / Ver:
8.0.0 /800

State
~ Snapshc

Indices (6)

¢ .kibana_
¢ .kibana_
¢ .securit)
* kibana_:
» kibana_:
* kibana_:

Start time
23 May 201

Duration
1second

X Close



Kibana Spaces - Let’s Organize

One Kibana instance can hold many spaces

r
Each space can have different sets of index
patterns, visualizations, saved searches and Select your space
d aS h boa rd S ) You can change your space at anytime
You can move objects between spaces o o
Default Executive Marketing Sales
Space specific settings allow to customize |

the space to the team using it

° elastic

N S



Typical Logging Deployment in the Enterprise

/ H\ Beats
3)
b

FILEBEAT WINGLOGBEAT
A
HEARTBEAT METRICBEAT
PACKETBEAT AUDITBEAT

\s i -~ -
Data store Web APls
,a—\\ ,,—\\
ESINC)
1 1 1 ? 1
N R

Social Sensors

APACHE

Spork

% @ STORM
IVE

Elasticsearch

- (o o D\l .....

Coordinating (X)

Data — Hot (X)
o ...

PP S—

Data — Warm (X)
( 00 ‘Frl

T J

|
[
|
1
|

\‘ TINGULARJS I
- HTML I
|

|

Custom Ul I

ﬁl IJ NET
e
python @

Elasticsearch Clients

Kibana

-

Authentication

\ 4

/’—\\ /’—\\ /’—\\ I/"\
'LDAPY ! AD 1 'SSO 'SaML N @ @
N o - N - N o I

|0
(e]

(= = e e e e e e e e e o e e ==,

Notification

q .
> elastlc

—
/ \
™ ) Logstash
-
——
> §g J)
: Kafka Y Y ' :
> J) ”
. =
| q Redis Workers (2+) L
I Messaging
Queue
| ‘ ..
l »
' ..
1[] "
|
@ cascading <« > ! |
I |
& ES-Hadoop | :
}

O . . . S S S S S S S S e e e e e



View Live Beats Dashboards on https://demo.elastic.co

' Dashboard / Welcome Dashboard Fullscreen  Share Clone Edit C'Auto-refresh <€ @ Last15minutes >
kiban

A ba a > lSearch.A. (e.g. status:200 AND extension:PHP) Options Refresh

Discover Add a filter +
s visualize
WELCOME KIBANA VISUALIZATIONS CANVAS ELASTIC APM

@ Dashboard

@  Timelion Elastic Demo Gallery is a live read- Visual Explorations Canvas

o only Kibana environment with a

¢ Canvas collection of little examples to let

Dive into the world of Kibana Create dynamic, multi-page, pixel-
charts and visualizations with a perfect displays for screens large
sample dataset. and small

anyone experience different features
of the Elastic Stack.

Py
4

Machine Learning

D)

Infrastructure
Click on a tile to begin your own

25 adventure. )
o Explore Away Get Creative

Dev Tools

i

y2
%

Monitoring

£

Management BEATS & LOGSTASH MACHINE LEARNING ELASTICSEARCH SQL INFRASTRUCTURE

Beats & Logstash Modules Machine Learning Elasticsearch SQL

Infrastructure

Modules give a 5-minute data-to- Explore the world of anomaly Get hands-on with querying
dashboard path for common data detection with preconfigured Elasticsearch data using a SQL
formats. Sample a few. machine learning jobs. syntax.

Identify problems in real time by
monitoring metrics and logs for
common servers, containers, and
services.

Guest User

Logout

Privacy Statement

Default
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Spaces
Basic (free) / Gold

EBRIDANR=RTT Z TPy ah—
N 7%= &8 K

Select your space

RBACE —fEITfES C E TAR—R T & e

D77 & XS FIEE
o =

Default Executive Marketing Sales

This is your Delightful Default This is the Elegant Executive This is the Magical Marketing This is the Super Sales Space!

Kibanaz~¥ILF 77+ > ~kTHIH

A—RXT—X:
o MHiCE

e 7 1—X (dev,stage, prod, etc)
o TFXaVUTFTq(FUEAHIR)



Feature Controls

Basic (free)

Kibana UIC, ERIDEEEEICHIEE (FEZ=
. PO7EAFIR) Zhrd 2 &b alEE

O—ILoEDT U E=AHFR

BETED AR—ZDO—)LITK U THERE
2DHT

AR—R DFETE THIER8E

MEFR L N)L;
- FPUEART
- FuAIAR D H
- INRT

Customize feature display s/ teatures visiwe) hide

Control which features are visible in this space.

The feature is hidden in the Ul, but is not disabled.

Want to secure access? Go to Roles.

Feature Show? (change all)
(@ Discover

|7 Visualize

S5 Dashboard

¢» Dev Tools

14l Advanced Settings

£ Index Pattern Management
& Saved Objects Management
@ Timelion

< Graph

g

Stack Monitoring

¢3 Machine Learning

RRAARRAARA RAAR

APM

e



Map / [Logs] Total Requests and Bytes

>_ Search... (e.g. status:200 AND extension:PHP) Options

Maps

Beta | Basic (free) Layers

(O |Total Requ
1> d)ﬂij; L‘: *g;"éﬁo) 7_—“_ 9 \/ _X j:D\ J: Z){\ Actual Req
b/r—v_%ﬂs,%/—_l—_\ ) Total Requ

888 Dark Custc

e B ay s o PN

geo_points & geo shapes M/7%
Map_LICZ D X XFRKRAI8E

oo
oy00

>

ARDIzH DT O—/N)UIRER

gl 0m

WA Y —=2VFE—K

N

040
o

Elastic Maps Servicelc & 2]

G

33

AATIA X

[0 o3

Q- N Made with Naturall
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t*xallra
faE S ol e b sliE

EID\EIE
Native (built-in)
3rd Party (LDAP & AD)

SSO (SAML & Kgrberos)
DAY L (A——IC K BIEM)

AN AN il
RE*Ea XN &T74—ILRLANJVIER
Kibana® AR—X & DS

g51t
WS (TLS & SSL)
T —7% (dmcrypt®F )

ZO0ficH (B5&EOJ. IP 71I)L%5...)

Management / Security / Roles

Users Roles

“coffeeindex_writer” Role

Name

coffeeindex_writer

Cluster Privileges
all

monitor
manage
manage_security
manage_index_templates
manage_pipeline
manage_ingest_pipelines
transport_client
manage_ml
monitor_ml
manage_watcher
monitor_watcher

Kibana Privileges
all

read

Run As Privileges

Add a user...

Index Privileges
Indices
elasticoffee

Granted Documents Query Optional

Save Cancel

Privileges
write create_index

Granted Fields Optional

@ Delete role
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ROALE

Native (built-in)
3rd Party (LDAP & AD)

SSO (SAML & Kgrberos)
DAY L (A——IC K BIEM)

0 5 sl 1
REa XK &T74—I)LRLANVIER
Kibana® AR—Z & DS

a1t
WS (TLS & SSL)
T —% (dmcryptDFI )
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APM / elastic-ecommerce-demo / Transactions APM
Enable anomaly detection
elastic-ecommerce-demo on response times

BETA

This integration will start a new Machine Learning

HwEE
T—Y DEEZRA

Q |Search transactions and errors... (E.g. transaction.duration.us

Request Errors job that is predefined to calculate anomaly scores
on response times on APM transactions. Once
enabled, the response time graph will show the
expected bounds from the Machine Learning job
and annotate the graph once the anomaly score is
>=75.

BHEIRGRER

Response times

s ey NMRNaoEO PR

%& Efﬁ fd: L/ ? %‘ 10,000 ms
Jobs can be created per transaction type and based
Mz gt N )= S —y on the average response time. Once a job is
'%&%JT‘ H/\J (7|_ / 7 ,r /) :E T) I/ created, you can manage it and see more details in
. the Machine Learning jobs management page. It
@;‘é& @ H% %75” 7_—\ — 9 ‘: ;(\:“I_EIT\ 5,000 ms might take some time for the job to caIcu.Iate the
results. Please refresh the graph a few minutes
after creating the job.
E£REH 5 DANIE
0Oms

N
\EIJ 12PM 03 PM 06 PM 09 PM

I~

Requests per minute
® 00rpm @ HTTP2x
22 rpm

ZLDI1—RAT—2
ITARL—2 3>
X2 U0
£ ZAKPI

11 rpm

0rpm

12PM 03 PM 06 PM 09 PM

APM




What’s Machine Learning?

Artificial Intelligence

e Algorithms that
O Learn from Data Machine Learning
o Using Statistical Techniques

o Without Explicit Programming

%@ elastic



Elastic Machine Learning Scope

Image Classification Recommendations
Autonomous cars Voice Recognition Predictive Medicine

Fraud detection AnOmaly DeteCtiOn
Learn to Rank Speech Recognition
[Language Translation Entity Resolution

q .
%@ elastic



Elastic Machine Learning Scope

e — /®

. Anomaly Detection .

i e Problem

Regression

elastic

Va
L



Elastic Machine Learning Flow

B ——

Time Series Data -

¢y

A

q .
%@ elastic



Challenges that Anomaly Detection Solves

e IT Operations
o How do | know my systems are behaving normally?
o Where to set thresholds for good alerting?
o How to find the root cause of problems when | don’t know what to look for?

e IT Security
o Do | have systems that are compromised with malware?
o Which users could be an insider threat?

e loT / SCADA / Other
o Is my factory working normally?
o What do | do with thousands of time-series data points?
o Which traffic incidents are causing the most delay?

q .
> elastic 134



Elastic Machine Learning

Uses unsupervised machine learning techniques to
= Learn what's “normal” by modeling historic behavior
» Detect anomalies when data falls outside expected bounds
= Use models to predict future behavior (prediction)
» Use predictions to make decisions

Zoom: auto 12h 1d 1w 2w (aggregation interval: 1h)

3,000

2,500

o
|
2,000 ’
|
1,500
1,000
&
500 V
@]
Fri 05 Sat 06 Mon 08 Tue 09

0 ¢

Tue 02 Wed 03 Thu 04 Feb 07 Wed 10 Thu 11 Fri12

q .
> elastic 135



Elastic Machine Learning

Unsupervised techniques - no manual training / input needed
Evolves with the data - “online” model learns continuously
Influencer detection - accelerates root cause identification

O
¢
Fri 29 Sat 30 Jan 31 February Tue 0 04 Fri 05 Sat0 Mon 08 Tue 09

2 Wed 03 Thu 6 Feb 07 Wed 10

¢ o elastic 136



Population Analysis / Entity Behavior Analytics with ML

When something behaves like itself When something behaves like its peers

bbbbbb

(© (© (@
(O (©
(©

#?L

(©
(©



The advantages of anomaly-driven alerting

W @ @

Understand Reduce False Identify  Avoid Manual
Seasonality Positives Areas of Review and
Focus Revision

138






Alerting

Alert on anything you can query

Powered by Elasticsearch
Alert on any Elasticsearch query
Distributed execution

Highly available

Notifications
Email, Slack, PagerDuty.
Custom (webhook)

Stack Integrations
Machine learning, Monitoring, and
Reporting

apm-high-load-opbeans

Send an alert when a specific condition is met. This will run every 10 seconds.

Name

apm-high-load-opbeans

Indices to query
apm-*-transaction-*

Use * to broaden your search query

Matching the following condition

WHEN count() GROUPED OVER top 10 'context.service.name'

context.service.name (1 of 4): opbeans-node

25

20

IS ABOVE 20 FOR THE LAST 70

|
(VYW

13:10:00 13:10:30 13:11:00 13:11:30 13:12:00 13:12:30 13:13:00 13:13:30 13:14:0C



Alerting

Alert on anything you can query

Powered by Elasticsearch
Alert on any Elasticsearch query
Distributed execution

Highly available

Notifications
Email, Slack, PagerDuty.
Custom (webhook)

Stack Integrations
Machine learning, Monitoring, and
Reporting

apm-high-load-opbeans

Send an alert when a specific condition is met. This will run every 10 seconds.

Name

apm-high-load-opbeans

Indices to query
apm-*-transaction-*

Use * to broaden your search query

Matching the following condition

WHEN count() GROUPED OVER top 10 'context.service.name'

context.service.name (1 of 4): opbeans-node
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Alert Users to Conditions

Host Behavior

* Free disk space goes below 5%
* Process X starts on any server

Network or User Behavior

* > 5 failed logins on a machine in 5 min
* Excessive data transfer

Application Monitoring

* App response time exceeds SLA
* Active connections exceed threshold




Alert using all of the power of Elasticsearch

If you can query it, you can alert on it
 any Elasticsearch queries (full-text, geo, date math, pipeline aggs)
* anomalies detected by machine learning

Combine data from multiple sources
* Combine multiple Elasticsearch indices
* Include external http feeds (weather, threats feeds, etc.)



Creating Threshold Based Alerts is Easy

Create a new threshold alert

Send out an alert when specific conditions are met. This will run once every 1 minute.

Name

CPU Utilization

Select an Index Select a time field Run this watch every
metricbeat-* @timestamp v 1 minutes v

Broad searches can be done by adding * to your query

Matching the following condition

WHEN average() OF system.cpu.user.pct OVER all documents S ABOVE 100 FOR THE LAST 5 minutes

Your index and condition combo did not return any data.

4 E-mail

Disabled. Configure elasticsearch.yml.

[3) Logging
Add a new item to the logs.

¥ Slack

Send a message to a slack user or channel.

Will perform 0 actions once met [ | J




Leverage Your Alert History

Full alert history is available:
* How often are SLAs violated?
« What security incidents are

trending?
* Which servers fail the most? -
« What events are correlated with .

other events in the infrastructure?

high memory alerts

-- server 1 -- server 2




Elastic SIEM (beta)

Same data. Different questions.

Ingest & prepare
Ecosystem of network and host data connectors

Elastic Common Schema (ECS)

Analytics

Machine learning and alerting
Ad hoc queries at scale

Graph analytics

Detect, hunt, investigate
Automated attack detection

Interactive threat hunting
Rapid event triage and investigation
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Elastic SIEM
- A SIEM for Elastic Stack users everywhere

Elastic SIEM app

Elastic Common
Schema (ECS)

Network & host
data integrations
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K Kibana

®» [lasticsearch
-

! Beats

Lightweight data shippers

Visualize your Elasticsearch data
and navigate the Elastic Stack

A distributed, RESTful search
and analytics engine

. Logstash

A server-side data
processing pipeline

Elastic &
community
security
content



Elastic SIEM app (beta)

Triage and qualify security alerts
at the speed of thought

Analyst-friendly experience for
investigating security alerts

Time-ordered events
Drag-and-drop filtering
Multi-index search
Annotations, comments
Formatted event views

Persistent forensic data storage
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SIEM

Overview Hosts Network Timelines

SIEM BETA

Security Information & Event Management with the Elastic Stack

Getting Started

Welcome to Security Information & Event Management (SIEM). Get
started by reviewing our documentation or ingesting data. For
information about upcoming features and tutorials, be sure to check
out our SIEM Solution page.

Feedback

If you have input or suggestions regarding your experience with
Elastic SIEM, please feel free to submit feedback online.



Data Frame
Basic (free)

Pivot and aggregate existing indices to
secondary index for specific use-cases

For example:
- summarize user behavior
- Create entity-centric indices

New wizard in Machine Learning app

Currently implemented as batch job on
existing indices

Source index filebeat-nginx-2019.02.05

@timestamp agent.type
January 9th 2019
. lebeat 4
January 9th 2019 R

v - filebeat 410
January 9th 2019 .
R ! filebeat 410
January 9th 2019, .

filebeat 4

07:28:53 lebeat 0
Ja 9th 2019,

v i lebeat 9
07-20:28

Rows per page: 5 v

Data frame pivot preview

source.ip T

Rows per page: 5 v

|t

showing 5 of 40 fields 33

http.response.body.bytes http.response.status_co... source.ip

5 200

4 5 20

>



@ elastic

Thank you!




Elastic Training

ELASTICSEARCH

Empowering Your People - ENGINEER |
=
. . a
Immersive Learning =
. o
Lab-based exercises and knowledge checks to = Sl
help master new skills
Solution-based Curriculum
Real-world examples and common use cases
Experienced Instructors
Expertly trained and deeply rooted in p
everything Elastic ° LOGGING METRICS
<
N
Performance-based Certification ~ Q Q
Apply practical knowledge to real-world use 7 ADVANCED SECURITY DATA

SEARCH ANALYTICS SCIENCE

151Cases, in real-time



