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Security

Kibana @ menu H\ 5 “Discover” Z3EIRL FJ, “filebeat-*” H “metricbeat-*” index
pattern Z3EIRLFET, “filebeat-*” Z:FIR L =m3E. BFFDL 2T % “Nov 1,
2018 — Nov 28™,2018” & L TR & LY, “metricbeat-*" &R L =154 . @4 B
DLUTITFABLTTELY,

B oiscover o @®

New Save Open Share Inspect
Last 1 hour snow dates

# v~ Search KQL

@ +Addfiter

metricbeat-* v/ o 4,089 hits

Selected fields Oct 11, 2019 @ 10:40:57.607 - Oct 11, 2019 @ 11:40:57.607 —  Auto ~
? _source 100
Available fields o 80
O @timestamp g

8 w
t d o
t _inde) )

1045 1050 1055 1100 n0s n10 ns 120 n2s n30 n3s 140

# _score @timestamp per minute
4 -hvpe Time + source

agent.ephemeral_id

Oct 11, 2019 @ 11:48:47.762  grimestamp: Oct 11, 2019 @ 11:40:47.702 user.name: ubuntu event.duration: 21.2 event.dataset: system.process event.module: system

t agenthostname metricset.name: process metricset.period: 18,800 service.type: system agent.type: metricbeat agent.ephemeral id: f8cb9ede-dS7d-dbdc-9fdf-
R— 6789bd6413ch agent .hostname: ip-172-31-22-153 agent.id: fadScce-fc50-4328-ae75-ad67815be82S agent.version: 7.4.8 cloud.sachine.type: t2.medium
agent.
cloud. region: eu-central-1 cloud.availability_zone: eu-central-1b cloud.provider: aws cloud t.4d: 2 Joud.inage.id: ami-1e339e71
t agent.type cloud. instance.id: process.args: . . e process.name: metricbeat process.pid: 2387 process.ppid: 2848
t agentversion N

Oct 11, 2019 @ 11:40:47.762  grimestamp: Oct 11, 2019 @ 11:40:47.702 metricset.name: process metricset.period: 10,800 event.duration: 21.2 event.dataset: system.process

cloud.account.id event.module: system agent.type: metricbeat agent.ephemeral id: f f agent.hostname: 1p-172-31-22-153
agent.id: fadSdcce-fcS8-4328-ae75-ad67015beB25 agent.version: 7.4.8 cloud.account.id: 214514861431 cloud.image.id: ami-1e339e71
cloud. instance.id: 1-86a36077644efa905 cloud.machine.type: t2.medium cloud.region: eu-central-1 cloud.availability_zone: eu-central-1b

cloud.availability_zone

cloud.image.id cloud.provider: aws service.type: system system.process.memory.size: 37.1MB system.process.memory.rss.bytes: 5.9MB

cloud.instance.id

Oct 11, 2019 @ 11:40:47.702  grimestamp: Oct 11, 2019 @ 11:49:47.702 agent.ephemeral_id: f8cb983e-d57d-4bdc-9fdf-6789bd6413ch agent.hostname: ip-172-31-22-153

cloud.machine.type agent.id: fad59cce-fcS50-4328-ae75-ad67015be825 agent.version: 7.4.0 agent.type: metricbeat user.name: root event.dataset: system.process
event.module: system event.duration: 21.2 system.process.cpu.total.pct: @% system.process.cpu.total.norm.pct: 8% system.process.cpu.total.value: 20

cloud.provider
system.process.cpu.start_tine: Oct 11, 2019 @ 18:46:22.000 system.process.state: sleeping system.process.memory.size: 08

cloud.region system.process.memory.rss.bytes: 88 system.process.memory.rss.pct: @% system.process.memory.share: 88 host.os.kernel: 4.4.0-1822-aws

ecs.version

Oct 11, 2019 © 11:40:47.762  gtimestamp: Oct 11, 2019 @ 11:48:47.702 ecs.versio

1.1.0 host.name: 1p-172-31-22-153 host.hostname: ip-172-31-22-153 host.architecture
event.dataset host.os.codename: xenial host.os.platform: ubuntu host.os.version: 16.84.2 LTS (Xenial Xerus) host.os.family: debian host.os.name: Ubuntu

X86_64

B oiscover o @

New Save Open Share Inspect
13090 5 Nov30,2018 @ 1134418

# v Search KQL @ v Nov1,2018@11:

@ +Add filter

filebeat-* v O 982,155 hits
Selected fields Nov 1,2018 @ 11:19:30.908 - Nov 30, 2018 @ 11:34:41.990 — Auto v
Available fields ° oo
© @timestamp € 20000
g
3
HH Namal HHH HHHH H HHH
e N mmal mml LREl N
- 2018-11-03 00:00 2018-11-07 00:00 2018+11-11 00:00 2018-11-15 00:00 2018-11-19 00:00 2018-11-23 00:00 2018-11-27 00:00
# _score @timestamp per 12 hours

-type Time + _source

agent.ephemeral_id

Nov 29, 2018 @ ©8:59:56.808  agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSbd agent.ephemeral_id: 02bdecf3-@bcc-4cab-afde-6fdf3s6f2c11

t agenthostname agent.type: filebeat agent.version: 7.4.0 nginx.access.resote_ip_list: 173.7.13.230 log.file.path: /home/ubuntu/nginx.log log.offset: 227,121,493
] d source.geo.continent_name: North America source.geo.country_iso_code: US source.geo.location: { “lon": -97.822, "lat": 37.751 }
agent.
source.as.nusber: 1,239 source.as.organization.name: Sprint source.address: 173.7.13.230 source.ip: 173.7.13.239 fileset.name: access
t agenttype url.original: /assets/blt6baf6f8dsbo6f814/linkedin.svg cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.id: i-
t agent.version N

Nov 29, 2018 @ 98:59:56.000 agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878desb4 agent.type: filebeat agent.ephemeral id: 62bdgcf3-Bbec-dcab-afde-
cloud.accountid 6fdf3sef2c11 agent.version: 7.4.0 nginx.access.resote_ip_list: 252.219.171.8 log.file.path: /home/ubuntu/nginx.log log.offset: 227,121,717
source.address: 252.219.171.8 source.ip: 252.219.171.8 fileset.name: access url.original: /services cloud.availability_zone: eu-central-1b

cloud.availability_zone
oud id: ami-1e33971 cloud.inst 1d: cloud.provider: aws cloud.machine.type: t2.medium cloud.region: eu-central-1

cloud.image.id cloud.account.id: 214514861431 input.type: log @timestamp: Nov 29, 2618 @ 08:59:56.000 ecs.version: 1.1.8 service.type: nginx host.hostname: ip-

cloud.instance.id

Nov 29, 2018 @ 98:59:56.800  agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSba agent.ephemeral id: @2bdecf3-@bcc-4cal

fde-61df3s6f2c11

cloud.machine.type agent.type: filebeat agent.version: 7.4.8 nginx.access.remote_ip_list: 173.7.13.230 log.file.path: /home/ubuntu/nginx.log log.offset: 227,121,967

source.geo.continent_name: North America source.geo.country_iso_code: US source.geo.location: { “lon": -97.822, "lat": 37.751 }

cloud.provider
source.as.nusber: 1,239 source.as.. : Sprint ddress: 173.7.13.230 source.ip: 173.7.13.238 fileset.name: access

cloud.region url.original: /static/img/wrapper-footer.png cloud.availability_zone: eu-central-1b cloud.i id: ami-1e339e71 cloud.inst: d: i-

ecs.version

Nov 29, 2618 @ 68:59:55.000  agent.hostname: 1p-172-31-22-153 agent.id: abc7121

ebd-4718-bb3d-6aebd78dcSba agent.type: filebeat agent.ephemeral id: 2bdecf3-@bcc-4cal
166.88.110.213 log.file.path: /home/ubuntu/nginx.log log.offset: 227,121,262

[}

event.created 6fdf3s6f2c11 agent.version: 7.4.0 nginx.access.remote_ip_list:
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“Management” % Kibana menu M 5 EIRLF T,

N

B  Management o @

H

Kibana 7.4.0 management

Manage your indices, index patterns, saved objects, Kibana settings, and more.

© = Elasticsearch

B ®

¥ Kibana A full list of tools can be found in the left menu

d 8B ® @&

« Logstash

) Pipelines

& 2 Beats

Central Management
© G Machine Learning
jobs list
o

Roles

3. Security > Roles /N 5 “Create Role” &2 1) w9 LET,

E B Management Roles e @
© = Elasticsearch
® Roles Create role
Apply roles to groups of users and manage permissions across the stack
ol QU search.
= Role Reserved Actions

v
é .
@ v
5
Z L Logstash code_admin y
9 Pipelines code_user v
& B Beats data_frame_transforms_admin v
Central Management data_frame_transfor: user v
¢4 Machine Learning v
- 1obe it b dashboard_only, v
© Security .
Users
o v
ogstash_admin
ogstash_system v
machine_Jearning_admin v
machine_Jearning_user v
monitoring_user v



4. #FrLU\role ICRRBIZ DI ET (“metrics-admin” for example), Cluster privileges T
“all”ZEIR L. Indices [&“metricbeat-*"ZFEIR L £9 ., Index privileges I& “all” % 1FE
IRLZET, RRIZ “Createrole’® 2 ) v LET,

K @ Management Users ' Create e @

© = Elasticsearch

Create role

dex Man ent

Set privileges on your Elasticsearch data and control access to your Kibana spaces.

ol Role name.
@ metrics-admin
R = Elasticsearch nice
Jeg g Cluster privileges
4. Logstash A actions this role can perform against your . .
am more
%) T
B Beats
& ot b ) Run As privileges
& ) : e submitted on the behalf of othe
achine Learning

? @ security Index privileges

Roles

Indices Privileges
matricbeat-* x v ol x v ¢

X Grant access to specific fields

X Grant read privileges to specific documents

Add index privilege

5. Role BMERLESNT=5. “Management” & J T Security > Users hY 5 “Create new
user’ =2 ) v LET,

N

B Menagement | Users 9 @

© = Elasticsearch

Users
@ Index Lifecycle Policies
@ Rollup Jobs
o Watcher Q search
sl Snapshot and Restore
P 8.0 Upgrade Assistant Full Name User Name. Email Address Roles Reserved
8 % Kibana anonymous anonymous v
- Index Patterns
@ GG Rows per page: 20 v

Spaces
@ Reporting

ivanced Settings

= Advanced S
= & Logstash

Pipelines
g

B Beats

&

Central Management
L

(9 Machine Learning

@ Jobs list
® @ "
¥ © security
@ Users

Roles
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Username & password, full name, email Z A1 L% 9, Roles [Z[E, “kibana-user”
EFIF EER L = “metrics-admin”ZBMM L EFF ., &EIZ “Create User” 9 1) v 9
LET,

B  vanagement | Users | Create o

= Elasticsearch

New user
aaaaaaaa
Snapshot and Restore metrics-admi
8.0 Upgrade Assistant
pppppppp
% Kibana
ots
i passw
Reporting . e
Advanced Settings
% Logstash
Metrics Admi
Pipelines
B, Beats Email address

Central Management

¢ Machine Learning
.....
Jobs list

@ Security
Users

Roles

Create user Cancel

MOTSoTEEmZERE. :ILLERLIz2—Y—TKibana [CAY A > LE
9, “Discover” R TZ#BHWVTHZEL & 5, Index pattern T“metricbeat-*" LMNET
DT—RERBZIENTERNZ EIZRDEFE L f=h ? “filebeat-*” index pattern
T, T—RZRAH5IEMTEEEA,



N

B oiscover e @

New Save Open Share Inspect

@  +Addfilter

®

) filebeat-* v
@
ectad i © No results match your search criteria
Bl 2 _source
Available fields o
Expand your time range
@
One or more of the indices you're looking at contains a date field. Your query may not match anything in the current time range, or
& there may not be any data at all in the currently selected time range. You can try changing the time range to one which contains data.
g
&

index pattern “filebeat-*"BIKIZR S5 Z ENTEFE T,

“metricbeat-*” index pattern ZHEZEIR L E T, “metricset.name” field 0 ') v ¥
L. RELEARMN)VRDIEEZHEIELES,

4

B oiscover e @

< e Y5 LM P OGESS  COTOUp IENOTY KIET: [4LLUTES 0SS LEM: PrOGESS: CgrOUp TIEOTy KIEH: LI Y L6 5E8 Sy SUEM:prOCESS: Cgr OUp IEor Y ;KIS USAge 0y es s 05
© ¢ hostosname
> 0ct 11, 2019 @ 11:48:57.702  prinestamp: Oct 11, 2019 © 11:48:57.782 metricset.name: process metricset.period: 10,800 service.type: system agent.version: 7.4.0 agent.type: metricheat

@ ¢ hostosplatiom t.epheneral_id: f t.hostnane: ip-172-31-22-153 agent.id: Joud. availability_zone: eu-

© hostosversion central-1b cloud.provider: aws cloud t.4d: 214514861431 cloud d: ami-16339¢71 cloud.dnstance. id Toud.machine. type: t2.mediun
o] cloud.reglon: eu-central-1 [process.ppid: 1 process.pgid: 1077 process.args:| /usr/1ib/snapd/snapd [process.name:| snapd [process.pid: 1077 user.name: root
0 Top 5 values i 500 500 records
., @q | 6t 1981148557760 orinestamp: Oct 11, 2019 8 11:40:57.702 system.process.cndline; tmux new-session - Strigo  system.process.state: sleeping system.process.menory.size: 31.340

S sa2% systen.process menory. rss.bytes: 7B system.process.memory.rss.pot: 0.18% systen.process.memory.share: 2.7M8 system.process.fd.open: 14
& | network aa system.process. fd.linit.soft: 1,624 system.process.fd.linit.hard: 1,048,576 system.process.cpu.start_time: Oct 11, 2019 © 10:46:50.080 system.process.cpu.total.pct: 6%

4% systen.process. cpu. total.norm.pot: O% system.process.cpu.total.value: 538 system.process.cgroup.memory memsw. 1init.bytes: 63
® | process_summary :lzi system.process.cgroup.memory mensw. usage .bytes: 88 systen.process.cgroup.memory.mensu.usage.max.bytes: 88 system.process.cgroup.memory.memsw. failures: @
& | memoy @QQ > Qct 11, 2019 8 11:48:57.762  primestamp: Oct 11, 2019 © 11:48:57.782 agent.hostname: ip-1 agent.id agent.version: 7.4.0 agent. type: metricbeat
e process.ppid: 1284 process.pgid: 2233 process.args: sshd: ubuntu [privl, user.name: root metricset.name: process metricset.period: 10,080 event.duration: 21.6
event.dataset: system.process event.module: system systen.process.cndline: sshd: ubuntu [priv] system.process.cpu.total.value: 30 systen.process.cpu. total.pot: €%
& & metricsetperiod
> 0ct 11, 2019 € 11:48:57.695  ptinestamp: Oct 11, 2019 @ 11:48:57.695 systen.memory.free: 2.968 systen.memory.actual.free: 3.58 systen.memory.actual.used.bytes: 357.5M8

€t processargs v y.ectual.used.pet: 9.05% syst y.swap. total: 68 systs ¥ d.pet: 0% syst v d.bytes: 08 syst y.swap.free: o8
@t processexccutable s y.h lus: 0 syst y.h default_siz t y.hugepages. totel: @ systen.nenory.hugepages.used.bytes: 08
K v y.h d.pet: 0% syst y.hugepages. free: 8 syst y.h eserved: 0 syst y.total: 3.968 syst y.used.pot: 25.81%
g P systen.menory.used bytes: 1,019.5MB ecs.version: 1.1.0 host.hostname: ip-172-31-22-153 host.architecture: xB6_64 host.os.platforn: ubuntu host.os.version: 16.4.2 LTS

# processpgid
> Oct 11, 2019 @ 11:48:57.695  ptimestamp: Oct 11, 2019 @ 11:48:57.695 't eph 1_id 't.hostname: ip-172-31-22-153 agent.id: fa459cce-fc50-4328-ae75-
ad67015be825 agent.version: 7.4.8 agent.type: metricbeat ecs.version: 1.1.8 cloud.machine.type: t2.mediun cloud.regio

# pracess.pid

eu-central-1 cloud.availability_zone: eu-central-
process.ppid b cloud.provider: aws cloud.account.id: 214514861431 cloud.image.id: ami-1e33971 cloud.instance.id: i-86a36077644efa%05 metricset.name: network

-

metricset.period: 10,000 event.duration: 6.1 event.datase

systen.network event.module: system service.type: system system.network.name: lo

process.working_directory

system.network.in.bytes: 11.6k8 system.network kets: 160 system.network.in.errors: @ system.network.in.dropped: @ system.network.out.packets: 160
t servicetype
> 0ot 11, 2019 @ 11:48:57.695  primestamp: Oct 11, 2019 @ 11:48:57.695 ecs.version: 1.1.0 cloud.availability_zone: eu-central-1b cloud.provider: aws cloud t.1d: 214514861431 cloud. image.id: ani-
# system.cpu.cores 1e339e71 cloud.inst: id Loud hine.type: t2.medium cloud.region: eu-central-1 event.duration: 8.1 event.dataset: system.network
# system.cpuidiepct event.module: systen metricset.period: 10,080 metricset.name: network service.type: system system.network.name: ethd system.network.in.packets: 192,711
system.network.in.errors: @ system.network.in.dropped: @ system.network.in.bytes: 109548 systen.network.out.dropped: @ system.network.out.packets: 117,679

# system.cpu.jowait.pet
ystem e P systen.network.out bytes: 1.268 system.network.out.errors: @ host.name: ip-172-31-22-153 host.hostname: ip-172-31-22-153 host.architecture: x86_64

# system.cpuirg.pet

> Oct 11, 2019 @ 11:48:57.694  grimestamp: Oct 11, 2019 @ 11:48:57.694 host.id: 31449101e62c43efbd8da841917889ch host.name: 1p-172-31-22-153 host.containerized: false host.hostname: ip-172-31-22-153
# syst ice pet
I host.architecture: x86_64 host.os.platform: ubuntu host.os.version: 16.64.2 LTS (Xenial Xerus) host.os.family: debian host.os.name: Ubuntu host.os.kernel: 4.4.8-1022-aws

# system.cpu.softira pet host.os.codenane: xenial agent.version: 7.4.8 agent.type: metricbeat agent.epheneral id: it host 1p-172-31-22-153
agent.id: loud.availability_zone: eu-central-b cloud.provider: aws cloud t.ad: Toud d: ami-1e339e71
# system.cpustealpct
e loud. inst d loud.machine. type: t2.medium cloud.region: eu-central-1 t.dataset: syst ket y event.module: system

# system.cpusystem.pct



—fl& LT “network” EWVNVS BB Y FET, HIZIE. Ry bT—OFRL—4
TRy FD—HOF—RIZETERT—E2FEITRAIENTET, thEZRBIEIET
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ADT A3 kO—)lL(document level security) Z iRt I RETL LOIMN? B
Eelastic’ A—H—TOS A4 L (F=X, BICHWTWE IS HOHYE@EIZE
U) . “network-user’&ULVD role Z4ERLLEL & 5

LUTOREZETVET

Cluster privileges : all
Indices: metricbeat-*
Index Privileges: read
Click on: Grant read privileges to specific documents

RDIFHZ AA: {"term":{"metricset.name":"network"}}

=#%IZ “Create Role” &9 ) v LET,

Create
Set privileges on your Elasticsearch data and control access to your Kibana spaces.
Role nam
network-user
= Elasticsearch nice
Cluster privileges
« Logstash Manage the actions t
® Beats
Run As privileges
Allow requests to be sut
(9 Machine Learning sers. Learn more

@ Ssecurity Index privileges

Roles

.........

aaaaaaaaaaaaaaaaaa
X Grant access to specific fields

@ Grant read privileges to specific documents

Granted documents query

{“term"{"metricset.name":“network’}}

e @
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#FLLAERR LTz role IZEED < user Z4ERLLE T, “kibana-user” Z 3B L T
T, InhzxzEnsdE. #1L <ERLL = user & Elasticsearch APIs IZT7 7 R
LB ENTEFEFEA

@ Menagement Users  Create e @

= Elasticsearch
Index Management New user

Index Lifecycle Policies
Rollup Jobs semame
Watcher
Snapshot and Restore networks-operator
8.0 Upgrade Assistant

Password

N

Kibana

Index Patterns
Saved Objects
Spaces

Reporting
Advanced Settings

Full name.

. Logstash
Pipelines Networks Operator
® Beats Email address

Central Management network.operator@elastic.co

Machine Learning
Roles
Jobs list
network-user X kibana_user x o
©@ Security

Roles

Cancel

HFLSERR LTz user TBERY A4 > LET, Discover H 5 “metricheat-*” index
pattern Z#IR L EJ . “metricset.name” field 52 ) v  LTEBEALTHFEL &£
S, “network”. FEITMRZ ST MY T2 MDE. metrics-admin TIXR
BENTELEEDIE. CDuser TIFRBAZENTETEEA,

B oiscover o W
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cloud.provider
host.containerized: false agent.id: fadS9cce-fcS8-4328-ae75-ad67015be825 agent.version: 7.4.0 agent.type: metricbeat agent.ephemeral id: f8choede-

t cloud.region d57d-4bdc-9fdf-6789bd6413cb agent.hostname: ip-172-31-22-153 cloud.instance.id: 1-86a36077644efa905 cloud.machine.type: t2.medium cloud.region: eu-
U CREED > Oct 11, 2019 @ 11:56:47.695 grimestamp: Oct 11, 2019 @ 11:56:47.695 ecs.version: 1.1.0 host.name: ip-172-31-22-153 host.hostname: ip-172-31-22-153 host.architecture: x86_64
t event.dataset host.os.platform: ubuntu host.os.version: 16.84.2 LTS (Xenial Xerus) host.os.family: debian host.os.name: Ubuntu host.os.kernel: 4.4.0-1022-aws
) host.os.codename: xenial host.id: 31449 host.. : false agent.ephemeral_id: f8cb983e-d57d-4bdc-9fdf-
6789bd6413ch agent.hostname: ip-172-31-22-153 agent.id: fadS9cce-fcSo-4328-ae75-ad67815be825 agent.version: 7.4.8 agent.type: metricbeat
t eventmodule cloud.provider: aws cloud.account.id: 214514861431 cloud.image.id: ani-16339e71 cloud.instance.id: i-86336077644efa%95 cloud.machine.type: t2.medivm
t hostarenitecture > 0ct 11, 2019 @ 11:56:37.695  primestamp: Oct 11, 2019 @ 11:56:37.695 host.os.name: Ubuntu host.os.kernel: 4.4.8-1022-aws host.os.codename: xenial host.os.platform: ubuntu
O hostcontainerized host.os.version: 16.84.2 LTS (Xenial Xerus) host.os.family: debian host.name: ip-172-31-22-153 host.id: 31449101e62c43efbd8daga191f889ch
+ hosthostrame host.containerized: false host.hostname: ip-172-31-22-153 host.architecture: x86_64 agent.version: 7.4.0 agent.type: metricbeat
. ephenersl_id: t.hostname: 1p-172-31-22-153 agent.id: fadScce-foSa-4326-ae7S-ads7815be825
t hostid cloud.account.id: 214514861431 cloud.image.id: ami-1e339e¢71 cloud.instance.id: 1-86a36077644efa905 cloud.machine.type: t2.medium cloud.regior
* hostname > Oct 11, 2019 @ 11:56:37.695  grinestamp: Oct 11, 2019 © 11:56:37.695 agent.id: fadscce-fesd-4328-ae75-ad67015be825 agent.version: 7.4.0 agent.type: metricbeat
t host.os.codename agent.ephemeral_id: f8cb983e-dS7d-4bdc-9fdf-6789bd6413cb agent.hostname: ip-172-31-22-153 ecs.version: 1.1.8 host.os.name: Ubuntu

host.os.kernel: 4.4.0-1022-aws host.os.codename: xenial host.os.platform: ubuntu host.os.version: 16.84.2 LTS (Xenial Xerus) host.os.family: debian
host.id: 31449101e62c43efbd8das4191f889cb host.name: ip-172-31-22-153 host.containerized: false host.hostname: ip-172-31-22-153
1-0623667764412905

host.os.family

host.os kernel host.architecture: x86.64 cloud.account.id: 214514861431 cloud.image.id: ami-1e339e71 cloud.instanc

host.0s.name > Oct 11, 2619 @

etimestamp: Oct 11, 2019 @ 11:56:27.695 agent.version: 7.4.0 agent.type: metricbeat agent.ephemeral id: f8cb963e-d57d-4bdc-9fdf-6789bd6413ch

host.os.platform agent.hostname: ip-172-31-22-153 agent.id: fadS9cce-fc5e-4328-ae75-ad67015be825 cloud.provider: aws cloud.account.id: 214514861431

st cloud.image.id: ami-1e339e71 cloud.instance.id: i-86a36877644efa%5 cloud.machine.type: t2.medium cloud.region: eu-central-1
ost.os.version
cloud.availability_zone: eu-central-1b event.module: system event.duration: 0.1 event.dataset: system.network metricset.name: network

t metricset.name m metricset.period: 10,800 service.type: system system.network.name: lo system.network.in.bytes: 11.6KB system.network.in.packets: 160
Top 5 values in 178 / 178 records
HI > oct 11, 2019 @ Ctinestamp: Oct 11, 2019 @ 11:56:27.695 host.name: 1p-172-31-22-153 host.1d: 889ch host 1zed: false
network Q
wo?‘ host.hostname: ip-172-31-22-153 host.architecture: x86_64 host.os.platform: ubuntu host.os.version: 16.84.2 LTS (Xenial Xerus)

host.os.family: debian host.os.name: Ubuntu host.os.kernel: 4.4.0-1022-aws host.os.codename: xenial agent.id: fad59cce-fc50-4328-ae75-ad67015be825

agent.version: 7.4.0 agent.type: metricbeat agent.ephemeral id: f8cb9e3e-d57d-4bdc-9fdf-6789bd6413ch agent.hostname: 1p-172-31-22-153

# metricset.period cloud.region: eu-central-1 cloud.availability_zone: eu-central-1b cloud.provider: aws cloud.account.id: 214514861431 cloud.image.id: ami-1e339e71

t service.type > Oct 11, 2019 @ 11:56:17.695 gtimestamp: Oct 11, 2819 @ 11:56:17.695 service.type: system system.network.name: lo system.network.in.bytes: 11.6KB system.network.in.packets: 168
tem.network.in.errors: tem.network. in. dropped: tem. network.out.. : H Lout. : ! .out .| 8

# systemnetworkinbytes rors: @ opped: © k.out.errors: @ system.network.out.dropped: @ system.network.out.packets: 160

system.network.out.bytes: 11.6KB host.id: 3144911e62c43¢fbd8dad4191f889ch host.containerized: false host.hostname: 1p-172-31-22-153
EASINE MR Gopped host.architecture: x86_64 host.name: ip-172-31-22-153 host.os.kernel: 4.4.0-1822-aws host.os.codename: xenial host.os.platform: ubuntu

# system.networkin.emors host.os.version: 16.84.2 LTS (Xenial Xerus) host.os.family: debian host.os.name: Ubuntu agent.ephemeral id: f8cb9@3e-dS7d-dbdc-9fdf-6789bd6413ch



12.  (Optional) Elastic Stack @ Security #8E. Field Level Security ZH 5D LR TAHFEL
& 9, elasticuser TO4Y A > L. “filebeat-*” index pattern 38R L £33, B{FD
&iFH % between Nov 1%, 2018 - Nov 28", 2018 & L £ 9,
"nginx.access.remote_ip_list", “source.address”, “source.ip”Z# 9 ') v LTHTF S
W SO fields (F7Y2 A LTz user D IP TY, ZDIERIE admin user D&
M7 ERTELELESIICLIEEWVMEEEZEZEATHEL LD,

B oiscover o @®

log.offset: 227,120,575 source.address: d598:ceff:f67f:1:15cf:7eBa:5525:1fe5 source.ip: d598:ceff:f67f:1:15cf:7e8a:5525:1feS fileset.name: access

© t  http.request.referrer
url.original: /assets/bltfd3b1511512f4632/twitter.svg cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.id: i-
@ # http.response.body.bytes 06236077644efa905 cloud.provider: aws cloud.machine.type: t2.medium cloud.region: eu-central-1 cloud.account.id: 214514861431 input.type: log
O ECEEECriessy > Nov 29, 2018 © 88:59:41.000 agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSba agent.ephemeral id: @2bdocf3-Bbcc-dcab-afde-6fdfaser2cil
t htpersion agent.type: filebeat agent.version: 7.4.0 nginx.access.resote.iplist: 65.245.188.77 log.file.path: /home/ubuntu/nginx.log log.offset: 227,126,117
il 3 source.geo.continent_name: North America source.geo.region_iso_code: US-MO source.geo.city_name: Cameron source.geo.country_iso_code: US
source.geo.region_name: Missouri source.geo.location: { “lon": -94.2228, “"lat”: 39.734 } source.as.number: 393,442
Bl ¢ logiepatn source. as.organization.name: United Electric Cooperative source.address: 65.245.188.77 source.ip: 65.245.188.77 fileset.name: access
£ # logottsst > MNov 29, 2018 © 08:50:40.000 agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSb4 agent.ephemeral id: 02bdecf3-Bbcc-Acab-afde-6fdf3s6f2cl
t nginx.access.remote_ip_list agent.type: filebeat agent.version: 7.4.8 nginx.access.remote_ip_list: 164.164.105.150 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,683

source.geo.continent_name: Asia source.geo.country_iso_code: IN source.geo.location: { "lon": 77, “lat": 20 } source.as.number: 7,633
Top 5 values in 500 / 500 records

@ [P e source.as.organization.name: Software Technology Parks of India - Bangalore source.address: 164.164.105.150 source.ip: 164.164.105.150
g 24% fileset.name: access url.original: /assets/blt68edd3es70096cfb/logo-elastic-1080x343.png cloud.availability_zone: eu-central-1b cloud.image.id: ami-
— R ?32 > MNov 29, 2818 © 08:59:40.000  agent.hostname: 1p-172-31-22-153 agent.id: abc7121e-aebd-4718-bbdd-6aebe78dcsb4 agent.type: filebeat agent.ephemeral id: 62bdocf3-ebcc-4cab-afde-
Gl s o) 6fdf3s6f2c11 agent.version: 7.4.0 nginx.access.remote_ip_list: 164.164.105.150 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,894
g 4% source.geo.continent_name: Asia source.geo.country_iso_code: IN source.geo.location: { "lon": 77, "lat": 28 } source.as.number: 7,633
210198.204.41 aq source.as.organization.name: Software Technology Parks of India - Bangalore source.address: 164.164.105.158 source.ip: 164.164.105.150
& 12% fileset.nane: access url.original: /assets/bltfd3b1511512f4632/twitter.svg cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71
112114102125 aa
& 2% > Nov 29, 2018 agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb078dcsba agent.ephemeral id: 82bdecf3-8bec-dcab-afde-6fdf3ssf2cit
Visualize agent.type: filebeat agent.version: 7.4.8 nginx.access.resote_ip_list: 123.197.151.72 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,285
® — o source.geo.continent_name: Asia source.geo.region_iso_code: CN-BJ source.geo.country iso_code: CN source.geo.region_name: Beijing
@ source.geo.location: { "lon": 116.3883, "lat": 39.9289 } source.as.number: 17,964 source.as.organization.name: Beijing Dian-Xin-Tong Network
t source.address [ 200 | Technologies Co., Ltd. source.address: 123.197.151.72 source.ip: 123.197.151.72 fileset.name: access url.original: /assets/blt68ead3e570896cfb/logo-
© o voes 500500 rcors > MNov 29, 2018 @ 08:59:36.000 agent.hostname: 1p-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb@78dcsbe agent.type: filebeat agent.ephemeral id: 2bdecf3-ebcc-acab-afde-
Lis07e223 ?ﬂ: 6fdf3sef2c11 agent.version: 7.4.6 nginx.access.remote_ip_list: 123.197.151.72 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,439
P CSIe020] aa source.geo.continent_name: Asia source.geo.region_iso_code: CN-BJ source.geo.country iso_code: CN source.geo.region_name: Beijing
18% source.geo.location: { "lon": 116.3883, "lat": 39.9289 } source.as.number: 17,964 source.as.organization.name: Beijing Dian-Xin-Tong Network
d598:Colf167(1:15c17e8a:5525:1fe5 @ Q Technologies Co., Ltd. source.address: 123.197.151.72 source.ip: 123.197.151.72 fileset.name: access url.original: /static/img/wrapper-footer.png
14%
210198.204.41 aq > Nov 29, 2018 @ 08:59:21.889 agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSba agent.type: filebeat agent.ephemeral_ id: @82bd@cf3-@bcc-dcab-afde-
12% 6fdf356f2c11 agent.version: 7.4.8 nginx.access.remote_ip_list: 173.11.71.184 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,847
112114102425 aa source.geo.continent_nane: North America source.geo.country_iso_code: US source.geo.location: { “lon": -97.822, “lat™: 37.751 )
1 source.as.nusber: 7,922 source.as.organization.name: Comcast Cable LLC source.address: 173.11.71.184 source.ip: 173.11.71.184
[Visuatze Fitmant o) nccmns [TATGFARARTE) frahata. +et (AAAIRAITRRITFUARE mu-contral-1h T A A ami -1aa0a71 (aTodd At et T4 1~

EDEDITHERTZESLSTL L IMN?SEIL, Elasticsearch M API D APl Z{FE > T
FrLrole ZERLL THEL &£ 5, Kibana M5 “DevTools"Z49 1w L. LTD
O—FZR—XFLTTFTELY,



PUT _security/role/filebeat-restricted
{
"cluster": [
llallll
1,
"indices": [
{
"names": [
"filebeat-*"
1,
"privileges": [
"read"
1,
"field _security": {
"grant": [

"o n

1,

"except": [
"source.address",
"source.ip",
"nginx.access.remote_ip list"

1,

"run_as": [],

"metadata"”: {},

"transient_metadata": {
"enabled": true

10



APlcall ZE1TLE Y,

B  oevroos

History  Settings  Help

N

€]

Console Search Profiler Grok Debugger

®

1 PUT _security/role/filebeat-restricted
2-{

3. "cluster": [

4 ‘ "all"

5-

6- indices": [

7-

8-

=3

]

e B

"names”: [
"filebeat-*"

"
s

privileges": [
“read"

ind
"
IS

1,
"field_security": {

d m
-
3]

@
9

"source.address",
20 “source.ip",

[Ex]
N
N

|
22~ | |
|

oo
N
&

}

=
~
&

|
N
N
5
3
2
g
g
g
£l
g

28~  "transient_metadata": {
"enabled": true

&

30- }

Role Z4ERL1=5. “site-operator’ &LV user ZHER L. EIFEEB L

| "nginx.access.remote_ip_list"

>

- role”
"created" : true

role “filebeat-restricted” ZE|Y ¥ TE I,

N

B Menagement  Users  Create

© = Elasticsearch

Index Management

® Index Lifecycle Policies
Rollup Jobs
Watcher
=
& Snapshot and Restore
8.0 Upgrade Assistant
o] g
¥ Kibana

Index Patterns

Saved Objects

@ Spaces
Reporting
& Advanced Settings
@ « Logstash
g Pipelines
& 2 Beats
e Central Management
® Machine Learning
Jobs list
@
@ Security
@
Users
Roles
=

New user

Username

site-operator

Password

Confirm password

Full name

Site Operator

Email address

site.operator@elastic.co

Roles.

filebeat-restricted x  kibana_user X o

Create user Cancel

11



® o N

=3

d B ® e B 8

B o o PG

L SAER LTz user TAY A > L. “Discover” H 5 “filebeat-*” index pattern % 3%
RLFET, IPfields BRAGELLHEL>TNET,

. Discover

<

host.0s.name

host.os platform
host.os.version
http.request.method
http.request.referrer
http.response.body.bytes
http.response.status_code
http.version

input.type

log file.path

logoffset

service.type
source.as.number
source.as.organization.name
source.geo.city_name
source.geo.continent_name
source.geo.country_iso_code
source.geo.Jocation
source.geo.region_iso_code
source.geo.region_name
suricata.eve.timestamp
url.original

user.name
user_agent.device.name
user_agent.name

user_agent.original

3

3

3

3

3

8

2018 © 08:59:45.000

, 2018 © ©8:59:41.000

2018 © 08:59:40.000

. 2018 © 08:59:40.000

2018 © 08:59:36.000

. 2018 © 08:59:36.000

(=]

url.original: /assets/blta76b2ae2b2f18a98/xing.svg cloud.availability zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.id: i-
06a36877644ea905 cloud.provider: aws cloud.machine.type: t2.medium cloud.region: eu-central-1 cloud.account.id: 214514861431 input.type: log
@timestamp: Nov 29, 2018 © 08:59:45.080 ecs.version: 1.1.0 service.type: nginx host.hostname: ip-172-31-22-153 host.os.kernel: 4.4.8-1022-aws

agent.hostname: 1p-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aebd78dcsbd agent.type: filebeat agent.ephemeral id: @2bdocf3-ebcc-dcab-afde-
6fdf356f2c11 agent.version: 7.4.0 log.file.path: /home/ubuntu/nginx.log log.offset: 227,120,575 fileset.name: access

url.original: /assets/bltfd3b1511512f4632/twitter.svg cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.id: i-
86236877644efa985 cloud.provider: aws cloud.machine.type: t2.medium cloud.region: eu-central-1 cloud.account.id: 214514861431 input.type: log
etimestanp: Nov 29, 2618 @ 68:

:45.000 ecs.version: 1.1.@ service.type: nginx host.hostname: ip-172-31-22-153 host.os.kernel: 4.4.0-1022-aws

agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSbd4 agent.ephemeral._id: 02bd@cf3-8bcc-4cab-afde-6fdf3s6f2cit
agent.type: filebeat agent.version: 7.4.0 log.file.path: /home/ubuntu/nginx.log log.offset: 227,120,117 source.geo.continent_name: North America
source.geo.region_iso_code: US-MO source.geo.city_name: Cameron source.geo.country.iso_code: US source.geo.region_name: Missouri
source.geo.location: { "lon": -94.2228, "lat": 39.734 } source.as.number: 393,442 source.as.organization.name: United Electric Cooperative
fileset.name: access url.original: /static/img/wrapper-footer.png cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71

agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcsba agent.ephemeral id: 82bddcf3-Obcc-dcab-afde-6df3sefactt
agent.type: filebeat agent.version: 7.4.8 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,683 source.geo.continent_name: Asia
source.geo.country_iso_code: IN source.geo.location: { “lon": 77, "lat": 28 } source.as.number: 7,633 source.as.organization.name: Software
Technology Parks of India - Bangalore fileset.name: access url.original: logo-elastic-1006x343.png

cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.id: i-86a36877644efa985 cloud.provider: aws

agent.hostname: 1p-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSba agent.type: filebeat agent.ephemeral id: 02bdecf3-@bcc-4cab-afde-
6fdf356f2c11 agent.version: 7.4.8 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,894 source.geo.continent_name: Asia
source.geo.country_iso_cod

IN source.geo.location: { "lon": 77, "lat": 20 } source.as.number: 7,633 source.as.organization.name: Software

Technology Parks of India - Bangalore fileset.name: access url.original: /assets/bltfd3b1511512f4632/twitter.svg cloud.availability_zone: eu-central-

1b cloud.image.id: ami-1e339%e71 cloud.instance.id: i-86a36077644efa985 cloud.provider: aws cloud.machine.type: t2.medium cloud.region: eu-central-1

agent.hostname: ip-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb878dcSba agent.ephemeral id: 62bdecf3-8bcc-4cab-afde-6fdf3sef2c1l
agent.type: filebeat agent.version: 7.4.8 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,265 source.geo.continent_name: Asia

source.geo.region_iso_code: CN-BJ source.geo.country iso_code: CN source.geo.region_name: Beijing source.geo.location: { “lon": 116.3883, "lat":
39.9289 ) source.as.number: 17,964 source.as.organization.name: Beijing Dian-Xin-Tong Network Technologies Co., Ltd. fileset.name: access

url.original: 9 1080x343.png cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71

agent.hostname: 1p-172-31-22-153 agent.id: abc7121e-aebd-4718-bb3d-6aeb@78dcsbd agent.type: filebeat agent.ephemeral id: @2bdocf3-ebcc-dcab-afde-
6fdf356f2c11 agent.version: 7.4.0 log.file.path: /home/ubuntu/nginx.log log.offset: 227,119,439 source.geo.continent_name: Asia

source.geo.region_iso_code: CN-BJ source.geo.country_iso_code: CN source.geo.region_name: Beijing source.geo.location: { “lon": 116.3883, “lat":

39.9289 ) source.as.number: 17,964 source.as.organization.name: Beijing Dian-Xin-Tong Network Technologies Co., Ltd. fileset.name: access

url.original: /static/img/wrapper-footer.png cloud.availability_zone: eu-central-1b cloud.image.id: ami-1e339e71 cloud.instance.i
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Alerting

1. Kibana @ “Management”’m 5, “Watcher"Z= 2 ) w9 LET,

@

< o B G 4 &

L2

B vanagement Watcher

= Elasticsearch
Index Management
Index Lifecycle Policies
Rollup Jobs
Watcher
Snapshot and Restore
80 Upgrade Assistant

Kibana

~N

Index Patterns
Saved Objects
Spaces
Reporting

Advanced Settings

Logstash

Pipelines

w

Beats

Central Management
Machine Learning
Jobs list

@ Security

Users

Roles

You don't have any watches yet

Watch for changes or anomalies in your data and take action if
needed. Learn more.

2. £9. YU T threshold alert Z4ERLLEL & 5, “Create threshold alert” 7R %

vEVVYILET,

N

®

23

&

o]

d |

©

(€2

B vanagement Watcher

Elasticsearch

Index Management
Index Lifecycle Policies
Rollup Jobs

Watcher

Snapshot and Restore

8.0 Upgrade Assistant

N

Kibana
Index Patterns
Saved Objects
Spaces
R

orting

Advanced Settings

Logstash

Pipelines

Beats

3

Central Management

Machine Learning

Jobs list

@ Security

Users
Roles

[4e)

Y

You don't have any watches yet

ol

Watch for changes or anomalies in your data and take action if
needed. Learn more.

Create threshold alert
Send an alert on a specified condition.

Create advanced watch
Set up a custom watch in JSON.
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BRIZFETFT, UTZAALFT,
Indices to query: metricbeat-*

Time filed: @timestamp

Run watch every: 5 min

Matching condition IZ count() Z:ER L T, Eii 5 FEINDETH ¥ A 2 MIxt
L T. threashold 24 > Z# EE5 & 5 (CEE(SABOVE)ZFREELTHEL &£ 5,

K @ vensgement Watcher Create © @
© = Elasticsearch
Create threshold alert
d an alert when your specified t. Your watch
[
metrics-threashold
&
e BT ndcestoquey  Timefie watch every
@ @timestar mp v El m -
@
g N -
Match the following condition
N WHEN count() OVER all documents IS ABOVE 58 FOR THE LAST § minutes
g
& ’/\/\A/\/\/v\/\/\/\/\/v\/v\/\/\/\/\/\/\/\/\/\
®
@ H
&
Use
Ro
Perform 0 actions when condition is met Add action
- [ I

R(Z average of system.network.in.bytes Z BT 5 EDETHD FF A > IR L
TEIRL. threashold T4 % L[R5 & 5 ICEME(SABOVE)ZFREL TAFEL &£
o

£ @ o
o =
® Create threshold alert
- Name
eashold

o % Kibana
- ny ime fi in watch every
i metricbest-* @timestamp v 5 minutes v
2}
- Match the following condition
< . Logstash

WHEN average() OF system.network.in.bytes OVER all documents IS ABOVE 55000060 FOR THE LAST 5 minutes
& B Beats
@ ¢ Machine Learning

§

@ Security H

Perform 0 actions when condition is met Add action

= . Create aler! Cancel
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BEZXHBA ST ) AIZx LT action #EFE L FI . Email action Z3EIR L.

Lab0 TA A L 7= whitelist ® email 7 FLAXZAAL. Body [Cemaill DTFRX +%
ABLET,

“Sendtestemail”Z%2 J v §5&. email BNEEESNFET,

E @ Mensgement wacher Create e @
[¢] &3 Machine Learning
<

Jobs list )
® g
® H
.. © security &
@
8

Perform 1action when condition is met Add action v
g ~ & Email
©)
tie.c
&
& Subject (optional)
Watch [{{ctx.metadata.name}}] has exceeded the threshold
Body
o) The value of system.network.in.bytes has exceeded in the past 5 mins.
‘ Send test email ‘

= [ [P

“Create alert’7R32 & L. Watcher DERTEZFRELET,

COREBEDEFZE., sPEICemall ZRIETHEIZTHYET, ChIFEFEN
HWTEME LNEHA, BZDwatch 29 v I LET,

A Management = Watcher e @
v
® = Elasticsearch
® dex Management Watcher @ Watcher docs
- lex Lifecycle Policies
oy . Watch for changes or anomalies in your data and t ction if needed.
Watcher

% Kibana Name state Last ired Lastuiggered  Comment A jons
G f1def630-0259-46b7-2440-
sy, metrics-threashold oK
@
Rows per page: 10 v
g
% . Logstash

& B Beats
, G Machine Learning

© Security

15



Deactivate #%7 ') w4 L. Watch &ML E T,

[ |

g B 6

o]

<@ & B G Jd 8§

3

~N

w

Management | Watcher | Status

Elasticsearch

Index Management Current status for 'metrics-threashold
Index Lifecycle Policies

Rollup Jobs Execution history Action statuses

Watcher —_—

Snapshot and Restore

8.0 Upgrade Assistant Last one hour v

Kibana Trigger time

Index Patterns

Saved Objects

Spaces Rows per page: 10 v
Reporting

Advanced Settings

Logstash

Pipelines

Beats

Central Management

% Machine Learning

Jobs list
Security
Users
Roles

No execution history to show

Comment

Deactivate

Delete
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5. Watcher A7 1)—2IZRY 9, RIZ “Create advanced watch” &9 ') w o L&
ER

B venagement | watcher )

= Elasticsearch

Index Management Watcher- @ Watcher docs

Index Lifecycle Policies
Rollup Jobs Watch for changes or anomalies in your data and take action if needed.

F ® & N

Watcher
Snapshot and Restore
L - Q search... Create v
8.0 Upgrade Assistant
Create threshold alert
Send an alert on a specified condition.

2

N

Kibana o Name sute Lastired Lostiriggered  Comment

B e B

Index Patterns
f1def63e-0259-46b7-2440-
Saved Objects metrics-threashold Disabled
007460b7€122 Create advanced watch
Spaces Set up a custom watch in JSON.
Repciting Rows per page: 10 v/
Advanced Settings

d m P

<. Logstash

Pipelines

B Beats

B G

Central Management

 Machine Learning

Jobs list

@ Security

8 B o<

Users
Roles

— _ TIZ. Elasticsearch [Zquery L, 72— &2 LITHFEZHALTHFET, T
—RIZEDWTEDESH alert HEERTESREMEZFIRBELET, RETE
5HDIE. 7T52—rTEBH] EEAHTLELD,

HBHIPTERELANS 1000 LEDEEHDTIVEADH T, TNEHERAMLI=L
ELFELED,

RAICHEZROFET

"trigger": {
"schedule": {

"interval": "1d"

17



R search :

"input": {
"search": {
"request": {
"search_type": "query_then_fetch",
"indices": [
"filebeat*"
1,
“types”: [],
"body": {
"size": 0O,
"query": {
"bool": {
"must": {
"match": {
"nginx.access.remote_ip list": "1.190.172.233"

}

}s
"filter": {

"range": {
"@timestamp": {
"gte": "now-290d/d",
"1t": "now/d"

X[ condition :

"condition": {
"compare": {
"ctx.payload.hits.total": {




%2 action :

"actions": {
"send_email": {
"email": {
"profile": "standard",
"to": [
"yukiya.shimizu@elastic.co"

Is

"subject": "Watcher Notification",
"body": {
"text": "There are {{ctx.payload.hits.total}} documents in
your index. Threshold is 1000."

19



ERZIDICELEHFET -

"trigger": {
"schedule": {
"interval”: "1d"
}
1
"input": {
"search": {
"request": {
"search_type": "query_then_fetch",
"indices": [
"filebeat*"
1,
"types": [],
"body": {
"size": 0,
"query": {
"bool": {
"must": {
"match": {
"nginx.access.remote_ip_list": "1.190.172.233"
}
s
"filter": {
"range": {
"@timestamp”: {
"gte": "now-33ed/d",
"1t": "now/d"

1
"condition": {
"compare": {
"ctx.payload.hits.total": {

"actions": {
"send_email": {
"email": {
"profile": "standard",
"to": [
"yukiya.shimizu@elastic.co"
1,
"subject": "Watcher Notification"
"body": {
"text": "There are {{ctx.payload.hits.total}} documents in your index. Threshold is 1000."




i

N

) Index Management
Index Lifecycle Policies
® Rollup Jobs
Watcher

Snapshot and Restore

% 80 Upgrade Assistant
@ K Kibana

Index Patterns

Saved Objects

Spaces
Reporting

&

‘| Advanced Settings

5 L Logstash

2 Pipelines

& B Beats

o Central Management

&

& Machine Learning
Jobs list

@

—_ @ Security
Users

@ Roles

@ vanagement | Watcher ' Create

Create advanced watch

Edit Simulate

Name (optional)

advanced-watch

[

39d1b00d-213e-417b-890d-f63053944398

Watch JSON (API syntax)
“types”: [,
"body": {

“1.199.172.233

Create watch Cancel

EC JSON % Watch JSON [ZH Y F&R—RX kL. &BIZFHITET,

t—JDFIIZ. Simulate # T%5 1) v L. SimulateWatch 9 ') v o LET,
ZF DM, Simulation Mode [, ”Execute” & LET,

Watcher

]
© Watcher
[0

N

Kibana

Index Patterns

Saved Objects

Advanced Settings

[

[ Logstash

Pipelines

[

Beats

Central Management

 Machine Learning

Jobs list

¥ @ security

® Users
Roles

@

Create

Create advanced watch

Edit  Simulate

Use the simulator to override the watch schedule, condition, actions, and input results.

Trigger

Set the time and date for st

ting the watch

Condition

he watch w

n the condition is
n on a fixed schedule.

ondition and run

Actions

Allow the watch to execute or skip ions. Learn about actions.

Input

Enter J payload that comes from running the input.

Simulate watch

Schedule every

o

Trigger after

0

X Ignore condition

Action modes.

o

send_email

Anternative input

seconds v
seconds

Type Mode

email execute

21



Watch [& “Firing” ERRENFET, Thldquery ey FLF-ZEEZEKRLE
T

A

8

)

g < > B

@

Edit Tab D 5 “Create alert’ KRR &9 1) w4 L.

4

[©]

=

B 8

[}

[

o)

)

< & B & d

Ll

@

B Monsgement Watcher | Create

Index Management
Index Lifecycle Policies
Rollup Jobs

Watcher

Snapshot and Restore

8.0 Upgrade Assistant

~

Kibana

Index Patterns
Saved Objects

Spa
Reporting
Advanced Settings
« Logstash
Pipelines
2 Beats

Central Management

& Machine Learning

Jobs list

© security

B  Menagement | Watcher

= Elasticsearch
Index Management
Index Lifecycle Policies
Rollup Jobs
Watcher
Snapshot and Restore
80 Upgrade Assistant

N

Kibana

Index Patterns
Saved Objects
Spaces

Reporting
Advanced Settings

<. Logstash

Pipelines

w

Beats
Central Management

Machine Learning

Jobs list

@

Security
Users
Roles

Create advanced watch

Edit  Simulate

[+

Simulation results

> Firing
Use the simulator to override the watch schedule, conditior

Actions
Trigger 3 Type Mode state
Set the time and date for starting the watch.

send_email email execute © Firing

Simulation output

“watch_1d": *_inlined.
- “node”: *12snXBagTHakacA_h35dOA",
Condition e oottty
Execute the watch when the condition is met. Otherwise, ignore the “user*: “elastic”,
the watch on a fixed schedule. “status®
“state”: {

Actions

Allow t

Input

Enter JSON data to override the watch payload that comes from rur

Simulate watch

Watcher

Watch for changes or anomalies in your data and take action if needed.

Q search...

» Name

f1def63e-0259-4607-a440-

007260876122 metrics-threashold

39d1b00d-213e-417b-890d-

To3053044308 advanced-watch

Rows per page: 10

‘e watch to execute or skip actions. Learn about actions.

“timestamp™: "2019-18-11704:34:19.6542

last_checked": "2019-10-11T04:34:19.6702°,
“last_net_condition": “2819-10-117T84:34:19.6702

actions™: {
send_enail": (
“ack”

“timestamp®: "2019-16-11784:34:19.6702",
“state”: “ackable”

last_execution”: {
“timestamp®: "2019-10-11784:34:19.6702",
“successful®: true

“last_successful_execution”: {
“timestamp®: "2019-10-11784:34:19.6702",

“successful®: true
)
execution_state: “executed”,
version®: -1

trigger_event™: (
type™: “manual”,
triggered_time: "2819-19-11764:34:19.6652",
manual”: {
“schedule”: {
“scheduled_time": “2019-10-117T84:34:19.6652

R®ELEI,

© Watcher docs

state Last fired Last triggered Comment Actions
© Disabled 2 ¥
~ 0K 2 ¥

22



Machine Learning

1. Kibana £ T “Machine Learning” Z: &R L £ 9, Job ') X khHi5 “filebeat-nginx_ecs-
access-visitor_rate_ecs” ZEIR L. “Start datafeed”ZV J v U LET,

% B MachineLearning @
® v 30seconds
€]
® Job Management Anomaly Explorer Single Metric Viewer Transforms Analytics Data Visualizer Settings
Active ML Nodes: 0 Total jobs: 10 Open jobs: 0 Closed jobs: 10 Active datafeeds: 0
-
&
oo
Q. search Opened Closed Failed Started Stopped Group “/
8
LES Description Processed  Memory y yrg  DMafeed | rost timestamp Actions
records  status state
> filebeat-apache_ecs-access-low_request_rate_ecs HTTP Access Logs: Detect low request rates (ECS) [FF¥¥T) 0 ok closed stopped o F] eee
HTTP Access Logs: Detect unusual source IPs - high request rates
> filebeat-apache_ecs-access-source_ip_request_rate_ecs €cs) 0 ok closed stopped o B oo
=]
HTTP Access Logs: Detect unusual source IPs - high distinct .
g > filebeat-apache_ecs-access-source_ip_url_count_ecs count of URLS (ECS) 0 ok closed stopped 4 [ eee
& HTTP Access Logs: Detect unusual status code rates (ECS)
> filebeat-apache_ecs-access-status_code_rate_ecs =3 0 ok closed stopped A [ e
© > filebeat-apache_ecs-access-visitor_rate_ecs HTTP Access Logs: Detect unusual visitor rates (ECS) [T 0 ok closed stopped A [ eee
. > filebeat-nginx_ecs-access-low_request_rate_ecs HTTP Access Logs: Detect low request rates (ECS) 0 ok closed  stopped oA [ e
X X . HTTP Access Logs: Detect unusual source IPs - high request rates
o > filebeat-nginx_ecs-access-source_ip_request_rate_ecs 0 ok closed stopped A [ eee
GO o |
S . HTTP Access Logs: Detect unusual source IPs - high distinct A m
lebeat-nginx_ecs-access-source_ip_url_count_ecs count of URLs (ECS) [ 0 ok closed  stopped d
D Start datafeed
. " HTTP Access Logs: Detect unusual status code rates (ECS) 0 o osed "
ilebeat-nginx_ecs-access-status_code_rate_ecs ol closex stoppe D Clone job
> filebeat-nginx_ecs-access-visitor_rate_ecs HTTP Access Logs: Detect unusual visitor rates (ECS) m 0 ok closed stopped & Edit job
_ Rows per page: 10 v ¥/ Delete job

2. BFMEIEHDIETE T. “Start at beginning of data” ZER L.

“Search end time”[&.

November 2018 %”Specify end time” C{EE L. "Start"Z2 U v U LE T,

Start filebeat-nginx_ecs-access-visitor_rate_ecs

30th

Search start time Search end time

Start at beginning of data

Start from now

No end time (Real-time search)

Specify end time

Specify start time ¢ November 2018 > 100 AM
11:30 AM
SU MO TU WE TH FR SA
1200 PM
28 20 3 3 1 2 3 1230PM

02:00 PM

02:30 PM
03:00PM

Cancel
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3. Datafeed state A\ “stopped” [CEH DD EFH. EREHRT 5718 "Single

N

e BB B O

w &

< @ B G o

|

&

Metrics viewer"Z& 2 1) w9 LE9,

B Machine Learning

Job Management Anomaly Explorer Single Metric Viewer Transforms Analytics Data Visualizer Settings

Active ML Nodes: 0 Total jobs: 10 Open jobs: O Closed jobs: 10 Active datafeeds: 0

Q search.

XS Description

filebeat-apache_ecs-access-low_request_rate_ecs HTTP Access Logs: Detect low request rates (ECS) [T

HTTP Access Logs: Detect unusual source IPs - high request rates

> filebeat-apache_ecs-access-source_ip_request_rate_ecs &cs)
e N . HTTP Access Logs: Detect unusual source IPs - high distinct
> filebeat-apache_ecs-access-source_ip_url_count_ecs count of URLS (ECS)
, HTTP Access Logs: Detect unusual status code rates (ECS)
> filebeat-apache_ecs-access-status_code._rate_ecs
> filebeat-apache_ecs-access-visitor_rate_ecs HTTP Access Logs: Detect unusual visitor rates (ECS) m
> filebeat-nginx_ecs-access-low_request_rate_ecs HTTP Access Logs: Detect low request rates (ECS) [FN)
. HTTP Access Logs: Detect unusual source IPs - high request rates
> filebeat-nginx_ecs-access-source_ip_request_rate_ecs €cs) g
> flebsat oL HTTP Access Logs: Detect unusual source IPs - high distinct
ilebeat-nginx_ecs-access-source_ip_url_count_ecs countof URLS (ECS) G
HTTP Access Logs: Detect unusual status code rates (ECS)
> filebeat-nginx_ecs-access-status_code_rate_ecs
> filebeat-nginx_ecs-access-visitor_rate_ecs HTTP Access Logs: Detect unusual visitor rates (ECS) m

Processed
records

2,688

Memory
status

ok

ok

ok

ok

ok

ok

ok

ok

ok

ov

30 seconds

Refresh Create new job

Opened Closed Failed Started Stopped Group “/

closed

closed

closed

closed

closed

closed

closed

closed

closed

closed

Datafeed
state

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

Latest timestamp Actions.
oA ] e
o [ eee
o [ e
o [ e
o [ e
o [ e
4

Open filebeat-nginx_ecs-access-

visitor_rate_ecs in Single Metric
Viewer

2018-11-29 08:59:56 «fj [[] oo

4, ETIDNEDESITHEEINE-IZHEALFELLS, BHYDAIZ, visitor rate
DEFEELIAHELERLEVWSEERADOMNBIEZT T,

© N

5 0

23

2

o B

i)

dl |

< 4 B G

3

B  Machine Learing

Job Management Anomaly Explorer Single Metric Viewer Transforms Analytics Data Visualizer Settings

filebeat-nginx_ecs-access-visitor_rate_ecs ¢ Edit job selection

Detector

Nginx access visitor rate

Single time series analysis of cardinality source.address

~ayearago -

~ 10 months ago

e ®

Forecast

show model bounds annotations

Zoom: auto 120 1d 1w 2w (aggregation interval: 15m, bucket span: 15m)

il

450 ! {
400 |
350

300 ¥
250

200

150

100

A

50
2018-11-25 00:00 2018-11-26 00:00 2018-11-27 00:00 2018-11-28 00:00
2018:11-04 00:00. 2018-11-1100:00 2018-11-18 0000 i
Anomalies
Severity threshold Interval
warning v Auto v

2018-11-29 00:00

A A\ / \

~
LU B ——
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2 DDEEFERALTAHAFEL LS, 1 DHIF 21 FEVWESIAAT, 2 DH

F2EEVWELERETYT, MIZEE LT EHMIE.
BEWTIEAE L, BEDHEZE (probability) TY,

RENFET,

Machine Learning

L cvio-ir-es vwwy i i-ew vy wviomirer vuny cvio-1r-co wvy
2018-11-0400:00 2018-11-1100:00 2018-11-18.00:00. N
Anomalies
Severity threshold Interval
warning Auto
time severity \ detector actual typical description
v November 27th 2018, 20:00 ° 97 Nginx access visitor rate 15 3107 21x lower
Description
critical anomaly in Nginx access visitor rate
Details on highest severity anomaly
time November 27th 2018, 20:30:00 to November 27th 2018, 20:45:00
function non_zero_count
actual 15
typical 3107
jobID filebeat-nginx_ecs-access-visitor_rate_ecs
probability 0.000004973795923158914
' November 27th 2018, 23:00 45 Ninx access visitor rate 554 366.7 2x higher
Description
minor anomaly in Nginx access visitor rate
Details on highest severity anomaly
time. November 27th 2018, 23:00:00 to November 27th 2018, 23:15:00
function non_zero_count
actual 554
typical 366.7
jobID filebeat-nginx_ecs-access-visitor_rate_ecs
multi-bucket impact low
probability 0.00014836778296121555
S Neuamhar 28h 2018 00:00 a Noiny accace visitar rata & 281 2+ hinhar

2018-11-25'00:00.

EEEDE(actual) AN EAIFEL Y FLY
Probability [&. EEZ*REATHLEE

[} 0

actions

S
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e N

®

=3

o B 8

< PG d B =

3

1]

Job Management

BE. “Machine Learning” * =1 —M 5 “filebeat-nginx_ecs-access-
source_ip_url_count_ecs” job Z#R L. ”Start datafeed”Z% 9 ') w9 LEJ, Start
at the beginning of data Z &R L. “Search end time”[&. 30" November 2018
% ”Specify end time” THEE L. BELFE T,

Machine Learning

Anomaly Explorer

Single Metric Viewer

Transforms  Analytics  Data Visualizer  Settings

Active ML Nodes: 0 Total jobs: 10 Open jobs: 0 Closed jobs: 10 Active datafeeds: 0

QU search.

D

v

filebeat-apache_ecs-access-low_request_rate_ecs

v

filebeat-apache_ecs-access-source_ip_request_rate_ecs

filebeat-apache_ecs-access-source_ip_url_count_ecs

filebeat-apache_ecs-access-status_code_rate_ecs

v

filebeat-apache_ecs-access-visitor_rate_ecs

v

filebeat-nginx_ecs-access-low_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_url_count_ecs

filebeat-nginx_ecs-access-status_code_rate_ecs

v

filebeat-nginx_ecs-access-visitor_rate_ecs

Rows per page: 10

Description

HTTP Access Logs: Detect low request rates (ECS) m

HTTP Access Logs: Detect unusual source IPs - high request rates
(ECS)

HTTP Access Logs: Detect unusual source IPs - high distinct

count of URLs (ECS) [T

HTTP Access Logs: Detect unusual status code rates (ECS)

HTTP Access Logs: Detect unusual visitor rates (ECS) [T
HTTP Access Logs: Detect low request rates (ECS) m

HTTP Access Logs: Detect unusual source IPs - high request rates
(€cs) N

HTTP Access Logs: Detect unusual source IPs - high distinct
count of URLs (ECS) [}

HTTP Access Logs: Detect unusual status code rates (ECS)

HTTP Access Logs: Detect unusual visitor rates (ECS) m

Processed
records.

0

2,688

Start filebeat-nginx_ecs-access-source_ip_url_count_ecs

Search start time

Start at be ing of data

Start from now

Specify start time <

Search end time

No end time (Real-time search)

Memory
status

ok

ok

ok

ok

ok

ok

ok

ok

ok

X

Specify end til

November 2018 >

FRSA
2 3
9 10
6 17
23 24

Cancel

1:00 AM
11:30 AM
12:00 PM
12:30 PM
01:00 PM
01:30 PM
02:00 PM
02:30 PM

03:00 PM

ov

30 seconds

Refresh

Opened Closed Failed Started Stopped Group v/

Job state

closed

closed

closed

closed

closed

closed

closed

closed

closed

closed

Datafeed
state

stopped

stopped
stopped

stopped

stopped

stopped

stopped
stopped

stopped

stopped

Latest timestamp. Actions
o

1]

N

[N
=8

B
=

2N
B

> Start datafeed
D Clone job

¢ Edit job

€ Delete job

2018-11-29 08:59:56 .1j []

Create new job
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7. Datafeed state A\ “stopped” [ZEH DD EFE. SEIX. EREHERT 5H1=
& ”"Anomaly Explorer” 2 1) w9 LET,

>

@

g

Job Management

B  Machine Leaming

Anomaly Explorer

single Metric Viewer

Transforms Analytics Data Visualizer Settings

Active ML Nodes: 0 Total jobs: 10 Open jobs: O Closed jobs: 10 Active datafeeds: 0

Q search

LS

filebeat-apache_ecs-access-low_request_rate_ecs

filebeat-apache_ecs-access-source_ip_request_rate_ecs

filebeat-apache_ecs-access-source_ip_url_count_ecs

filebeat-apache_ecs-access-status_code_rate_ecs

filebeat-apache_ecs-access-visitor_rate_ecs

filebeat-nginx_ecs-access-low_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_url_count_ecs

filebeat-nginx_ecs-access-status_code. rate_ecs

filebeat-nginx_ecs-access-visitor_rate_ecs

Description Processed

» records
HTTP Access Logs: Detect low request rates (ECS) [ 0
HTTP Access Logs: Detect unusual source IPs - high request rates

°

(ECS)
HTTP Access Logs: Detect unusual source IPs - high distinct N
count of URLs (ECS) [T
HTTP Access Logs: Detect unusual status code rates (ECS) o
HTTP Access Logs: Detect unusual visitor rates (ECS) (7Y 0
HTTP Access Logs: Detect low request rates (ECS) m 0
HTTP Access Logs: Detect unusual source IPs - high request rates N
(ecs) =T
HTTP Access Logs: Detect unusual source IPs - high distinct 084,887
count of URLs (ECS) [} §
HTTP Access Logs: Detect unusual status code rates (ECS) N
HTTP Access Logs: Detect unusual visitor rates (ECS) m 2,688

Memory
status.

ok

ok

ok

ok

ok

ok

ok

Opened Closed Failed

Job state

closed

closed

closed

closed

closed

closed

closed

closed

closed

closed

e @

v 30seconds

Datafeed
state

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

stopped

Refresh @ Create new job

Started Stopped Group v

Latest timestamp.

Actions

oA [ | e
& B o
4 ) | e

2018-11-2908:59:56 o] [} ===

Open filebeat-nginx_ecs-access-
source_ip_url_count_ecs in

Anomaly Explorer

8. Anomaly explorer M S4EFED IP TITL—I 8 OV SN-#EREZEETHEMNT
ZFEYT, Influencers (ET—2 Y FOFTEELLTRALEIND-HD., HEtH
[CHEZEGERTY ., HHFEE jobZEETHEIC. A T3 ELTHED 7 «
—JL K% contributor & LTEERT D EMTEZET, Anomaly Timeline T job @
HROMELZRALAENTE, YRV IVRATHEHENEND IPOFEREZR S &

NTEFET, overal | DIFEREERID IPDERAR L THWNZ EIZRFAETFEL

@

f=H\? 1P “154.187.183.112” [£ 99 [ZxF L T. overall anomaly score (& 52 TY,

B vochineLearing

Job Management _ Anomaly Explorer _ Single Metric Viewer

fiebeat-ngin_scs-access-source_jp_url_count ecs & Edit job selection

Filter by influencer fields... (source.address

Top Influencers Anomaly timeline

source.address

View by

source.address

Anomalies

Severity threshold

warning

November 23rd 2018

November 24th 2018

November 26th 2018

Transforms

Auto

severity

o2

°%

actual

Analytics  Data Visualizer  Settings
detector found for influenced by
Nojnx access source P source addross: 72.57.0.53
7257083 04
nigh de URL
o access souce P source adaress
e ! 728119185 605

high dc URL 728119185

source.address:
201.56.188.214

Ninx access source IP

1.55.188.214
high de URL s

typical

~ayearago

o @

> ~10 months ago

description actions.

™ More than 100x higher

™ More than 100x higher (&)

™ 97 igher ¢
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9. HMFE job ZHRTET DT, BWREFED view ZHDTEHZEMNTEFET,

N

B 8B

,

@

[

dq 8

2 I S Y

3

&

A

®

23

2]

o]

g

View B < BFIZ, HZjob DA ZT—ANEINFET, “actions”M™ 5
“Investigate source IP”ZBWLVTHFEL £ D,

B  Machine Learing

Job Management _ Anomaly Explorer _ Single Metric Viewer  Transforms
flebeat-nginx_ecs-access-source_ip_url_countecs 2 Edit job selection
Y Filter by influencer fields... (source.address : 72.57.0.53)
Top Influencers Anomaly timeline
source.address Overal
7257053
% 23
View by Limit
201, source.address 10 v
9% 32
7257053
154187183112
9 572 728119185
o8 (738 20155188214
154187183112
% L] 215.142.1!
% (70 121.23153182
2sm21a. 4607:cc05:9082:701¢:69.
o5 408
25121377
20180.252.25
93 s 20160.252.25
1792617061 179.2617961
Anomalies
Severity threshold Interval
warning v Auto
time severity &
> November23d2018 e 99
> November2anz018 e 90
> November26h2018 99

high dc URL

e @

®v ~ayearago > ~10months ago
Analytics  Data Visualizer  Settings
|
[
_
.
.
[ |
[ ]
-
— [
[ [
@ Investigate source IP
@ Raw data
o View series
datector found for influenced by sctual typical description % Configure rules
Namssecoms e P 257053 sourcesairess TETON e 116 * More than To0x higher 3
om0 i ws ——
Nginx access source IP 201.55.188.214 source.address: 165 169 ™ 97x higher [}

201.55.188.214

ML HTTP Access: Explorer (ECS) dashboard MERRESNFET .

B oashboard  MLHTTP Access: Explorer (ECS)

Full screen Share Clone  Edit

e @®

KQL [ v Nov23,2018 @00:00:00. > Nov 23,2018 @ 23:59:59.

# v Pearch

@ oventdataset:nginxaccess x  source.address: 7257053 x  + Add filter
ML HTTP Access: Event Rate (ECS)

8

@timestamp per 30 minutes

Count

@timestamp per 30 minutes

MLHTTP Access: Top Source IPs (ECS)

‘source.address: Descending
7257053

MLHTTP Access: Top URLs (ECS)

urLoriginal: Descending

Joptinode.
Ide/piogletasticsearch-5-1-2-and-2-4-4-released

Ibloglarchive/2011/december

@ ngin - nginx.ac

Count

2884

:
]
§
i
!

© Unique count of urlo.

Unique count of url.original

@timestamp per 30 minutes

MLHTTP Access: Source Locations (ECS)

AFRICA 0-025

|m o 2 00

souH OperhipTie Mg
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10. (Option) B & M Single Metrics Machine Learningjob ZE>THFE L & 5,

N

B85

¢

3

@

B & 4d 8

A

B850

{

3

@

< ¢ B G 48

|

o]

Job Management _ Anomaly Explorer

Learning #%21) w2 L. CreatelobZx2 v o LET,

Machine Learning

Single Metric Viewer

Active ML Nodes: 0 Total jobs: 10 Open jobs: 0 Closed jobs: 10 Active datafeeds: 0

Q search.

LCES

filebeat-apache._ecs-access-low_request_rate_ecs

filebeat-apache._ecs-access-source_ip_request_rate_ecs

filebeat-apache._ecs-access-source_ip_url_count_ecs

filebeat-apache_ecs-access-status_code_rate_ecs
filebeat-apache_ecs-access-visitor_rate_ecs

filebeat-nginx_ecs-access-low_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_request_rate_ecs

filebeat-nginx_ecs-access-source_ip_url_count_ecs

filebeat-nginx_ecs-access-status_code_rate_ecs

filebeat-nginx_ecs-access-visitor_rate_ecs

Rows per page: 10 v

Transforms  Analytics  Data Visualizer  Settings

Description

HTTP Access Logs: Detect low request rates (ECS) [ 0
HTTP Access Logs: Detect unusual source IPs - high request rates (ECS) o
HTTP Access Logs: Detect unusual source IPs - high distinct count of URLs o
(ECcs)

HTTP Access Logs: Detect unusual status code rates (ECS) [EZENY 0
HTTP Access Logs: Detect unusual visitor rates (ECS) [ 0
HTTP Access Logs: Detect low request rates (ECS) 0
HTTP Access Logs: Detect unusual source IPs - high request rates (ECS) °
tHETcr; Access Logs: Detect unusual source IPs - high distinct count of URLs o84 887
HTTP Access Logs: Detect unusual status code rates (ECS) [FN) o
HTTP Access Logs: Detect unusual visitor rates (ECS) [REN) 2,688

Opened Closed Failed

® v 30seconds

Refresh

Create new job

Started Stopped Group v

Datafeed
Jobstate o Latest timestamp Actions
closed  stopped PR
closed  stopped PR
closed  stopped o [
closed  stopped o B e
closed  stopped P
closed  stopped PR
closed  stopped PR
closed  stopped  2018-11-2008:59:56 cfj [[] s
closed  stopped o
closed  stopped  2018-11-2008:59:56 £ [1]

“filebeat*” index pattern ZZEIR L. XIZ Single metric ZEIRLE T,

Machine Learning  Create job

From a New Search, Select Index

QFilter...

Name
metricbeat-*

filebeat-*

20f2

Or, From a Saved Search
Q Saved Searches Filter..

Name
ASA Firewall Events [Filebeat Cisco]

ASA Firewall flows [Filebeat Cisco)

Alerts [Filebeat Suricata) ECS

All ASA Logs [Filebeat Cisco]

All Logs [Filebeat PostgreSQL) ECS

Alllogs [Filebeat Kafka) ECS

Alllogs [Filebeat MongoDB] ECS

Apache HTTPD ECS

Apache access logs [Filebeat Apache] ECS
Apache errors log [Filebeat Apache] ECS

Audit Events [Filebeat Auditd) ECS

DEB packages installed [Filebeat Osquery) ECS
Debug Log [Filebeat Icinga] ECS

Error Logs [Filebeat AWS]

Error logs [Filebeat MongoDB) ECS

Error logs [Filebeat MySQL] ECS

Errorlogs [Filebeat IBM MQ]

Events Search [Filebeat Iptables) ECS

Events [Filebeat Suricata) ECS

Flow Records [Filebeat Netflow]

1-20 of 58
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K B  Mechine Leaming  Create job e @®
Create a job from the index pattern filebeat-*
@ " .
Use a supplied configuration
o
The fields in your data have been recognized as matching known configurations. Select to create a set of machine learning jobs and associated dashboards.
&
= m Nginx access logs
o Find unusual activity in
) HTTP access logs from
filebeat (ECS)
@®
g Use a wizard
- Use one of the wizards to create a machine learning job to find anomalies in your data.
g @ Single metric o379 Multi metric @  Population Advanced
& Detect anomalies in a ©=°  Detect anomalies in ™®  Detect activity that is Use the full range of
single time series. multiple metrics by unusual compared to the options to create a job
% splitting a time series by behavior of the for more advanced use
0 a categorical field. population. cases.
© Learn more about your data
If you're not sure what type of job to create, first explore the fields and metrics in your data.
O Data Visualizer
&
Learn more about the
characteristics of your
data and identify the
fields for analysis with
machine learning
. —_— \ —
I E - 1] » L
Timerange (T 74 L FTHAMSNIZFFRIZLT. Next 20 ) v ¥ o
% B MachineLeaming Createjob  Single metric ®
[}
(1] 2 3 4 5
@ ) et . o
Time range Pick fields Job details Validation Summary
04
5 Time range
o]

g

B G

-

P

|

B Nov1,2018@09:00:04000 = Nov 29,2018 @ 08:59:56.000 Use full filebeat-* data
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Field [Z Count(Event data)Z:EIRL T, Next ZV U v LET,

B MechineLeaming  Createjob - Single metric

Time range Pick fields
Pick fields

Count(Event rate) | v

010900

1107 0800

Bucket span Bucket span

Set the interval for time series analysis, typically between
15m to h. 15m Estimate bucket span

Convert to multi metric job

11 0200 130000

3 4

Job details Validation

Sparse data

Select if you wish to ignore empty buckets from being
considered anomalous. Available for count and sum
analysis.

JobDZAAL. Net Z9Y)vo LET,

B Machine Leaming  Create job ' Single metric

Time range Pick fields

Job details

Job ID
JobID
A unique identifier for the job. Spaces and the characters /
2," <> | *are not allowed custom-jobf
Grou
ps Groups.

Optional grouping for jobs. New groups can be created o
picked from the list of existing groups.

> Advanced

© 4

Job details Validation

Job description

Optional descriptive text

Job description

5

Summary

5

Summary
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Validation T Valid EHHASINf=5. Next 22 1) v LET,

B MechineLeaming  Createjob - Single metric

Validation

v Time range

Time range Pick fields Job details

Valid and long enough to model patterns in the data.

&#%IZ. Summary T Createjob 2 U v LET,

B Machine Leaming  Create job ' Single metric

Validation

5

Summary

Time range Pick fields Job details

New job from index pattern filebeat-*

Job D Bucket span
custom-job 15m

Job Influencers

No description provided No influencers selected
Groups

No groups selected

Preview job JSON Convert to advanced job

Validation

Enable model plot
True

Use dedicated index
False

Model memory limit
10mMB

Summary
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Job R T H5D%EFL. ViewResut 20 1w LET,

B MechineLeaming  Createjob - Single metric

1 2 3 4 5
Time range Pick fields Job details Validation Summary
New job from index pattern filebeat-*
. I
|
Job ID Bucket span Enable model plot
custom-job 15m True
Job description Influencers Use dedicated index
No description provided No influencers selected False
Groups ‘Model memory limit
No groups selected 10MB
[ View results l [ Reset job l l Start job running in real time
B  Machine Learning e @
fil v Nov1,2018 @09:00:040 - Nov 29,2018 @ 08:59:56.0
Job Management  Anomaly Explorer _Single Metric Viewer  Transforms  Analytics  Data Visualizer  Settings

custom-job & Edit job selection

Detector

count

Single time series analysis of count

show model bounds

Forecast

annotations

2018-11-25 00:00

Zoom: auto 12h 1d Tw 2w _(aggregation interval: 15m, bucket span: 15m)

2018-11-26 00:00

2018-11-27 00:00

2018-11-28 00:00

Anomalies
Severity threshold Interval

warning v Auto

time

November 27th 2018, 23:00

November 27th 2018, 05:00

November 28th 2018. 00:00

severity &

° 61

detector

count

count

count

Single Metrics viewer T,

DT H

?

2018-11-17 0000

typical
a78.2
1211

ana

2018-11-29 00:00

ANSSTN

T giE27 0000 g

description
* 2xhigher
* axhigher

2x hicher

actions

R

BEZVVVILTHFELLED, BRERFEDLSLD
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RIZ Forecast R VEH LT, HiZ 7d ICERELTCRunZ2 Uy o LET,

Forecasting

Run a new forecast

Duration

7d

Length of forecast, up to a maximum of 3650 days. Use s for seconds, m for minutes, h for hours, d for days, w for

weeks,

Close

Forecasting iR Z R THFEL & 5, Forecast /S\— MIFXBTRRINTWET,

B Machine Learning

@ v Nov1,2018 @09:29:5800 - Dec 6, 2018 @ 08:15:00.00

Job Management  Anomaly Explorer _ Single Metric Viewer _ Transforms Data Visualizer  Settings

custom-job ¢ Edit job selection
Detector

count -
Single time series analysis of count show model bounds annotations show forecast

Zoom: auto 12h 1d tw 2w 1M (aggregation interval: 15m, bucket span: 15m)
1,200
1,000
29 G
800 YR
v

600

400

200

2018-11-27 00:00 2018-11-28 00:00 2018-11-29 00:00 2018-11-30 00:00 2018-12-0100:00
2018-11-04 00:00 2018-11-1100:00 2018-11-18.0000 2018:11-2500:00. | _ /1 ~ 2018-12{*2 6000~
Anomalies
Severity threshold Interval
warning v Auto v
time severity & detector actual typical description actions

> November 27th 2018, 23:00 6 count 897 4782  2xhigher @

> November 27th 2018, 05:00 m count 70 1211 * axhigher @

> November 28th 2018.00:00 2 count 855 an 2« hiaher 2]
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