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_ _ BGPstream(by CAIDA)
Route collecting projects https://bgpstream.caida.org/

University of Oregon Route Views Project " ROUTE £ via kafka
Route Views was conceived as a tool for Internet operators to obtain real-time information \ /
about the global routing system from the perspectives of several different backbones and

locations around the Internet. It collects BGP packets in MRT format since 2001
http://www.routeviews.org

RIPE NCC Routing Information Service (RIS)

(E@/ ‘R!PE MNWCLQ RIS The RIPE NCC collects and stores Internet routing data from several locations around the
e globe, using RIS. It collects BGP packets in MRT format since 1999
https://www.ripe.net/analyse/internet- measurements/routing- information- service- ris

RIS Live(by RIPE labs.)
PCH is the international organization responsible for providing operational support and PCH htt DS ://I a bs . ri pe . n et/too I S/ri S-I ive

security to critical Internet infrastructure, including Internet exchange points and the core
of the domain name system. It operates route collectors at more than 100 IXPs around

the world and its data is ma.de available in MRT format since 2011 Packet Clearing House VI a We bSOCket

https:/ /www.pch.net/resources/Raw_Routing_Data

Packet Clearing House (PCH)

Isolario is a route collecting project which provides inter-domain real-time monitoring
services to its participants. It collects BGP packets in MRT format since 2013, and
supports ADDPATH (RFC 7911) since 2018

https:/ /www.isolario.it

4/19

https://www.itnog.it/itnog4/files/10-bgpscannerpres.pdf

a8 T 77 1 )L(MRT)h Sstream(websocket, kafka )iz
KDV A ALICBEHRZEIG TETDLDI, :
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A A=Y ILTF I4—F (%) MF/JPNAP AS7521
IX-TA T4 222245 —2 30 X (¥) NTTCom/GIN/OCN AS2914/AS4713
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A F—F Yk (¥) SAKURA AS9370/AS9371
(#)IbCc7a>T47 IDCF AS4694
IXTA T4 AY—rIARTb (%) NTT-SMC AS7671
) IX T4 T4E—>—a32=4—3 X NTT-PC AS2514
— i EEABRRIN T =AM T A—2a0E2— JPNIC AS2515
ARAVA—RINTIRFIOT (BR) JPIX (#&sth)
CHHNHBOMNESTETNET,
F(CMFAE, JPNICHE(C 3SRIADIRMES .

%Kj-d: 5 :‘-I%?Jjj % (/ \7(_: 7(__;-\ (/ \t a:_; D i a_ [o] Copyright©2019 ICT-ISAC Japan. All Rights Reserved



S5 MAS. £FEO-TULVELY...ELVOSFIZ. B! Jig;i:Ac

e JPIRRTEEMAL TIZL UL routeA Tz hE=lEmntnerA 714

FDdescr74—ILRIZEED AR NZEMNT H71=1T,

mntner: MAINT-AS7521 £3%)2019/11/191R7EDX-KeiroF|Fmntner#k

descr:  People authorized to make changes for AS7521
X-Keiro: noc@mfeed.ad.jp

admin-c: JP0O0001394

tech-c:  JP0O0001394

upd-to: tech-c@mfeed.ad.jp

mnt-nfy: tech-c@mfeed.ad.jp
notify: tech-c@mfeed.ad.jp
auth:  CRYPT-PW HIDDENCRYPTPW

mnt-by: MAINT-AS7521

changed: tech-c@mfeed.ad.jp 20190717 HWA8% DT 4 ICZFIBVNERNTENET,
source: JPIRR ZHIFASOMNEDTENET,

=FL<ILIPNICERIREBITONR—D

https://www.nic.ad.jp/ja/ip/irr/ipnic-keirobugyou.html

ZERICEALTH- =2 EMRBINIL., IPNICDF RMIANIILTLTNZE
-d—o)—csiltl\—cs-d—o 13
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HAB(CRPKI(CHFBRoute Origin Validation(ROV) & ((Z(F) R UENME.

¥ FEHEE N INVALID” THD"Origin ASHER 354,

“RRES) \A v W IDFEONDIRRE
DFEE & U TR,

(Invalid Origin)”

result = BGP_PFXV_STATE_NOT_FOUND;

//Iterate through all the Covering entries in the local VRP
//database, pfx_validate_table.
entry = next_lookup_result(pfx_validate_table, route_prefix);

while (entry != NULL) {
prefix_exists = TRUE;
if (route_prefix_length <= entry->max_length) {
if (route_origin_as != NONE

&& entry->origin_as != 0
&& route_origin_as == entry->origin_as) {
result = BGP_PFXV_STATE_VALID; return (result);
3
}

entry = next_lookup_result(pfx_validate_table, input.pr

}

//If one or more VRP entries Covered the ro
//none Matched, return "Invalid" validati
if (prefix_exists == TRUE) {

result = BGP_PFXV_STATE_INVALID;
}

return (result);

prefix, but
state.

Kﬁﬂ%ﬁﬁ’éli LA 2 ek

N

~

it
<

Invalid OriginMD 15 & :

(route| origin_as != entry->origin_as)

="\ Sy hEEh IR EE”
L TR
ZFNLIH D5 E (eg. Invalid Length):
D H

_

RFC6811) 2.1 Pseudo Code
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O IREFCIERPKIMDROA(EFIA LU TULVERLN
HARDROAZEEKZEDIZ..R,
SRONESDE. RPKIFIAZIRETUE I DT, HESACHINZ |

O JPIRRMDRoute(6) AT bS5
ROAHZEDIEHRZ 4R U CTHIA.

ROA(HHZE)DIEHRZ 4R U TIEL
descr:  OCN (AS4713) CIDR BLOCK 1 LVRER & U TR

-- snip --

Prefix: 203.139.160.0/19
mnt-by: MAINT-AS4713 MaxLen: 19

changed: admin@ocn.ad.jp 20190301 AS: 4713
source: JPIRR

¥ 1) exact-match
¥ 2) sourceldJPIRRDA (RADB=S—RXEFSBUFTEA)
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JPIRR(CEFK SN CLVEWASHSRIBERET DERHEUET,

(oute:

descr:
origin:

mnt-by:

Qurce:

x.x.0.0/16
ABC Corp.
AS-A
MAINT-AS-A
JPIRR

BN Do Prefix: )
FHhnHIRAE refx.
— LTt ! xx.0.0/16 > xx.0.0/18
JPIRR Bwki Origin AS:
AF#X
O J
BGP "i\ from A <’ \—BGP UPDATE from X
Prefix: x.x:0.0 im Prefix: x.x.0.0/18
3 = :
AS_PATH:# _—AS_PATH: X
ABC Corp.
x.x.0.0/16
16
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[5] —Prefix=8#XDAS7Z Origin AS&E U TILERI D (MOAS/Multiple Origin AS)MD
BEIRET, BERSNTULVRVRoute AT 0 M BD EEELUTUEWET,

(oute: XX00/1 6 ﬁ%/ \4:)’V‘7775§ Prof \
Bhhbikee retix:
descr: ABC Corp. ¢
> LTt ! xx.0.0/16 = xx.0.0/16

origin. AS-A Orinin AS
. rigin AS:

mnt-by: MAINT-AS-A . SRR
A#B Y

source: JPIRR
P UPDATE from X
x 0 o ” ‘ Pre x: x.x.0.0/16

route: x.x.0.0/16 AS_PATH: B

descr: ABC Corp.
origin. AS-B - @
mnt-by: MAINT-AS-B

eurce: JPIRR

ABC Corp.
x.X.0.0/16

Lot £72B0rigin ASDRoute AT T U hMEESBEAEEZUEL L D,
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X &RPrefix WIPIRREEEINCHI > L UIEIHEE T, JPIRRICRouteAT 2T
MEDSD TWVWBEMRFMUTUENET,

descr:
origin:

mnt-by:

Qurce:

r/oute: x.x.0.0/16
ABC Corp.

AS-A

MAINT-AS-A

JPIRR

— LChRH ! xx.0.0/16 = x.x.0.0/16
JPIRR Bwki Origin AS:
‘ : A#B )
BGP UPDATE from 7 <7~_BGP UPDATE from X
Prefix: x.x0.0 sm Prefix: x.x.0.0/16
AS_PATH:2 N __—AS PATH: B
AS-A -
) 0 AS-B @
ABC Corp.
x.X.0.0/16

ILERUIR K IEDERouteA T T MIHEIBRUFE LU £ Do
(—EEAEEZ. JPIRROAR—AL DI (CKDEIBRENE I, AIeEX7
18
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56 14£(2018/11-2019/10) (285 [+ HAREE 1T DB AN TR S ma

02019/04 (228 UTeARAN£(FAE 178244 /0118178 114%)
OZNBANMIHI B8 D ORRIE(ZX+~B T/ BARX—X)

2019/04DEH D S5 . N

BT 1 EDRER R L &H B 0riginAS(LLFFAS-AELET)D
2000 *ﬁ Iﬁ *35{ 75‘ ;Et II-IJ:Il '
FE A 17634 ($999%)
1500 [E118: 176314(99%)
1000 SAEHTIIEEL.
CNEANVAERRIRLFET ., )
500
=
'/< O I | 1 I I I _ | 1 S
ﬁ 18/11 18/12 19/01 19/02 19/03 19/05 19/06 19/07 19/08 19/09 19/10
-500
-1000
-1500
-2000
18/11 18/12 19/01 19/02 19/03 19/04 19/05 19/06 19/07 19/08 19/09 19/10
mEE 62 58 55 58 65 1782 36 18 37 133 58 47
m[EE -97 -52 -52 -61 -62 -1781 -37 -26 -37 -132 -58 -49
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ARUMAIZ DN TORE BT OREKR e Jeis

O RX> MAICE T D1RA1(32018/04/213 TR <. LAHI
(2016/03CA)MBSFEEL TLVZ,

AS-ADD & DR ENIR 5
|

2000
I

I | 2019/05 B EARAIH R

0
18/11 18/12 19/01 19/02 19/03 I l19/05 19/06 19/07 19/08 19/09 19/10

-1000 I

|
-2000 |

18/11 18/12 19/01 19/02 19/03 19/04 |19/05 19/06 19/07 19/08 19/09 19/10
mRELE 47 24 24 34 48 1763 I 0 0 0 0 0 0
m[OE -46 -23 -24 -34 -48 -1763 I -4 -4 0 0 0 0

O COOFKS %}b < & /ZT[AH’J (C(XE D (5&52%3'”3 L C. j(E;J_d\
BEDZ BRI OJEEENHD D) DTYPOZERT . AR MAZES
FHIIRMNSH T EELFTUI
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route: x.x.x.0/18
| MaskE | EEEH route: xxx
26 x 1 JPNIC whois source: JPIRR
x.X.x.0/18(B£t/Allocation)

27 3
4 X x.X.y.0/24(A%t/SubAllocation)
/28 x4
/29 .41 whois_t T(3E%ZHnetwork&sH T

HIJ7O05—->3>EN TS

Internet
DAS-AIFAS-A @AS-B(;I:AS @mrb @RI T CAREZ(THRA]
origin CAS-BICILAHR TDFEFKInternet(CILER
(prepend x 1) AS_PATH: BA A
\ AS PATH: AA |

i
QA DIXfED EZH THEE(Cflap
(HT5 <AS-AfN Tredistribute connected/RERTEN 5% Hsubnetddown/up TREL TLD EBOHND)

XPrefix. AS. OrglBiRIFN¥RILTULERT,

21
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O RSB R DR =

MREIBRIN LU TLNBD T, (BEDHD/\1ZvVvINRELU/E
ELUTE) SEEIMTERVNGEN DD,

IRFNBRIMIFE (CERTE T DD T, BEUAS- AR ZRE LTIz &
LTHE., FERTESDRVE) BERAIER DR,

OBGPAXRL —45 & U TDEHR

12—y hOREEEDVOH (TEPTIRVWZHIE. TED
JSIREBENINSE, (WPl TtesEbirenid...)

RIS I T W T (FMEDASDIL—F DIIE(CEFHEZ S5 DD T,
TEINETDRZENICLIINE,
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S—

route: x.x.x.0/18 route: x.x.x.0/24
| Mask | 5% origin: As-5 orgin: ASA
/26 x1

source: JPIRR source: JPIRR

JPNIC whois

x.X.x.0/18(B£t/Allocation)

/27 X3
x.x.y.0/24(A%t/SubAllocation
/28 x4 e ) DIPIRR(C
/29 x 4 whois_E T (F&%Znetwork & T 5&%‘%0/ 24(AS-A)

HIJ7O05—->3>EN TS

mntnerHhV72 T NIE,
- 733
Internet AS-B&E#RiED L

BRUTCESD
— = G

- s AT - - = SR =
@AS-A(FOrigin AS-AT ®AS-BIFAS-ANSZAS L OHRIREIT T (HIE RS

X.X.Y.0/24(14ZEDFH+) D FFHInternetlc/L R LT b—
ZAS-ANTERN L. AS-BICIL#Hk AS_PATH: BAA
: AS_PATH: AA ,
@ i
AS-AfRTDdown/up => AS-A[FZEMNICX.X.Y.0/24DHZLEHRT DT, INEBICIFREZS I IR0,

AS-A~AS-BfEI CdDdown/up => Internet®ATflap(IFELE T DINE & FSEEH (W)

XPrefix. AS. OrglEiRIFNYRILTWVET,

AS-ADBEZE S THERFIRE. :
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route: x.x.x.0/18
origin: AS-B
source: JPIRR

JPNIC whois
x.X.x.0/18(B£t/Allocation)

27 3
4 X x.X.y.0/24(A%t/SubAllocation)
/28 x4
/29 .41 whois_t T(3E%ZHnetwork&sH T

HIJ7O05—->3>EN TS

Internet
> BBES
DAS-A(LOrigin AS-AT @AS-BIFAS-ANSZE LT g ey [ R
x.X.y.0/24( LEEEEDH) ERAAIntemetic BT S, o] C IR
=AS-ANTEN L. AS-BICLIR AS-BIIRDH BB, XX O/ 24 BHE L TIB A
AS_PATH: A A XX X0/ I8MRIRENTUOIUE T oen ) | o r 1 ko
BER LT DaNns,  aaie) Y CUTRAIT
\ | =3(?)
3 i
AS-AfiRTdDdown/up => AS-A[FZEMNICX.X.Y.0/24DHZLERT DITsh. INEBICFEEZS IR0\,

AS-A~AS-BEI TDdown/up => Internet®4K(C (KR LR,

XPrefix. AS. Org[B#RIF¥ AT UTWVET,

AS-A, AS-BOESTEZENNE, .
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Qu

150
100

50
< , Il
5 . I
=
8-

-50

-100

-150

18/11 18/12 19/01

w4 15 34 31
m[ofE -51 -29 -28

5. (FBIEBETY,

19/02
24

-27

TN DFRFIR 5

19/03
17

-14

19/04
19

-18

19/05
36

-33

19/06
18

-22
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19/07 19/08 19/09 19/10
37 133 58 a7
-37 -132 -58 -49
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NN DRFINR D 54T Jig;i:m

O FEAARFNDOrigin ASOERIZEIEZ 10FEFIDT —4 ELEER

F 4 152 %0%8(2008/03-2009/10) o FEHETRFI%R(2018/11-2019/10)
N=54{4% 1% N=46914%
Private AR
1% 1% 3% BR

& RANEXNDIENN
I EXDIENN
JPIRRDEFE R (D RFIXIZRprefix DIFENN

& ERERIN/\ ST+ [CEATETCLD
10ZFRIIFAP/USY —=3 2 (CBRESNTULVE,
IRTE(FZDMD ) —=3 > DOrigin ASH5E,

& PrivateAS(EE> /=
remove-private-astiFig J 1 ILINZF KL ULIE? 26
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O ERCEB/\A vy osniehlid 44 (<EFTEFPIUITSZRDT)

2019/05 77> HAENS
1prefix[L¥HR(/24) ;L)

o FH - [OiEZ3OFEDIRT,
3EMERER. /24ZLHRUTICEL., FigETCEMOE,

*

2019/05 7Z)ILE>F>HFEMNS

« 2prefixILh¥k(/23, /24)

o X4 - [OEZ3MOERDIRT,

- 3MOBRER. /248 K0V/25x27ZLH U TIE L. FigET CIIEIE,
o LIRTTICA—I)LUTZECS. [BEEZERERC] LIREZRITD,

m

2019/07 = 2)LAENS
1prefix[L¥R(/24)
- 6DRMIEUEZSH. FITHISUREMNDTZ,

2019/09 REFENS
1prefixlii#k(/24)
- FBAR. RESEOMDENNCHR YIS X—)L, EDEMOE, "

| o
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CTOARZIEU—2 (BTU) faran

O =X : 6/6 09:43(UTC)CB. A1 ADDCEEETHD
SafeHost(AS21217)HY. RED#EIEZChina Telecom(AS4134)
(CU—2TU. &5([CInternet&K(CRIEL T,

O AR - f28FFEIA L ?
SHIENICU =T RELTHED.
S ZIEEIEENENER D TULSB,

O =ZPrefix#3y : 7H#FEUE

O Z8ET
> ORACLE
“Large European Routing Leak Sends Traffic Through China Telecom”

https://blogs.oracle.com/internetintellisence/large-european-routing-leak-sends-traffic-
through-china-telecom

» arstechnica
“BGP events sends European mobile traffic through China Telecom for 2
hours”

https://arstechnica.com/information-technology/2019/06/bgp-mishap-sends 5,
-european-mobile-traffic-through-china-telecom-for-2-hours Copyright©2019 ICT-ISAC Japan. Al Rights Reserve
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https://arstechnica.com/information-technology/2019/06/bgp-mishap-sends-european-mobile-traffic-through-china-telecom-for-2-hours

£41)

CTOXR=ERFE' -0 (A A=

AS6830 AS25091 AS3356 AS13237
JPC cablecon IP-MAX Level3 EUnetworks

6830 ... 25091 ...

[CT-|SAC
JAPAN

4134 21217(x6) 6830...
4134 21217(x6) 25091 ...
4134 21217(x6) 3356 ...
4134 21217(x6) 13237 ...

AS4134
China Telecom

21217(x6) 6830...
21217(x6) 25091 ...

S

3356 ... 13237 ...
21217(x6) 3356 ...
21217(x6) 13237 ...
AS21217
SafeHost

31
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SafeHost(AS21217)Dtwitter(C KD &,
HEFRE S (IAIEANRL —2 3 2 U TIRIH D F2iREER,

a I

[CT-|SAC
JAPAN

ZTDROESDOFABTE. IL—FDFIBEREXEMNSER/mIEEDout 71 )LAI(C
HEREZ, Rz —2OUT
EPOSTUL CLYD,

G

G

Safe Host SA @swisscolo - 68 11H

We are still investigating. The high routing FIB utilization (98-100%) of our
border router may have impacted the cutput filtering prefix list and leaked
some routes. CT had no filtering on incoming routes and distributed the
leaked routes worldwide.

) 2 1 3 wi: Ly

Safe Host SA @swisscolo - 68 7H

We are still investigating with cur hardware supplier and CT on yesterday's
BGP leak, there was no configuration change on our side that triggered the
issue.

https://twitter.com/swisscolo
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https://twitter.com/swisscolo

|I|n|

=611) |[ST-|SAC
CTOXREREER')—70 (HEQ) JAPAN

China Telecom#RHI(CIE> &L TE. FERACIE>enIFTlERR<.,
China Telecom®3I—0Ow/\T U 7 DOPOPZ R (7LD I=i&EER,

traceroute from Google [/ , YA) to ACOnet (Vienna, Austria) at 89:57 Jun 86, 20819

if-ae-7-2.tcorel.fnm-frankfurt.ase453 . net Frankfurt Germany

CHINANET BACKEBONE NETWORK hmsterdam Netherlands

CHINANET backbone network Frankfurt am Main Germany
CHINANET L CKBONE NETWORK China
vlian24.cs2.gva.safehost.net Leney Switzerland
- ork Geneva GENEve Switzerland
ra.saftehost.net Le i= Switzerland

1
p

H ankfturt -4f|| Main any

Munich Germany

L Vienna Austria

Services Network ienna dustria

1> 25> hMEERDtracerouteftR (FilthdarstechnicasgtE kD)
—5~8HopBH'ChinaNetd=xwv kO —77,
(8HopEHDERR(X"China”" £ D> TV EZESL CNIET RL Y S
SOICKBDEDEENOND, )
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FhI1) [ST-|SAC

O FE T CEEDRI TV ?

> 2R EMA T, AS_PATHM
"4134 21217"

Z SO ZIER,
SEERE(UTC) #92BFRLLE 3FFfEI435
09:43-13FBE (U 57&Y)  09:43-13:26
228 prefix3l 7R E 24,6822 IR (X IR FT1THET)

> N TDHDAS(17AS) TEURILTLBN, RMEUTCREE (B XORFEEED
(FRAST ECSFEIER oI, (1,243~20,1854%)
ThlE. BAST EDETHEEC LB EDTH D EBONS,
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=45 2)

O =R : 06/24 10:30(UTC)C A,

A‘ e Toonk

|CT-|SAC
BGPA T 5« Y1 Y &VerizonDiFig) —2o (U< )EIAPAN

Allegheny(AS396531) H'DQE(AS33154)  auamwstma e sz

EDETOHRZEENTULE

Cloudflare, Linode, Amazonii & D#Rig %
DEIUT=REg%&. Verizon(AS703)(CU—72
L. =5(CInternet&iRICGIELE,

O . ¥HREFRA : $928FR ?
10:30-12:30(UTC)C A7

O F2EASE : #J2,400AS

O =&
> Cloudﬂare
“How Verizon and a BGP optimizer Knocked Large
Parts of the Internet Offline Today”

https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-
knocked-large-parts-of-the-internet-offline-today/amp/

> Twitter @atoonk
https://twitter.com/atoonk/status/1143143943531454464

twok) ff tdCI dﬂ

VA~ &R

sourceAS=13335
sourceAS=4323
sourceAS=7018
sourceAS=63949
sourceAS=2828
sourceAS=26769
sourceAS=209
sourceAS=6428
sourceAS=16509
sourceAS=45899
sourceAS=852
sourceAS=12576
sourceAS=20473
sourceAS=54113
sourceAS=55081
sourceAS=2914
sourceAS=3257
sourceAS=33983
sourceAS=22804
sourceAS=4246

b ghtth

h d tTpZOfff cted ASns below
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=45 2)

BGPAT 5« <Y & VerizonDiFig

|CT-|SAC

SO |

CloudflareitEAICELR =N CTULVDPrefixzfl (C L TLERT

AS13335
Cloudflare
104.16.16.0/20

AS_PATH: 3356 13335

AS33154
DQE

BGPoptimizer

BGPoptimizer/
104.16.16.0/20
%

(CDEU TR

AS701
Verizon

104.16.16.0/21, 104.16.24.0/21

Verizon(&

104.16.16.0/21, 104.16.24.0/21
zZInternet(CU—2

AS PATH:

01 396531 33454 3356 13335

Z\VerizonlcU—72
AS PATH:
396531 33154 3356 13335

Allegheny(&
104.16.16.0/21, 104.16.24.0/21
AS_PATH: 33154 3356 13335

AS396531
Allegheny

BGP optimizer> T{a]?

SIS UTCBGPREISZ 2 NEIUTCILIRI D LT RS T v v O HIHT DRE. ,,
Noction&E WS EEMNMEONTL LD TT,
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E4 2 ) BGPAT 5« ¥ &VerizonDiFE&J — 2 icT-jsac
(FRIEFTITCIEIEDRRE?) JAPAN

O FEEITTEESRI TV ?
> BBERITIN T, AS_PATHAY
"701 396531 33154"

ZESORRZTIRR,
=2 & IR #9205 1F¥fE1 455
(UTC) 10:30-13E 8 10:34-12:19
=2 & Prefix# 20,297 9,315#2 IR (IR FTI1THET)
=%0rigin 32,400 #91,248(@atook K Mtwitter TDtop20lF T R T
ASEL EENTULV=,)

> 17ASH, 14ASTY —URIEHE (=S,
—AS2914B8 KXUAS2914h0 5 DH bS5 2w b ZEIBAUTULD EETE
cNB2ASE,. Fol< UK ZEL LMD,
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£ 2 ) BGPAT >« ¥ Y &VerizonDiFg ') — 2 icT-jsac
(BRBEITH S5 HDERIRI) JAPAN

U —ORBRERANS/I\FT—2DITTdEZARRD

"- o
Verlzon
p2c
(= R &R HIAS-A (= N &R HIAS-B (= R &R AIAS-C
v &

EIRNEVRIAS-A : (Verizon, GINT(I/R0LY) MBDTierlmhs 5>y
BALTWLWD (EBHNBAS)
=>gZH D

EAREDHIAS-B : Verizonh's b= > 2w hZEBA LTS (EBHINBAS)
=>g2ZH D

EIREDHIAS-C : GIND'SDHEBEA L TLND (EBHINBAS)

=>22Z70 L
XAS-A, AS-B/\S—>(CHLT. GINI'SE RS>V hZEBALTWR/(S—20
H»NDFEIH. More specificiRIEZMNSZELUICIGFEEETE5ZEBELEIT DD, &
EZITTULED, >
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61 2 )BGPATT « T EVerizonDEHEU—2 (B GINETRITTIAC

1B GINIZIFY — ORI EE UMD 2D ?
ZZS5NDIER(E

1. Verizon(AS701)(ZGIN(AS2914)(C/21F —2 Ligh o 7= ?
AT IR

2. Verizon(AS701)(ZGIN(AS2914)(CU—2 LTz, GIND
JL—~TMaximum prefix limith“ &z ?

DDRBITE., ULSEWVMEZEBRXDIEXTIER IRz
TET BT T, FIBEITICHEERFENERD(ET !
THE,

3. TOAth?
...Peer Lock ! ?

39



=y

“Peer Lock” route leak prevention

a |CT-[SAC
BGPA T 5+ <1 &VerizonDiREg! ) —27 (Peer Lock) JAPAN

https://archive.nanog.org/sites/default/files/Snijders Everyday Practical Bgp.pdf

http://instituut.net/~job/peerlock manual.pdf
http://peerlock.net/

Bighetworks®MAS
y4

os-regex '_174_ ',

H RP/@/RSP@/CPUQ: ro4.m f102 s.bb#show ryf as-path-set lock-AS7018-in
Peerlock schematic goal et set Toc Atans. ")
i
i

ex '_701_
ex ’_1239_’,

-4
=4
gex '_1299_"',
gex '_2828_",
s-regex '_3257_',
ios-regex '_3356_',
124
g
24
-4
g
4

Given ASNs A, B, C, D, and E as our peers. Peer A subscribes to the peerlock
idea (Protected ASN)and indicates that peer Bis an “Allowed

Upstream” ex '_3491_",
ex '_3549_',
ex '_6762_",
ex '_6830_’',

'_6939_",

1_7922_",
ex '_8283_'

peer B y - \ OK: /\/\__

. Ok AB_A_
/ LA ~ NOTOK:~C_A_

NOT OK: AD_A_
NOT OK: AE_A_ (naster)

{master}
job@r27. tokyjp@5s. jp.bb-ree> []

job@r27.tokyjp05. jp.bb-reo>

These are generated
* perpeer
* perregion

show configuration policy-options as-path lock-AS3491-in
".% (174]701]1239]1299]2828|3257|3356|3549|6762|6830|6939|7018|7922|8283) .* ";

ADO)EEWJ_C(&" AS70173\’9'J JENic %:%EQ@AS PATH(L_(?I
AS33567% &£ "Bignetworks” w3 SENTH D, ASZ914(2¥

IR CZrejectURAZBBS CENTE T,
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https://archive.nanog.org/sites/default/files/Snijders_Everyday_Practical_Bgp.pdf
http://instituut.net/%7Ejob/peerlock_manual.pdf
http://peerlock.net/

=612) [cT-[sAC
BGPA T 5+ <1 &VerizonDiREg! ) —27 (Peer Lock) JAPAN

O gk D“Peer Lock”(C KBDXIRIE. INTORFREY —D%=
B]'J'JJZT%%DU_C(Z{BL\

LU, SEIDOXKD ([CRRER RIS — DO D& %7 &/ I\NRE(CT
=DNENHD D,

O upstreamZz#F/272 U\ Tier-1725 TIEDOIMRNE LR,
22U, 1I2EZBDIobsAEIL,
[MBFDOET7EEPAETEUERIEITDAEH D,
BARTEEORDBATIELULY, |

I think there are some ways to make the concept of peerlocking work
of closely coordinating and cooperating ISPs. It would be good to
cooperate between these organizations to increase the routing security
pousure of Japanese internet routing. Thank you for kicking off.

L_Z/j%éit“(:o
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JAPAN

ISNTLD

BGPEERIREEIR AT LIZDINT
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/_

RO ESES AT AF T AR T U

RBRENS AT LB

BRET BGPmon Cyclops IS Alarms Renesys
BERotE ERISPD RIPE-RIS / Route views RIPE-RIS More than
iR ZHREH 360 sites
1&#RiFEED | JPIRR aA—HFANIER
k&g AE
WE A—JL Web/A—)L Web Web Web
R AE SMS A—)L A—)L
RSS Syslog
& JPIRRIZObject | H¥! EAEHRE EEHRE | AH
BRTERAR | (prefixF TIIMM) | ASNTPrefixt, | PrefixEAN
X-keiro& 3 i@ | ROAXGSLLY B3 MITMAR £
SIPSE 3 MITMi& 4D
Dt E R &E =AY 5EH BLTHLNE | RESELES MITMiZENTE
(MITMD F] Bt )% BEBHB
ASEEMFbIRATE-

2013/11/26

KDDI#% %4t - All Rights Reserved

IW2013 D1 A ER
https://www.nic.ad.jp/ja/materials/iw/2013/proceedin

38
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https://www.nic.ad.jp/ja/materials/iw/2013/proceedings/d1/d1-nakano-IW2013_nakano_20131113.pdf

BGPmMonI(dEnd of LifelCIdBd KD T Jig;Ai:Ac

BGPmonl(d3E&EZE (2020/03/01) TEOLICIRB LD T,

‘When k& the: BGPMan End of Sale and End of Live Announcement lanuary 31, 20139

‘When k& the BGPMan End of Sale March 1, 2019

‘When k the BSPMan End of Life March 1, 2020

‘When k the BESPMan End of Existing Service I Suppost For customers with active and wvalid BGPMonnet subacriptions, the service will be avadlable wntil the termination

date of the contracted subscription term, ewen if this date exceeds the End of Life. For all other customers the End
of Life is the |ast date that the service will be accessible.

Whao do | contact if | have further questians nof answered in this FAL Piease email @0l bgpmonunet, we will respond 3 quickly as possible.
What Is the replacement product for BGFMonunet Chso have created a nesw product called Crosswork Metwork insights
‘What da | do if my existing BGPman.net Paid subscription falls after the End of Sale ¥oau can continue to wse BGPMon.net untll End of Life at no charge, based on your existing level of subscription. You

will bz inwited to a no obligation trial of Crosswark Netwark Insights during this time.

If | am a Paid custamer of BGPMonunet da | automatically get a Trial Ma,
Trial request must be made via two methods
1] Via yousr Clsco ACcount regresentathae or your Fartner Channel representative.

https://bgpmon.net/wp-content/uploads/2019/01/BGPMon.net-EQL-EQS-faq.pdf

B —EXEUTIE. BYRSEDCiscottd
[ Cisco Crosswork Network Insights |
https://www.cisco.com/c/ja jp/support/cloud-systems-management/crosswork-network-

insights/model.html
D 1HEEE LTS, (I TIC—EEFaaTnTLD)

FAQZzRDRD. (7HT> SBIEMRIEIHEIZH, ) EBRIZHD> MIHDZED,
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HiEH — B X ROBGPERS XF /s ferjone

5F U <[FHSIBRVWDOTHEHERBMICEEDFT,

O ThousandEyes
https://www.thousandeyes.com/
- BEBEFPY-EXR/IT—>1> RERSXFT AT, BGPEEREMAAENDEDZET. £D
BEEEZRINTETED,
- GUIMD LWL
)—F A 21225 FNROTOTVEFHSEENZ <. BGPRIREERI(CENZLWNTULZE
Do
- 1SHEIOFHME = 1> XH D,

O Radar by Qrator
https://radar.grator.net/
- O> 7 &EF T IDO=.
- DDoS, DNS”O5F2= 3 >7t£ EMXA > DY —EXDERR
- RO hEERR L. BEARIROD ) RLURAEIBB(CHEESNDCET. —Eiee (R
REEOEREED KLUTNRY YU L/R— &) &FIHEEEE,

O BGProtect
https://www.bgprotect.com/
s A ASTILOSHNES
- S (EE <ABA m(L)m
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S

\

HEH—E X (?) ROBGPERS T A il

O BGPstream

https://bgpstream.com/

FRIREE (Possible Hijack, Outage)h"F4 9 B Etwitter CELE
- Possible Hijack(HJ): Origin ASH'E/R3RIEET (T &= (?)
- Outage(OT): ASEAI CHREEHVHE S

- BGP Leak: HP CTOHFER <o

REANRD T ECUTRERESN. BGPlayh iEeEs,

BD CERMNROEEEFI TSR, s BEEE
TEABIMEE THRNTL B,

g1, HP(CCiscodDm@ht DUz, .

Fhorvk

Y «D

@bgpstrea
BGPStream is a free resource for receiving alerts about BGP hijacks and

Def works, BR)
large scale outages. B aught to you by @ etect 8 10420 28343 266400
tected by
7 'J wogdE
Watch the replay of this event

bgpstream @ bopsire - 3h 1701 COJEar COTRED Dyvnamic — Stallc ~
BGPHJ hijacked prefix AS210250 194.1.147.41/32, WPX, BG - By s
AS266400 Ferenz Networks, BR, 03;,r tre m_-‘, /ent/219274 =°
. 11 gy W =
v s

bgpstream @bapstream - 4h

BGPR.OT,40326 ECKERD-COLLEGE - Ec k rd College, US.-,Outage affected — _6 -

33 prefixes, @ bgpstream.com/event/219270 (Lm/\/ i
v T —

' | | EEIE‘fEHT NEEFAN

bgpstream @ bgpstream - Gh a ﬁ

BGR.OT,263702 ZGLOBALHOST LTDA., CL -, Outage affected 44 prefixes,

© pgpstream.com/event/219268 I:Ilb\ i % 5 o

ogpstream.

1€ minitas b carnnds (6 avantel Flrvant inotants F016.11.13 L3918

6
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A —T >V —ZROBGPERS T LD v

O BGPalerter

> URT KU
https://github.com/nttgin/BGPalerter

> FEHODRIPE67 COFEKER
https://ripe79.ripe.net/presentations/111-BGPalerter ripe79.pdf

> A A M—)UPsREN BRI,

> Node.jsTENMNTHED., KFITB7TUT—2 32718 E IR0,

> B — X (ERIPE RIS live(websocket)Dd+,

> J71)L. X—=)LA>slack/i@ECHIDTED.

> tRHFER Report on Slack ® NTT
« hijack

. . . The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers.
* Vvisibility
visibility

1 The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible
* new prefix ? : :

from 4 peers.

hijack

A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562

hijack

A new prefix 2a00:5884:ffff:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45

hijack

The prefix 2a00:5884::/32 (alarig fix test) is announced by AS15563 instead of
AS204092, and AS45

newprefix

Possible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by

AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test). .
17
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https://github.com/nttgin/BGPalerter
https://ripe79.ripe.net/presentations/111-BGPalerter_ripe79.pdf

F—F >N — ZZDBGPESES X5 /AQ) jcT-|sAc

JAPAN

O Artemis
> URS kU
https://github.com/FORTH-ICS-INSPIRE/artemis
> FEHODRIPE67 COFEKER
https://ripe79.ripe.net/wp-content/uploads/presentations/11-
KOTRONIS ARTEMIS LT RIPE79.pdf
> RabbitMQ, PostgreSQL, Redisid EL< D7 T I —2 3 > (C4kF L TULND,
> docker-compose&/zidkuberneres(helm) CEHEE#IRIEE.
> [BIRY — X (ILLTFZFIFHr]EE.
« RIPE RIS live Demo: Start and configure ARTEMIS
- BGPstream —
» Local(exabgp) S=—
> I7 A A—=)lAPslackia & =
([CHEDTED, B o e e
> GUITTORTEZRSE - IATLHEER ~om
> BIEEMRE N < BET NI @
RS — IR EBRETE S,
> Mitigationt5r0JgE (GRIR:L) =) o o

Dashboard

vvvvvvvvvvvvvvvv

nnnnnnnnnnnn

aaaaaaaaaaaa

BT


https://github.com/FORTH-ICS-INSPIRE/artemis
https://ripe79.ripe.net/wp-content/uploads/presentations/11-KOTRONIS_ARTEMIS_LT_RIPE79.pdf

[CT-|SAC
JAPAN

5. BGPEIRERDIVIKERS
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RIS Z TR

OunneEZ3
RNOBLAIASIIMMDEIRS AT LAKDEZN,

> HAR

RS

> (JPNI
> JPIRREEENTES

[CT-|SAC
JAPAN

A

SBEIRB) &

OA5AXRECA
> B DETAIASHYIRL
> "ERER)\A 2w IO RENDNBDIRRE” UNVREI T E/R0)

> 7h—

\

)L EMRLY

ARIRECAIIHRETETDILDEETUTLEFET,
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FigET (BGRE) oo (LWDEBED) HFEL) Jig;i:Ac

JPIRRI—YHDOHETAN. [FREICRIBBHRZEEIFRUZZL
CET. BHFRYA D) ZENI CENTEZET,

TR TR B R4
JPIRRL—H
(BEEEA)
F UL R BB OEER
i A JPIRRE
ERikEE | (T | JPIRR . FIFEE
(ICT-ISAC Japan) ' (JPNIC) . TEREMEmE

OEDDE. THHENRMNMVWZUET, 51
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BGPIRIRESHDIA (T 1) Py icrisne

¥, Invalid Origin AS(WWDKDDERER/\A v w D) 2T TR, #F
R —JEFEHTNTLSD,

=& [—. =EIDTELEL T, |

S,
> RN=ZDMore specific
IPv4TJ)L)L— (80 5E8) + X ~TE D —TRFIR(ICIRDIED IR
NW#HEZS (ZFET...
> 5 RTOINASFPIFT NIYNDEE
WIRNIREFD b S T w ... B TEDDFHR0
> from H[E or O=77

TH. B/ \AZvrvILEDT, B —DZiRII DDEE LU,
Origin ASTEIF T/ . AS_PATHRIDASDBSERMFEF T v T ZUEN
5D
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BGPIZERESEDIR (2D 2) IS

SEIFIRIBEER S AT LANFEFE L. SEXIFRFET
RIBEREZRINIT DEDEHAN TN TS,
B (C 2SN TULEZED,

> BiEY—E X(Cisco/aka BGPmon, ThousandEyes, etc)
—DUwF>72Y, B—EXERIGHREDES), 2 TCIEHETHAR !

> Stream(C KX DIFERACS (RIS Live, BGPstream)
+ A—2>Y)—Z(BGPalerter, Artemis, etc)
—>ARL—FRBERTHAED. DRAIYAXTESD,
I2E, HRIPORIREERN TS, W DBIRFEBIBX TETTLS,

ERNCHITDERE
[#2E5281T] BEDTELL...
(REFTEEAEVOLEDE)
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BGPiEIREERDSRDES Jig;i:ﬂtc

) \A v v OrRIFTcial,. (SEENTLE) REREY—DI(C
KO CHERFMRIRBEENHEEL THD .. duRPIRETE WD TZERT
BGPRIBERDEEZEE(JEL TS D,

— 7 C. RPKIOERY?, PeerlLock’&EdDworkaroundMiEBE AR E
FRA IREREDRTE CRIEHIEIZ 1 77 (CU TV FENIEHE < .

Tl 1 TREEDPTOERNEARLS. BCPEBERIIRE ?
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BGPRRIBEEIRE. NS0 ESHETEIL - (LU TOKKEND D,

O RPKIEEDL I ILAEENErPAEEBRIULUIEESDIC
FE L TULNDDH ? DOIREIE

O OS> 0O bJ)LdDbugidk E18TFE U TULVRWERDIRE R

TR EAREE - BTV EIREIIRRR(C L CH < &S
FEmES”Y |
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