(_P cookpad 2020.11.24 (Tue)

Internet Week

YE—-PMNTD)—D&EEXRD
fHtAEF1LYFTFsBEEDEEEER

2w oI\y KR =1t
BiieEl txa2 U000 —T JI—TE
KES EE



K&e IEE (@m mizutani)

BL (BR X7 17)

«2011.4 ~ H¥IBM
+ SIEMRELF 21U TBEEOHTHEE
» SOCrPFrURK
e 2017. 11~ 2v2INY R
- BifERF VT 0IL—T
- HADLF2V T BEBOBEE - EF
. CSIRT - B REF 21 UT 1+ TESERRE

|]>|;




e 79 7INY RAICEITBHRI AT LIEE « ERADRFI

e YE—MNT7—VIRIBTFTTDY R LFFRE
. REHEPHERCHT BHEZ
C RSTIL - A VYTV RREBADER

 IRTEV Y 7INY RHORDEHATLWASHIERICDOWVWT SR
 SEEYRTAPRDEHIREREE X2 UT HE ELTLET




2w\ <ICHITS
A AT LAOBE






—
—
—y
| -

2N F25HRT

(P cookpad

BFHOREBOEREEZRMNTHERL, D<K B3 /—FILZHF/NE
1o DK BELIEIFEKREIC, BHOBREZZELAIZL, 2L
) FAEEPLET,

woaYERICEIT. §MEIET
FIFLHFEICHELTWLWE I,

2L YFED2LITS

(_p cookpad mart &') komerco

B BE, BMAE, SFIFHI2KYFEDORIFHI L
T, IRTODLY FAMBENICWAZBLIZ LA TEAEHE
A DL Y ET,



xS B

7413I§I/ﬂ!!ﬁ 325%

Y — X ERE/ i

LEOEE, ho. -0k ZERICE EE Y £HA.
REZ7YZXMICEZA-70—N"LAEESIC, HREKZEEANEZ vy 28y FEIRIFTTWE T,

R, HE

#* 2020598308 F R



e 1) YE—FI7—0D "Bhl KBSBWVWSESICTS

+ Before J20O0F+H5D/RE]
- LIggh o UE—KD—20BH—ERHS5NTLVE

- J0—)ULDF—LBRAIBI UV RTLZEO>TNSD

. 2) HAITF—LOBENELEL TS

- YIBY — )\DOEIESIBEE
. PFUT—Y3 VDAY TF Y RAIBER

- DREEEEZ U —ERTO/\ A INBZER




- [REIE LTSaaSZfES
- R+ XV ~EI : Google Drive. OneDrive
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- UE—KFTRO kYT Amazon WorkSpaces
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- CloudTrail (88&07) Hh55%
LANRY 7zt
- CIS benchmarksz=Zg

+ https://docs.aws.amazon.com/

securityhub/latest/userguide/
securityhub-cis-controls.html

+ MBDBXE “BikD”

https:.//qgithub.com/m-mizutani/uguisu

N

secops-uguisu APP 1102

Detected: AWS Management Console sign-in without MFA

AWS CIS benchmark 3.2 recommend to ensure a log metric filter and alarm exist for
AWS Management Console sign-in without MFA

EventName
ConsolelLogin
EventlD

AccountlD

User
arn:aws:iam::.

A

J:user/ e

EventTime
2020-09-08T01:45:57Z
Region

ap-northeast-1

SourcelPAddress
122

UserAgent
Mozilla/5.0 (Macintosh: Intel Mac OS X

10_15_6) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/84.0.4147.135
Safari/537.36

Detected: AWS Management Console sign-in without MFA

AWS CIS benchmark 3.2 recommend to ensure a log metric filter and alarm exist for
AWS Management Console sign-in without MFA

EventName
ConsoleLogin
EventlD

AccountlD

User
arn:aws:iam:: user/k

EventTime
2020-09-08T01:48:317
Region

ap-northeast-1

SourcelPAddress
68

UserAgent
Mozilla/5.0 (Macintosh; Intel Mac OS X

10_15_4) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/85.0.4183.83
Safari/537.36
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Elapsed Time:
RN o o 13.258 seconds 50
- AT —ER - TVRRAY  mion
/ \ (Scanned 4.657 GB) '
Total: 132 logs 10
SubTotal: 132 logs

I\ DO\\ AWE;DO“#'\ t“%*A 02:48 02:51 02:54 0257 03:00 03:03 03:.06 03:09 03:12 03:15 03:18 03:21 03:24 03:27 03:30 03:33
[ ’ ﬁ Tags:

azure_ad.signin_even

2 0] BE

falcon.event
gsuite.event

- JRX b HER$30012E S BRI

azure_ad.signin_event | ec2.syslog I falcon.event [ osuite.event

Meta Log
2020-11-11 appDisplayName wjcrosoft App Access Panel
11:51:14+0900 appld 0

azure_ad.signin_event correlationid (

dataSource 0

devicelnformation .5c0s;Chrome 86.0.4240
failureReason

geoCoordinates {

“latitude™: :
"longitude™:
'
id

ipAddress
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https://techlife.cookpad.com/entry/2019/11/21/073000
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