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Meting Informatieveiligheidstandaarden overheid maart 2020
(BAFIBER T+ 1T+ BEDRIE202083H)

EL EB
20178EKFET

Implementatie-
deadline

Betreffende standaarden

EL EB
2018FKFXT

EL EB
20196FKRFXT

S

N

uiterlijk EIND 2017

TLS/HTTPS: beveiligde
(transactie)websites

DNSSEC: dnmeinnaambeueiligiV
SPE: anti-phishing van email

verbinding

— [ DNssEC

DKIM: anti-phishing van email
DMARC: anti-phishing van email e

S

uiterlijk EIND 2018

HTTPS, HSTS en TLS conform de NCSC richtlijn
(externe link): beveiligde wverbindingen van alle
websites

|

— [ seF |
| bkim |

| DMARC |

_ ‘ STARTTLS & DANE ‘

T~

uiterlijk EIND 2019

STARTTLS en DANE: encryptie van mailverkeer
SPF en DMARC: het instellen van strikte policies
voor deze emailstandaarden

SPF&DMARC
| EULRUS —

https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020

https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
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Gemiddelde adoptie mailstandaarden - Anti- Het Rejk (Eﬁ)ﬁ%'”)
phishing
100% . 87%88% 89%90%92% 95% 96% 36% 889 89% 91%

Gemiddelde adoptie Rijk: mailstandaarden - anti-phishing

BO%
£0% 100% @ B8% D4% 86% gq9 88% 03% 04% 04% 939 94% 929
405 47% 535, 59%
50%
|
0% -

DMARC DKIM DMARC Policy ~ SPF Palicy BMARC DKIM DMARC Policy  SPF Policy

W Percentage Maart 2019 B Percentage September 2019 B Percentage Maart 2020
W Maart 2019 ® September 2019 W Maart 2020

Gemiddelde adoptie mailstandaarden -
Beveiligde '-.rerhinding (vertrouwelijkheid)

eqs 97% 98% Gemiddelde adoptie Rijk: mailstandaarden - beveiligde
00%
' uerhlndmg
80% % 7% 67% ggy 93% 98% o 95%  93% 94% 93%
60% 100% A% 75% &
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- - 1N lll il Ill
. | i
0% STARTTLS STARTTLS cf NCSC DNSSEC MX DAMNE
STARTTLS STARTTLS cf NCSC ~ DNSSEC MX DANE
J P A ! B Percentage Maart 2019 M Percentage September 2019 W Percentage Maart 2020 MMaart 2019 W September 2019 B Maart 2020
I |
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https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
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English Nederlands

Internet.nl

IS YOUR INTERNET

Home News Knowledge base Hallof Fame About Internet.nl

Modern Internet Standards provide for more reliability and further growth of the Internet.
Are you using them?

Test your website e st your email 2\ Test your connection @

Modern address? Signed domain? Secure Maodern address? Signed domain? Anti- Modern addresses reachable?
connection? Security options? phishing? Secure connection? Vomain signatures validated?

about the test » about the test » about the test »

Your website domain name: Your email address:

www.example.nl @ example.nl
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Internet.nl

1S YOUR INTERNET Home News Knov

test: hirano.cc

& Modern address (IPv6)

Too bad! Your mail server can not be reached by senders using modern addresses (IPvg),
or improvement is possible. Therefore your mail server is not part of the modern Internet

yet. You should ask your email provider to fully enable IPv6.
vol reachable via modern iniernet address, or improvement possil

Show details
€ Not all domain names signed (DNSSEC)
@ Not all authenticity marks against email phishing (DMARC, DKIM ; ~ Name servers
€ Mail server connection not or insufficiently secured (STARTTLS ar @ IPv6 addresses for name servers v
{ Explanation of test report IPv6 reachability of name servers v
= Permalink test result (2020-11-10 14:14 CET)
 Seconds until retest option: 158 Mail server(s)
@ |Pv6 addresses for mail server(s) v
_ IPv6 reachability of mail server(s) v

JPAAWG
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& Signed domain names (DNSSEC) o _ o |
_ | | & Authenticity marks against phishing (OMARC, DKIM and SPF)
Too bad!' Some or all of your email address and mail server domains are not ’

valid signature (ONSSEC). Therefore senders with enabled domain signature 100 bad! Your domain does notf contain all authenticity marks against email forgery

not able to reliably query the IP address of your receiving mail server(s). An (DMARC, DKIM and SPF). Therefore receivers are not able to reliably seperate phishing and
secretely manipulate the IP address and divert e-mails addressed to you to | Spam emails abusing your domain in their sender address from your authentic emails. You
mail server. You should ask your name server operator and/or your mail prov should ask your mail provider to activate DMARC, DKIM and SPF

DNSSEC.

Show details
DMARC
Email address domain )
% DMARC existence v
€ DNSSEC existence
& DMARC policy M
DNSSEC validity
DKIM
Mail server domain(s)
@ DKIM existence v
) DNSSEC existence
SPF
DNSSEC validity i
% SPF existence v
% SPF policy M

S
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@ Secure mail server connection (STARTTLS and DANE)

Too bad! Sending mail servers that support secure email transport (STARTTLS and DANE)
can establish no or an insufficiently secure connection with your receiving mail server(s).
Passive and/or active attackers will therefore be able to read emails in transit to you. You
should ask your mail provider to enable STARTTLS and DANE, and configure it securely.

Show details

LS Certificate
@ STARTTLS available v @ Trust chain of certificate
A\ TLS version v . .
% Public key of certificate
A\ Ciphers (Algorithm selections) v
% Signature of certificate
& Cipher order ~
% Hash function for key exchange w DANE
@ TLS compression v & DANE existence
Secure renegotiation " .y
v K DANE validity
A\ Client-initiated renegotiation h

DAMNE rollover scheme

‘ @ O-RTT v
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TLS

@ STARTTLS available

A\ TLS version

A\ Ciphers (Algorithm selections)
€ Cipher order

) Key exchange parameters

% Hash function for key exchange
@ TLS compression

@ Secure renegotiation

A\ Client-initiated renegotiation
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PostfixDin s -

smtpd_tls_security_level = may
smtpd_tls_key file = /etc/letsencrypt/live/example.jp/privkey.pem
smtpd_tls_cert_file = /etc/letsencrypt/live/example.jp/fullchain.pem

smtpd_tls_ciphers = high

smtpd_tls_mandatory_ciphers = high
smtpd_tls_mandatory_protocols = 1SSLv2,!SSLv3,!ITLSv]1,ITLSv1.1
smtpd_tls_protocols = 'SSLv2,!SSLv3,ITLSv]1,ITLSv1.1
tls_high_cipherlist = EECDH+AESGCM

tls_preempt_cipherlist = yes
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TLS

% STARTTLS available

% TLS version

% Ciphers (Algorithm selections)

% Cipher order

% Key exchange parameters

% Hash function for key exchange

% TLS compression

% Secure renegotiation

A\ Client-initiated renegotiation

@ O-RTT
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(2 =1E
EHLO sender.example.jp B
>
250-recv.example.jp
e /ZSO-STAR'I‘I'LS
STARTTLSXIE | 550 OK
i€

STARTTLS

220 ready for TLS
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EHLO sender.example.jp
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EHLO sender.example.jp

X =

H—/\

MITMZ=A

/3\ {} /3\@
TLSIEXT I
ANOY A

250-recv.example.jp

250-XXXXXXXX

250 OK

851bE9(C
EDFEL &

5&£CD0&
EFW]mX

250-recv.example.jp
250-STARTTLS

250 OK

FROM: alice@sender.example.jp
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STARTTLS Downgrade Attack
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TLS Protocol Downgrade Attack
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220 Ready for TLS

TLS HandshakeRgis
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RFC8461 (2018/09)
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MTA-STSH'HBDLE

“ https://mta-sts.qualitia
H—)\

T

R

.C0o.jp/.well-known/mta-sts.txt

L3

Downgrade

mode: enforce

} version: STSv1
mx: mx1l.qualitia.co.jp

max_age: 1296000

LU CULVRITNUIIES 7R A=)l
= ZWERIRLN 7=/

S

_mta-sts.qualitia.co.jp. IN TXT "v=STSv1;

id=20191114123000Z,"




MTA-STSH'HBELEE

S

XS Webt—/¢
H—/\
https://mta-sts.32{E R X > /.well-known/mta-sts.txt R 2=
mode: enforce 5= _
mx: mx.example.jp mx.example.jp
¢

EHLO sender.example.com

250-recv.example.jp

250-STARTTLS
250 OK

>

STARTTLS

220 ready for TLS
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S Webt—/¢
—/\
https://mta-sts. 5= R X > /.well-known/mta-sts.txt . 2=
mode: enforce =\ _
mx: mx.example.jp mx.example.jp
e
EHLO sender.example.com NJ% MITME& A
>
250-recv.example.jp 250-recv.example.jp
250 - XX XXXXXX 250-STARTTLS
| 250 OK g 250 OK
gyt
T =X
TLSIERT It
n T




) | MTA-sTsomERs = T

TIETDA—ILFZ RL X bob@example.jp 1
ZIEX—)LY—)—: mx.example.jp
DNSD:%E

Lmta—sts.example.jp txt "v=STSvl; id=20201111010203"

WebDsSE
nttps://mta-sts.example.jp/.well-known/mta-sts.txt
version: STSv1 none
mode: enforce — testing

enforce

mXx: mx.example.jp
max_age: 1296000

| * example.jpDKDICEHEEBITET

S
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TLS-RPT T
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RFC8460 (2018/09)

[SMTP TLS Reporting]
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IETDA—)LI77RL R bob@example.jp

TLS-RPTORES T

EX—)LT—)(—: mx.example.jp
LR— RODIED S report@example.com

S

_smtp._tls.example.jp txt

"v=TLSRPTV1; rua=mailto:report@example.com”

L 7R—

_smtp._tls.example.jp txt

NDIED5E: https://example.com/report

"v=TLSRPTVv1; rua=https://example.com/report"
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"organization-name": "Google Inc.",
"date-range": {
"start-datetime": "2020-09-07T00:00:007",
"end-datetime": "2020-09-07T723:59:597"
}s
"contact-info": "smtp-tls-reporting@google.com",
"report-id": "2020-09-07T00:00:00Z hirano.cc",
"policies": [
{
"policy": {
"policy-type": "sts",
"policy-string": [
"version: STSv1",
"mode: testing",
"max_age: 86400",
"mx: *.hirano.cc"

1,

"policy-domain": "hirano.cc" I

}s

"summary": {
"total-successful-session-count": 5,

"total-failure-session-count"”: © I

n
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"failure-details": [ '
"organization-name": "Google Inc.", {

"date-range": { "result-type": "validation-failure",
"start-datetime": "2019-10-01T00:00:007", "sending-mta-ip": "209.85.219.198",
"end-datetime": "2019-10-01T23:59:597" "receiving-ip": "210.158.71.76",

}s "receiving-mx-hostname": "ah.hirano.cc",

"contact-info": "smtp-tls-reporting@google.com", "failed-session-count": 2

"report-id": "2019-10-01T00:00:00Z hirano.cc", '

"policies": [

{ "result-type": "starttls-not-supported",
"policy": { "sending-mta-ip": "209.85.222.201",
"policy-type": "sts", "receiving-ip": "210.158.71.76",

"policy-string": [ "receiving-mx-hostname": "ah.hirano.cc",
"version: STSv1", "failed-session-count": 1
"mode: testing",

"max_age: 86400",
"mx: *.hirano.cc"
15
"policy-domain": "hirano.cc"
}s
"summary": {
"total-successful-session-count": @,
"total-failure-session-count": 55

}s
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DANE

* STARTTLSZ W I £ 5

+TLS1.0BA E. TENEL.20 EZwd (&
» DNSSECHMREIE C E /R IFHUTECIE U730
« NREENIE U < 1RUVMZE (EBCE U780

.RFC7671 (2015/10)

RFC7672 (2015/10)
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DANE

e DNSSEC j:)\‘ WAZH  [DNSSECRUEOBEE, el DR
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TLS1.0(MUST) / TLS1.21_F(SHOULD)
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% DNSORILADEOGEZESLLTFS

() DNSOIEENHEASNTIWVRNT ERRELT S

() DNSODIEEDELVWANSDEDTHZT EZR
IR
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JL— ~dDzone
( DNSKEY (KSK) =%
( DNSKEY (ZSK)
B4
Hashz7al} 3
jpdzone

DNSKEY (KSK)

DNSKEY (ZSK)

E&
DS

E&

DNSSECD RS ABRFIA>

HashzFal1 3

e

DNSKEY (KSK)

DNSKEY (ZSK)

example.jpdzone

E&

\\‘/ %%

example.jp. IN MX 10 mail.example.jp. }




DNSSECHh\EZH & S H DHEER

E

RRset status )

https://dnsviz.net/

EE

DNSKEY/DS/NSEC status

DNSKEY
alg=8, id=20326
2048 bits
DNSKEY
alg=8, id=46594
2048 bits

DS
digest alg=2

Delegation status

DNSKEY legend
Full legend

~ SEP bit set
O

oREmkE bit set

| Trust anchor

DS

digest alg=2

DNSKEY
alg=8,1d=32163
1024 bits

DNSKEY
alg=8, 1d=10218
1024 bits

See also

2020-08-03 §
DNSSEC Debugger by Verisign Labs. {2020-08-03 p4-44:18 UTC)

ip

(2020-08-03 06{55:16 UTC)

R’

DNSKEY
alg=8, id=32163
1024 bits

DNSKEY ip
alg=13, id=63661
512 bits

(2020-08-03 06:55:16 UTC)

DNSKEY

Y
DNSSECHhRER LTz &
: 5 (i% < Td: D gsa_ www.qualitia.co.jp/A '

DNSKEY
alg=13. id=63661 ‘
512 bits

DNSKEY
alg=13, id=55501
512 bits

mail.interlingua.co.jp/A

interlingua.co jp
(2020-08-03 09:09:06 UTC)

alg=13, 1d=55501
512 bits

mail.interlingua.co.jp/A

qualitia.co.jp
(2020-08-03 09:21:41 UTC)

interlingua.co.jp
(2020-08-03 09:09:06 UTC)
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@ublic Key
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J)L— <DNS Public Keyld)ash L—)L H
DNSSEC = -U-_/\ TTTTT11
mx1.qualitia.co.jp : : : : : : :

DNSSEC YRS

_25._tcp.mx1.qualitia.co.jp. IN TLSA 3 1 1 2B73BB905F..."

S
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Public KeydHashZz{ERk

openssl x509 -in cert.pem -pubkey -noout
openssl rsa -pubin -outform DER

openssl sha256

(stdin)= 293f3944e435835ec/97acbbe52ffb1bc8e
6637879fbe62d9b6195479e01f67e

S
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DANEDSET i T

(FUSHTDEEERS. ——
H—)\—WSEHIREZMD I DEH D

O
O
O

openss| s_client -connect mx1.example.jp:25 -starttls smtp < /dev/null

DENSS
DENSS

DENSS

X509 -pubkey —noout
rsa -pubin -outform DER
sha256

(stdin)= 293f3944e435835ec/97acbbe52ffb1bc8e
6637879fbe62d9b6195479e01f67e

S



t 'DNSITiEHN

TIETDA—ILFZ RL X bob@example.jp

ZIEA—)LH—)(—: mx1.example.jp

_25. _tep.mxl.example.jp TLSA 3 1 1 293f3944e...

‘ A —JL A — ) {— ‘/

A=)V FLAD FAAZEDTIEHD XA !

0: Hash’x U
1: SHA256 —
2: SHA512

S

KTLSDOKeyZz ANBRX D ES(CIEITLSAL O— K=
FE([CEUVT. DNSOFv v a1 HREE 5 X —
I —I)\—DREZFH UL Key(CEE L., HULITLSA
L d—RZEIFRULE T,




S

DANE

DNSSECICX it LU TULVTC,
TLSAL 11— Rhvd1d.

AOL

STARTTLSZ W ECIEFRH U, pundde
—_— 1 Freenet
PublicKeyZ TLSADIE CAREE L FE T o om
GMX
Kabel Deutschland
02
Outlook.com
MicrosoftDX & FE Eze;?ne
BEASRIDIIE20208KET it
SHERIDIIS2021ERE T Vodatone
(by M3AAWG General Meeting (2020/06)) web.de
Yahoo

TLS
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

DANE
no
no
yes
yes
yes
no
yes
yes
no
no
yes
no
yes
yes
yes
no

https://posteo.de/en/help/to-and-from-which-other-email-providers-will-my-emails-be-encrypted
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“>example.jph5 R &, FRIEjp/RDT.

JPRSDDSL 01— RZZEETETDINENDD
SWIHEUTWB L2 X MIHAHBEDREDOMS7R0
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Email test: interlingua.co.jp

87%

€ Notreachable via modern internet address, or improvement possible (I[Pv6)

@ All domain names signed (DNSSEC) @ Signed domain names (DNSSEC)
& Authenticity marks against email phishing (DMARC, DKIM and SPF) Well done! Your email address domain and your mail server domain(s) are signed with a
@ Mail server connection sufficiently secured (STARTTLS and DANE) valid signature (ONSSEC). Therefore senders with enabled domain signature validation, are
able to reliably query the IP address of your receiving mail server(s).
Show details
Email address domain
DANE
@ DNSSEC existence v
@ DANE existence
% DNSSEC validity v
@ DANE validity
Mail server domain(s)
@ DANE rollover scheme
@ DNSSEC existence v
% DNSSEC validity v

S



FERIES(bE LS

AL lsTaRriis [uasts oNssec_oave __Laipesi

TR _ OIS

S

STARTTLS
DowngradeIZE

TLS Protocol
DowngradeIZE

{BOIEAE . X
D ITEURE X

' X D> O

O

A _

O ;
O X

Te
TETHDHINTETIERZL
TETIEG L

B EZITRO



EBUDL

|| EAEENTLS & 58l
LIEWSZS(EEDS T D0D?




Require TLS
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Require TLS

RFC8689 (2019/11)

SMTPC

MAIL FROM: <alice@exapmle.jp> REQUIRETLS

WA (C
TLS-Required: No
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Thank You!

S




vl Wﬂ-ﬂ-l« [}

- :-uﬂ .

mmm __E

HURURRONNUNONENERD)

f




