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— Internet Week 70455 LZEE (2016~)

IETFTD/EE) (2004~)

— ENUMZOk3JL: RFC 5483 6116 (2004~2011)

— 2—J)LT7KLAD

£

=t

=1t :RFC 5504 5825 6856 6857 (2005~2013)

— DNSELED [EBIR#eaE
« RFC 7719, 8499: DNS Terminology — rfc8499bis
« RFC 8198: DNSSECZ AL M\=ARIfZR D MEREM L
. draft-ietf-dnsop-avoid-fragmentation: DNSTIPH Kb Z 8 (T 5IRE
. draft-fujiwara-dnsop-delegation-information-signer: ZIEFH~NDELIRE
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IANA: DNS Parameters: RR Types (1)

https://www.iana.org/assignments/dns-
parameters/dns-parameters.xhtmil

TYPE Value Meaning =
A 1 |a host address DNS
NS 2 |an authoritative name server DNS
CNAME 9 [the canonical name for an alias DNS
SOA 6 |marks the start of a zone of authority |DNS
PTR 12 |a domain name pointer DNS
MX 15 |mail exchange DNS
TXT 16 text strings DNS
AAAA 28 |[P6 Address IPv6
SRV 33 |Server Selection DNS SRV
NAPTR 35 |Naming Authority Pointer [RFC3403]
CERT 37 |CERT [RFC4398]
DNAME 39 DNAME [RFC6672]
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https://www.iana.org/go/rfc4398
https://www.iana.org/go/rfc6672

JANA: DNS Parameters: RR Types (2)

TYPE Value Meaning BE
OPT 41 |OPT EDNS
DS 43 |Delegation Signer DNSSEC
SSHFP 44 |SSH Key Fingerprint [RFC4255]
IPSECKEY 45 |IPSECKEY [RFEC4025]
RRSIG 46 |RRSIG DNSSEC
NSEC 47 |NSEC DNSSEC
DNSKEY 48 |DNSKEY DNSSEC
DHCID 49 |DHCID [REC4701]
NSEC3 50 |NSEC3 DNSSEC
NSEC3PARAM| 51 |[NSEC3PARAM DNSSEC

SSHFP

man ssh |2k % &ssh-keygen -r host.example.com.
TSSHFPY—XLa—Fk#&E>TN 5

9547 L TORREEIX. ssh -o "VerifyHostKeyDNS ask"

(DNSSECTSFAHAMIWNT—5)

~
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IJANA: DNS Parameters: RR Types (3)

TYPE Value Meaning = Registration Date
TLSA 02 TLSA DANE
SMIMEA 93 S/MIME cert association DANE 2015/12/1
CDS 99 Child DS DNSSECE &1k 2011/6/6
CDNSKEY 60 | DNSKEY(s) the Child wants reflected in DS | DNSSEC H &1k 2014/6/16
OPENPGPKEY| 61 OpenPGP Key DANE 2014/8/12
CSYNC 62 Child-To—Parent Synchronization DNSSECEHE&j1t 2015/1/217
ZONEMD 63 message digest for DNS zone I T 2018/12/12
SVCB 64 Service Binding I = 2020/6/30
HTTPS 65 HTTPS Binding =ILD = 2020/6/30
SPF 99 JBE Lt [RFC7208] 2014/4 BEIE
CAA 257 Certification Authority Restriction [RFC8659] 2011/4/7
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https://www.iana.org/go/rfc6698
https://www.iana.org/go/rfc8162
https://www.iana.org/go/rfc7344
https://www.iana.org/go/rfc7344
https://www.iana.org/go/rfc7929
https://www.iana.org/go/rfc7477
https://www.iana.org/go/rfc7208
https://www.iana.org/go/rfc8659

XEOWBE 00000

- Internet Week 2016 DNS DAYIZ TsEDIETFEIFEMETL .
2(;_17E(:DNS Privacy, 20194 (ZDNS7OrRIJLDZE1L

e KBIX,. CNFETHBNALTWVEWLIEZFIDIZ, 2016 FEMSDE
IbEFEEDH D,

IETFDHE
DNSZFHRYFK->TWNET—F2 T T )L—7

o FTLLVEHE

o FHLULFIABF (WebHY—/\, TS TOFER)
« Multicast DNSD i 3E
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DNSEEWG

dnseXt (DNS EXtenSIOI’]S) WG ¢ dnSSd (Extensions for Scalable DNS Service Discovery) WG
— DNSZTOraLDHEE — .local#{# F 9 %Multicast DNS (RFC
_ 2013&F7HI-= T . JOrJLIEEERERES 6762), DNS-SD (RFC 6763) D13k
dnsop~ — 2013%F10R %L
dnsop (DNS Operations) WG « doh (DNS over HTTPS) WG
— DNSERAAMTA1ER — 20175 10A %3 DoHDE#ELE B W
— DNSTOraJLLRZ1EAHEE — 2018%10HIZRFC 8484: DNS Queries
_ 19994 LIBTIZERT over HTTPS (DoH) 1T
dprive (DNS Privacte Exchange) - 2020%3A%T . fraamEadd WG
WG - add (Adaptive DNS Discovery) WG
— DNSHEEBEIEE1 — DNSOYZA 72 bMDoT, DoHY—/\F R
_ 20142110)3 EQE'ZF DIIOHEEERT D
_ 201645 HIZRFC 7858 DNS over TLS ~ 20205 3R %3
(DoT) ZH1T

dane (DNS-based Authentication of Named Entities) WG 5']_:$ ‘j:j'i'E T L/T:WG %$ ‘iﬁﬂz
— DNS(SEC)IZTLSOIIBRZEZ#H S
— 20105 10AE%3L. 201743A5%ET

1111111111111111111
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dnsop (DNS Operations ) WG

« DNSIERAALSAUEEAWG

— DNST BrIJLILERZ 1E D18 EE
— dprive WGI&dnsop WGH 53T

— HE—DODNSEFDHDEIHRHOWGE
LT. A Z L%, DNSTArD

JLDEEREIZEIL T, IESG, IABL:E

\WEREKRKDOLNS
ZHDIREZTRYIKR-OTLVS
— RFCZEXEICEITH
« 2016418 ~2020411 8 T28AK/54
 RFC Editor queuelZ17

o IESGXtItH1A
« WG draft 164

Copyright © 2020 Japan Registry Services

» LD dnsop WGTHDT—Y

- BEDRELEEIE
« DNSH:E
« V1) A FHRFRDIZ/NME
« DNSSEC7 /L3l X L
« Serve stale

— FILLVESR
« TIVHYMHTTPSH—/\ZRDI+51-
HD. FHLLV)Y—XL3a—F (SVCB,
HTTPS)
— ‘lsz:L'JT»r*‘Jﬁ'i
V—UEHRODA AT X
- ZIEIFEHRMER DS
« Delegation only
 DNS Cookies
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dnsop WG: 2016~2020F M RFC (1/2)

RFC 7766, 2016/3/3: DNS Transport over TCP - Implementation Requirements
RFC 7816, 2016/3/22: DNS Query Name Minimisation to Improve Privacy

RFC 7828, 2016/4/6: The edns-tcp-keepalive EDNSO Option

RFC 7871, 2016/5/20: Client Subnet in DNS Queries

RFC 7873, 2016/5/27: Domain Name System (DNS) Cookies

RFC 7901, 2016/6/21: CHAIN Query Requests in DNS

RFC 8020, 2016/11/8:NXDOMAIN: There Really Is Nothing Underneath

RFC 8027, 2016/11/28: DNSSEC Roadblock Avoidance

RFC 8078, 2017/3/10: Managing DS Records from the Parent via CDS/CDNSKEY
RFC 8109, 2017/3/15: Initializing a DNS Resolver with Priming Queries

RFC 8145, 2017/4/15: Signaling Trust Anchor Knowledge in DNS Security Extensions
(DNSSEC)

RFC 8198, 2017/7/25: Aggressive Use of DNSSEC-Validated Cache

RFC 8244, 2017/10/19: Special-Use Domain Names Problem Statement
RFC 8501, 2018/11/28: Reverse DNS in IPv6 for Internet Service Providers
RFC 8509, 2018/12/18: A Root Key Trust Anchor Sentinel for DNSSEC

nnnnnnnnnnnnnnnnnnnnn

Copyright © 2020 Japan Registry Services Co., Ltd.

10



dnsop WG: 2016~2020FEMDRFC (2/2)

RFC 8482, 2019/1/10: Providing Minimal-Sized Responses to DNS Queries That Have
QTYPE=ANY

RFC 8490, 2019/3/15: DNS Stateful Operations
RFC 8499, 2019/1/2: DNS Terminology (RFC 77190 5 #i)

RFC 8552, 2019/3/20 Scoped Interpretation of DNS Resource Records through "Underscored"
Naming of Attribute Leaves

RFC 8553, 2019/3/20: DNS Attrleaf Changes: Fixing Specifications That Use Underscored Node
Names

RFC 8618, 2019/9/3: Compacted-DNS (C-DNS): A Format for DNS Packet Capture

RFC 8624, 2019/6/11: Algorithm Implementation Requirements and Usage Guidance for
DNSSEC

RFC 8749, 2020/3/27: Moving DNSSEC Lookaside Validation (DLV) to Historic Status
RFC 8767, 2020/3/31: Serving Stale Data to Improve DNS Resiliency

RFC 8806, 2020/6/18: Running a Root Server Local to a Resolver (RFC7706 M & )
RFC 8901, 2020/9/24. Multi-Signer DNSSEC Models

RFC 8906, 2020/9/22: A Common Operational Problem in DNS Servers: Failure to
Communicate

RFC 8914, 2020/10/23: Extended DNS Errors
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R FC 8624 Algorithm Implementation Requirements and Usage Guidance for DNSSEC

« IRTE (2019/6/11) TSN SHDNSSECT /LT JIZ N
- BAAILRIIBIENENTHE (7)IL31)X L. DS Digest Type)
- B2 BIFTMUST EZEpnAE - 8998H)
« 8(RSASHA256), 13(ECDSAP256SHA256), Digest Type 2 (SHA-256)
— B HEITRecommended (EEIFIX %8 ): 15(ED25519)
— ZAMAY. #&ifRecommended (R FEEM ., F—/N\—ARYY)
 14(ECDSAP384SHA384), 16(ED448), Digest Type 4 (SHA-384)
— Z & Not Recommended. #&IEMUST (§&FEIREZTLELED)
» 5(RSASHA1), 7(RSASHA1-NSEC3-SHA1), 10(RSASHA512)
— ZAMUST NOT, #REEMUST (LV\FEH SR TE [EF %h): Digest Type 1 (SHA-1)
— E4 . #EE MUST NOT (fEFZE1h):
+ 1(RSAMD5), 3(DSA), 6(DSA-NSEC3-SHA1)
— ZRAMUST NOT. #RiEMAY (AL 7 DHVMEERIELZD TEILRE)
« 12(ECC GOST), Digest Type 3(GOST R34.11-94)

Copyright © 2020 Japan Registry Services Co., Ltd. 17
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RFC 8767 Serving Stale Data to Improve DNS Resiliency

- RFC 8767, 2020/3/31F1T

— DNSTittEm L D= D EH LT —2 DI

— DOSHELZETIERY—/\DoDICENFONGEGEIZ, T

H—ERVYIILNTEXyy 1 BNHARZBE T —3ZiRET S

— Y A MBHATRATHETODT—H%ZTTIL 30TIHET S

— RFC 1034, 1035MTTLOEZE . RFC 2181DTTLIED AR EE
+ T TIZRENEATLS

— BIND 9.12LLf%: stale-answer-enable yes;

— Unbound 1.8 LL[F: serve-expired: yes

— Knot resolver. modules = {'serve_stale < cache'}

Copyright © 2020 Japan Registry Services Co., Ltd. 1?




7JONEMDRR

draft-ietf-dnsop-dns-zone-digest TigZ. 11/19 IESG:#&i&. RFC Editor~
V=R DEHRD /2 {BZREFIT SZONEMD RRZFEE

— domain TTL IN ZONEMD serial scheme hash_algorithm digest

— scheme: 1=SIMPLED & E% Hash_algorithm: 1=SHA384, 2=SHA512

f5ll: root-servers.net. 3600000 IN ZONEMD 2018091100 1 1 (FEBE...)

ZONEMD D ¥E X

- BFEOYV—2IAREOZONEMD RRZHI

— ZZMZONEMD RRiENN (NSEC, NSEC3 type bitmap® =)
— (DNSSECE £)

— DNSSECOIEFTY—2RHAD)Y—XALaA—FkZ#iRMZ

— JBIL=ZONEMDUSN D, TRTHD)Y—ALaA—FZEEFHFELT. TP AMNEE
— ZONEMD RR#/ERX (ZONEMD RRMRRSIGZE{ERK)
EFERAA—D

— DNSSECZE & FZZONEZ &IZZONEMDIE NN

— DNSSECIHEZERADIGEIX. T53A4T) T —IEHRO—FRFIZ{ERL
— J—UEnEE R TR =th R ) b —/N\TZONEMDH & THEER
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SVCB. HTTPSRR

» draft-ietf-dnsop-svcb-https TIRE. &R+

— Serv)ice binding and parameter specification via the DNS (DNS SVCB and HTTPS
RRs

o HTTPSHZE DEMREEHR ((RAMA ., R—k., SEBHEEHR)ZRFI5SVCB
(Service Binding). HTTPS!)Y—XLa—KF#E&ET 5

- HH
— FAMD BRI T HBY—ERADERD IR RAUMEREREF

— FALRIZE DO SVCB/HTTPSEZE LN THEE D CDNIZXT
e SVCB/HTTPSZ &IZEAACDNY —/\Z  H—/\FIBAEHER

- V—VIEREDA%E (SOAINSHH SV —VTERIZIZCNAMEZE [T750LY)

— Encrypted Server Name Indication(ESNI)T{#E 9 4 Encrypted ClientHello @ key %
DNSH L F7=LY

— 4A3TIFLEWR— BB DEHA

— HSTS% /9 BEEE (HTTPS5& )

— QUICT &R D&

— SVC RRO &7 ElE R CHEEE D IRt

Copyright © 2020 Japan Registry Services Co., Ltd. 15-




SVCB,HTTPSRR(2)

e A —7F—4% TTL IN SVCB/HTTPS SvcPriority TargetName SvcParams
— SvcPriorityl£16E v b DELE (0D &EF[LAliasMode)
— TargetNameldkAf 2 & T, CNAMED &5% A& ZETRY (DIHZEEA—F—%A)
— SvcParams [ZIRDATAM Y., 2/\A1bDF— 2\ (FDREE, X1 RF)D 5]
« port: R—F&ES: EHRER—IEFIETE
« alpn: TLSMApplication-Layer Protocol Negotiation 385 h3=QUIC, h2=HTTP/2
« echconfig: ESNITEHA Y %Encrypted ClientHelloD iR ET—4
* ipv4hint, ipv6hint: TargetName® 59 IPv4,IPv6 7 kL R (& HIfEIRE EER)
— NADSVCBE, HTTPSIZHELT=HTTPS RR
« SVCBMOA—7F—4I% _port._protocol.KAL> % (SRVEREIL)
* HTTPS RRODA—F+—&IXURLDF A1 &R
- domainname HTTPS [ 443. tcp.domainname SVCB IZAHH 3 B, HTTPSZ{FESZ &

{5 15

— simple.example. 7200 IN HTTPS 1 . alpn=h3 QUICXI It (HTTP/3)

— @ 7200 IN HTTPS 0 pool.svc.example. V—UTER D4

— pool 7200 IN HTTPS 1 h3pool alpn=h2,h3 echconfig="123..." QUIC/H2+ESNI
HTTPS 2. alpn=h2 echconfig=“abc...” HTTP/20) A+ESNI

Copyright © 2020 Japan Registry Services Co., Ltd. 16
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SVCB, HTTPS RR (3)

* DNSH—/\DZERE (MR —/\. TILUYVIL/\TETT)
— SVCB, HTTPS ) TargetName MDA, AAAAZE1-TL =5, Additional
section|ZIBINT B (MXERL .. A—ILH—/SDA/AAAAZTEINT B)
* DIATUrDENME (HTTPSD15E)
1. 9547 ME webH—/\DEALZ D HTTPS, A, AAAA DfEILVEHE
> RFFICIES
2. HTTPS RRI&Z M AliasModeZi s, TargetNameTL. 21T

3. HTTPS RRIGZ&E H¥ServiceModeZi b Xt 9 55—/ N ZHTTPSHE#R
ALPN, ECHConfigliEZER (F&IC J:o’Cld:QUIC)

4. HTTPS RRIGEMLZITNIZA, AAAAIGED T RL X [ZHTTPSHES:
- EEFTIEGoogle, Akamai, #H1EE(Z Apple, Mozilla, Cloudflare M A

— BrowserB S48 CDNODJKT*B%)\E%EHHk%?]EIL,’CL\éT'&) ZREENED E
(DOHD &512) 12T SHHF ECDNTHEEA S A BEMEH Y

Copyright © 2020 Japan Registry Services Co., Ltd. 17-




Extended DNS Error (EDE)

.« RFC8914, 2020/10/23 8:\“5 e
. 1IE5|E.DNS’\‘J9 MDRCODE 4Ewk 1 Algor!ct)ﬁm 13 |Cached Error
O=NoError, 2=ServFail, 3=NameError ,  Unsupported DS 14N
) ot Ready
« EDNSONYAH?DBE YD Digest Type
Exiended RCODE (BIf#RCODE 1 Sulefone s doced
SI8E W)
— fELMZ<{h T2 16=BADVERS 5 DS 17 Filtered
) Eglis,&oggﬁ(tended DNS EI’I’OI’7_|'7 6 DNSSEC Bogus 18 |Phohibited
— RCODETIS—% L. §##llZEDE 7 Signature Expired 19 itnasl\e/:vell\erDomain
© TF—vk -
* o k- : 8 Slg.nature Not Yet 20 [Not Authoritative
16Ewi: Option-Code 15 Valid
16EvYk: A7 a3V E 9  IDNSKEY Missing 21 |Not Supported
16Evik: INFO-CODE(0M 24 EFE 10 |RRSIGSs Missing 9o El\otrF]Qeichable
A Z K EXTRA-TEXT: UTF8X 3 . S
. ﬁl,\ 15' DNS'U'—/\f k - /-\%)E 11  No Zone.Ke.y Bit Set 23 Netvvprk Error
Pickie dC I 12 |NSEC Missing 24 Invalid Data

A (BIND 9 gitlab mainlZ& F & 5)

Copyright © 2020 Japan Registry Services Co., Ltd.
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dprive (DNS Privacate Exchange) WG

ZATYJ JLINETILH—ERYY)L  « IETF 97 (2016/11)IZT. ZILH—E

NDEIOBEZHESIE AT IWINDIEBY —/\FD&EIE
201441082/ L. (FIF5ET Bt DT T S EMNRE

RFC 7858 (DNS over TLS)H 51T Shf=h' IETF 109(2020/11)T4h.

XN [Ez BIREE(Z T R K D iEim e it

— 2016/5/17%F1T b
= 52 L—REETE

_ #4834 B ODOT/DoHAFIS B DRE G Rt D

DNS over DTLSIEEH N TLVAELY LYY LN

e

i TLD
DNS over QUICIZ#k#E o) G
J —BE3%%DNS over TLSTHT N T
VhaE DEmITER L TS E# k5= 7L [ Unbound
— DNS Zone Transfer-over-TLS =EHY getdns apli 4848 0D Lt =
— Y—/\GEAE T —/\ R E HEBIDNSH—/\

== Z2H7T)J )L\

Copyright © 2020 Japan Registry Services Co., Ltd. 1?
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dane (bNs-based Authentication of Named Entities) WG

» DNS(SEC)IZTLSDOEEEAZEZFDHEHWG

e 2010 10A X I 1ZEXELZSETL. 2017585
— TLSA: RFC 6698, 201288 A #171. Y —/\iEHHEZH T SRR

_port._proto.DOMAIN IN TLSA CertUsage Selector MatchingType
Certificate_ Association Data

. CertUsage: 0..CAZFBRE, 1. I/FI/T»rT»rnEEﬂi(CAI KYFEIT), 2.:5RRT
Vh—, 3. BRELHEDIVRI T T(iIHE

« Selector: 0.. Full certificate, 1.. SubjectPublicKeyInfo
» MatchingType: 0..sSFBAZZ D+ D, 1..SHA-256 hash, 2..SHA-512 hash
» Certificate_association_data: sEBAZEZ D H D HrhashiE. 16E S EC
— f5: www.isc.orgDtcprR— k443D H—/\SEBAZEMLEhE
% dig 443. tcp.www.isc.org TLSA

443. tcp.www.isc.org. 7185 IN TLSA 301

7C31F5B6D577A06448C67BAE690E1A3905CA34146BDA86C664EB26
90 710D085C

Copyright © 2020 Japan Registry Services Co., Ltd. Zi ;



daneWG (2) 7

« OpenPGPKEY: RFC 7929, 201648 A %17, Experimental

— hex(5cEE28/\1 k(sha256(localpart))). _openpgpkey.domain IN
OPENPGPKEY iFBRZ

— f5I: hugh@example.com M OpenPGPEEBAEZEXNE5I5H

— €93f1e400f26708f98ch19d936620da35eec8f72e57f9eec0l1lclafd6. openpgp
key.example.com IN OPENPGPKEY mQCNAzIG]...]

— PECE@:I’D Kgy server TIF7g< A= L7 L RIZx 9 SDNSS ) TOpenPGPEIERA
=719
— A—ILFEL AL, KXFINXFELLTHHBRINST=0. localpartz —HI 23R
HIZLL E/mMNFEELEELT . Experimental (RERRY)TORIJLELTIEE LS N T
« SMIMEA: RFC 8162, 201745 A % 1T, Experimental
— SIMIMEYZ A7 MEBREZDE5HD
— hex(5£8828/ X1 ~(sha256(localpart)))._smimecert.domain IN SMIMEA (TLSA
ERICHZ )
« 2017F5AI125E

Copyright © 2020 Japan Registry Services Co., Ltd. 21
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dnssd (Extensions for Scalable DNS Service Discovery) WG

« DNSZ{FESF-H—EXT14XH  + Multicast DNS (RFC 6762)

INYZEBWG — link-local CMDNS-like’ £ R
— Multicast DNS (RFC 6762, RIS
MDNS)&EDNS-SD (RFC 6763)z  « DNS-SD (RFC 6763)
&_Z':s *E%I*“Jl"j_btﬁs)( _ ﬂ_t“xj—_“,ijj/ﬁ‘u

MR IELI=EDEEEEL
— F[ZApplett M Bonjour&Avahit

LTEEIhTWNA7Aara/LE

IETFCIE#{eL=7Ora)LIZT

BDT=OIZHRZETO>TLNS

Copyright © 2020 Japan Registry Services Co., Ltd. 2 2



dnssd: Multicast DNS (RFC 6762)

#iggl%ocal’éd) DNS-like’d BBIBER o Appledt DOSA0. AvahihSstis

— Avahi - Service Discovery for
/=L IR)IL—DDEHIZTHL. . .
Total LD R B oL CbNGL A Linux using mDNSIDNS-SD -
—_ MyCOmputer local Compatib|e W|th Bonjour

— AR—Z " UTF-81EF &
& /—KI. multicastTo T

[ "smith's Computer.local" AAAAE S T1)

— 224.0.0.251. ff02::fb port 5353 UDP _—

— INTYRDA—TYREDNSERIL multicast
F/—FIE. B ORANEIEY T

% HHS(%% 7I'\ZI~% EIP7RL R BHOTRLR

169.254.0.0/16, fe80::/10MD 5| = "Smith's Computer.local”  "MyComputer.local"
fe80::2222 fe80::1111

Copyright © 2020 Japan Registry Services Co., Ltd. 23;
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dnssd: DNS-Based Service Discovery (RFC 6763)

BEILESNf-Y—E X%

— <|nstance>.<Service>.<Domain>
— SRVERILHEEE (sip._udp.domain)

— r._dns_sd._udp.domain PTR
DNSSD®O & &k H—E X (Dynamic Update)
— dr._dns_sd._udp.domain PTR

— TRARB EELY AR—ZDOUTF-85F 1] B2 DIATER A
H—E XM F|Z (enumeration) — Ib._dns_sd._udp.domain PTR

— H—ERZIZPTREEX H—ERX%H|% legacy browsingk A4 > % 22?

— _http._tcp.dns-sd.org PTR

¥032*¥032eBay,¥0320nline¥032auctions. « Multicast DNSTODNS-SD

_http._tcp.dns-sd.org.
H—EX~NDT7IER
— SRV RR%{# [

— domain = .local

— local PTR7TYICHLT, GLYVY
355/”:' DZBEEDERD T DI

— _http._tcp.dns-sd.org. SRV 0 100 80 « _ipp._tcp.local PTR color._ipp._tcp.local

www.dns-sd.org.

Well known service
— b._dns-sd._udp.domain PTR

T75OX: FABIZH B —

— db._dns_sd._udp.domain PTR
T5IRT REFEF A E

_ipp._tcp.local PTR mono._ipp._tcp.local
— User Interface Tcolorai&E 5.
— color._ipp._tcp.local 0 0 49152 SRV

. s color.local.
|
ERz5Z — color.local IN A 192.0.2.11

— 192.0.2.11 7R—k 49152 |Z¥EHE

Copyright © 2020 Japan Registry Services Co., Ltd. 24



dnssd: a7Z7Aakza)L 0202020 7

RFC 8766, 2020/6/22%47 - II39ARE. UL IDRIM EOREE
EEENITS

— Discovery Proxy for Multicast
DNS-Based Service Discovery

* b. dns-sd. udp.
PTR linkl.example.com

example.com

— MDNS&EDNS®Hybrid proxy » _linkl.example.com THybrid Proxy
R :*‘ : \‘)( - §J'l..|-'-|\ l/ 1. ﬁﬁ@DNSb\B
S I LSRR, ) TP N o
_9 d‘t ’Gproxy’&i)]b\ﬁ' link1l.example.com w
« f5l: link1.example.com
) —
link1.example.com 1. TV

 Proxy linkl.local &
X Printer \‘

« A3 —RYEDD
<name>.linkl.example.com PTR _ipp._tcp.local PTR
HIYHEZ(TEAE . <name>.local " "X I_Drinter_._ipp._tcp.Iocal"
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X Printer 2 IS5
_ipp._tcp.local PTR i_l?r?fl-;?glgip.example.com PTR
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draft-ietf-dnsop-avoid-fragmentation

- BTk
— IP FragmentationZ{Eof=F vy 15 R K EBEMNEEREI 0T

— EDNSOTIP FragmentationZ{E> TRKEL /NN YEFIRE S LIIZLI=ZEMN
FEIE]J_L\T”JT‘
- EDNSO RFCE&E MPaul VixieK &£ ZE (EDNSOTIZIP FragmentationZF &AL TKEL
DNST—42%UDPTHhA B LI L,T—)

|—'—|

I-E7I<

— UDPIE & TIZIP_DONTFRAG, IPV6_DONTFRAGZH 723z DT TIL &%
%3 > I35 ATRLEIHEEIFTS—

- LS HhEEELA, ILET HEIMI T, Path MTUZEEL T, 757 A0k
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- FLVEhEZEESHAIIE EDNSO TH UDPH A XEPath MTUMBIPAYE
UDPAYSZS|IWV=H A XLURNET S
- DNS Flag Day U &T=51%, 1232 #HELTLVS

« IRIK: dnsop WGT., hEYIFERIZTTRHNTLNS
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T.DSZEEALTEIIZ/\WWaEZAND

— SHA-256 hash( parent side NS RRSet | in-domain glue records)

— NS RRSet, in-domain glue records/&ZDNSSEC canonical orderTii N4

— {5]: example.jp IN DS 0 0 XX _SHA256 hash(NS|glue)

— DS RRSet:LTE4

— DNSSEC Validatorh'Digest type XXZ&Z T o = ZERHRZARELL . —EL
TITNIEETS
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An example of D

« dig +norec +dnssec @a.dns.jp wide.ad.jp

;; AUTHORITY SECTION:

wide.ad.jp. 86400 IN NS ns.tokyo.wide.ad.|p.
wide.ad.jp. 86400 IN NS ns-wide.wide.ad.jp.
wide.ad.jp. 86400 IN NS mango.itojun.org.
wide.ad.jp. 7200 IN DS 32584 8 2 1ID7EEF8BC..
wide.ad.jp. 7200 IN RRSIG DS ...

;; ADDITIONAL SECTION:

ns.tokyo.wide.ad.jp. 86400 IN AAAA
2001:200:0:1::6

ns-wide.wide.ad.jp. 86400 IN AAAA
2001:200:0:1::f

ns.tokyo.wide.ad.jp. 86400 IN A 203.178.136.35
ns-wide.wide.ad.jp. 86400 IN A 203.178.136.59

|||||||||||||||||||

IS record generation

1. Remove old DiS
2. Generate new DIS
2.1 Collect referral NS RRSet and in-domain glue

2.2 Reorder NS RRSet and in-domain glue as DNSSEC
canonical order [RFC 4034]

2.3 Calculate SHA-256 hash

SHA-256(

wide.ad.jp. 86400 IN NS ns.tokyo.wide.ad.jp.
wide.ad.jp. 86400 IN NS ns-wide.wide.ad.jp.
wide.ad.jp. 86400 IN NS mango.itojun.org.
ns-wide.wide.ad.jp. 86400 IN A 203.178.136.59
ns-wide.wide.ad.jp. 86400 IN AAAA 2001:200:0:1::f

ns.tokyo.wide.ad.jp. 86400 IN A 203.178.136.35
ns.tokyo.wide.ad.jp. 86400 IN AAAA 2001:200:0:1::6)

2.4 Generated DiS data
wide.ad.jp 7200 IN DS 0 0 XX _SHA256 hash(NS|glue)

3. Sigh DS RRSet (contains generated DIS and original
DS)
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