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Table 2. The results of Experiment 2 showing what weights
should be used for the various heuristics. Note that link check
generates a negative effect, which means it is nearly useless, so

we assign 0 to its effect.

True False
Heuristic Positive | Positive | Effect | Weight
Age of Domain B87% 30% 57.0 0.18
Known Images 379 0% 37.0 0.12
Suspicious URL 6% 3% 3.0 0.01
Suspicious Links 8% 25% 0.0 0.00
IP Address 22% 0% 220 0.07
Dots in URL 45% 3% 42.0 0.13
Forms Q4% 27% 67.0 0.21
TFIDF-Final 09% 10%6 B9.0 0.28
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Apple Scampage 210
Amazon Scampage 1.7.0
\mex Scampage 1.0.0

PayPal Scampage 12.0
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https://www.phishtank.com/

P 4
PhIShTank * Out of the Net, into the Tank.

m Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

http:// Isitaphish?|
Recent Submissions
You can help! Sign in or register (free! fast!) to verify these suspected phishes.
ID URL
6834676 https://amz-jp.info/5YnVs
6834674 https://cafeshipefd.com/or/esp/client/card.php
6834673 https://cafeshipefd.com/or/esp/client/login.php

AR2AAA0 httne://octacindinlam=a com/
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Top 10 Phishing TLDs by Domain Score, 2016
Minimum 25 phishing domains and 30,000 domain names in registry

Unique Score:
Domain Phishing
Names domains
# Unique used for Domains in per 10,000
Phishing phishing registry, Dec domains
TLD TLD Location attacks 2016 2016 2016 2016
1 .VE Venezuela 1,206 1,045 77,555 134.7
2 .CC Cocos (Keeling)
Islands 13,708 13,061 1,750,000 74.6
3 .ML Mali 1,448 1,434 220,000 65.2
4 .BD Bangladesh 272 205 33,000 62.1
5 KE Kenya 260 207 50,000 414
6 .CENTER new gTLD 136 135 32,809 411
7 NG Nigeria 307 267 65,000 411
8 .PW Palau 2,782 2,702 675,000 40.0
9 .PK Pakistan 301 227 62,000 36.6
10 | .RU Russia 4,340 2,433 735,000 334

https://aocs.apwg.org/reports/AFPVWG_Global_FPhishing_KReport_ZU15-2U16.pdrkb)
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1 .COM generic
2 .ORG generic
3 .BR ccTLD
4 .NET generic
5 INFO generic
6 .UK ccTLD
7 .RU ccTLD
8 AN cCTLD
9 XYZ nTLD
10 .ML ccTLD
bt AU cCcTLD
12 .TOP nTLD
12 KR ccTLD
13 ZA ccTLD
14 .CF cCTLD
14 .TK ccTLD
14 .VN ccTLD
15 .MX ccTLD

.comé.org
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