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From the computer behind Great Firewall:

>ping 8.8.8.8
Pinging google-public-dns-a.google.com [8.8.8.8] with 32
bytes of data:

Reply from 8.8.8.8: bytes=32 time=159ms TTL=238
Reply from 8.8.8.8: bytes=32 time=143ms TTL=238
Reply from 8.8.8.8: bytes=32 time=141ms TTL=238
Reply from 8.8.8.8: bytes=32 time=148ms TTL=238
Reply from 8.8.8.8: bytes=32 time=144ms TTL=238
Request timed

Request timed out. Great Firewall ZRFESH,
e ey Ut WIRAKFENMS5I> b=,

Request timed

Request timed %@ IP TI*I/ZEiEEH‘ﬁEﬁ%Zt
Request timed . (:ﬁﬁIon

Request timed
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VPN Gate: A Volunteer-Organized Public VPN Relay System with
Blocking Resistance for Bypassing Government Censorship Firewalls

Operational Systems Track

Daiyun Nobori and Yasushi Shinjo
Department of Computer Science, University of Tsukuba, Japan

Abstract
VPN Gate is a public VPN relay service designed to
achieve blocking resistance to censorship firewalls such
2s the Great Firewall (GFW) of China. To achieve such
resistance, we organize many volunteers 10 provide a
VPN relay service, with many changing TP addresses. To
block VPN Gate with their firewalls, censorship author-
ities mwst find the IP addresses of all the voluateers, To
prevent this, we adopted fwo techniques fo improve
blocking resistance. The firs technique is fo mix a muax
ber of innocent IP addresses into the relay server lst pro-
vided to the public. The second technique is collabora-
tive spy detection. The voluntesr servers worl: together
to create a lst of spies, meaning the computers used by
censorship authorities to probe the voluateer servers. Us-
ing this list, each volunteer server ignores packets from
spies. We launched VPN Gate on March 8, 2013. By the
end of August it had about 3,000 daily voluateers using
6300 unique TP addresses to facilitate 464,000 VPN
comnections ffom users worldwide, including 45.000
‘comnections and 9,000 vaique IP addresses from China
At the time VPN Gate maintined about 70% of volua-
teer VPN servers as ablocked by the GFW.

1. Introduction
Some conntries in the world have censorship firewalls
operated by their govemuments to probubit access to serv-
exs in foreign couatries. For instance, the Great Firewall
(GFW) of China blocks access to Twitter, Facebook. and
YouTube. Intemet users in countries subjeet to censor-
ship often use overseas public relay servers to bypass
censorship firewalls. Public proxies, VPN servers, and
‘Tor nodes [7] are popular examples of such relay servers.
Usualty, the TP addresses of relay servers are publically
available for user con ‘A censorship autherity
ean easily block: these relays. however, by adding the IP
‘addresses to it firewall blocking list. Moreover, the Chi-
nese authority, in particular, scans for unlisted Tor nodes
and blocks them awtomatically [19]. Tor relays currently
have no blocking resistance [12] against such scanning
activities

In this research, we have built a public VPN relay
server system with blocking resistance to censorship

firewalls such as the GFW. We call this system VPN Gate.
To achieve blocking resistance, VPN Gate wses fre-
quently changing IP addresses that are provided by vol-
wateers. The cenfral lst server, called the PN Gate List
Server, manages a list of the IP addresses of all active
VPN servers. We call his list the Server List. A user can
‘getonly part of the Server List and connect histher PC to
an active VPN server in the list. The user can then com-
‘amaicate with blocked Intemet servers thiough the ac-
tive VPN server. It is hard for a censorship authority o
block all fhe active VPN servers in VPN Gate.

Tt is important for anti-censorship systems to achieve
blocking resistance. We adopted two techniques for
blocking resistance: inocent IP mixing and collabora-
tive spy detection. In imocent IP mixing, we include a
‘wmber of IP addresses, which are uarelated o VPN
Gae, in the Server List. For instance, we include vitally
important servers (e . Windows Update servers). This
techniue forces a censorship authority to remove inno-
cent TP addresses from the Server List before adding ad-
dresses to the firewall blocking list. The second tech-
‘nique, collaborative spy detection, secks probing activi-
ties from censorship authority’s computers, called spies.
T this techaicue all the voluateer VPN servers workto-
gether to create a source IP address list of spies, called
the Spy List, and they ignore probing packets from spies.
‘betwee the IP addresses of active VPN servers and in-
‘mocent [P addresses or those of inactive VPN servers

The VPN Gate system comsists of instances of the
VEN Gate Server software, an optional application. the
VPN Gate Client software, and a central List Server. Vol
unteers can easily install and execute VPN Gate Server.
For instance, voluateers dou't bave to coufigure Network
Address Translation (NAT) boxes to open TCP/UDP

Users can connect o VPN Gate Server with a Se-
cure Sockets Layer (SSL)-VPN protocol by using VPN
Gate Client. Users can also connect to a VPN server with
the LITP/TPsec. OpenVPN, and MS-SSTP protocols by
using the built-in. OS-provided VPN clients on PCs and

As for the third piece of the systen, our re-
search group runs the VPN Gate List Server which ac-
cepts registration from volunteer servers, generates the
ServerList, and distributes it to wsers.

USENIX Association ith USEN)
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