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RPKI enforcement over time
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ROVEREHREZD 1 (AT&T/AS7018, by nano

AT&T/as7018 now drops invalid prefixes from peers

Jay Borkenhagen jayb at braeburn.org
Mon Feb 11 14:53:45 UTC 2019

» Previous message (by thread): BGP topological vs centralized route reflector
« Next message (by thread): AT&T/as7018 now drops invalid prefixes from peers
« Messages sorted by: [ date ] [ thread ] [ subject ] [_author ]

(
Y 2 AT&T/AS7018(ZPeer™ S M (RPKIFY(C)”invalid” IR iR ERILE %=
The AT&T/as7018 network is now dropping all RPKI-invalid route d rOp a_ 5 : C‘:. %tﬁ&) 7:_-_- J: o

announcements that we receive from our peers.

_

We continue to accept invalid route announcements from our customers,
at least for now. We are communicating with our customers whose 35 7— EE %b\ 5 O) ”'I nvall d %y EQ (3:2 ,fn L/ _C @E {g L/ -5 o 5 (/j- t\‘ ,%

invalid announcements we are propagating, informing them that these N
routes will be accepted by fewer and fewer networks over time. L'fé EE%- (‘_’_*E dUIAN 7:)\ S U _C T< A@E L,
Thanks to those of you who are publishing ROAs in the RPKI. We would

also like to encourage other networks to join us in taking this step \

to improve the quality of routing information in the Internet. . "
A2 =2y NL—F 4 20 DmEMRLEDIZHIC. HFAIRE
RAEB D,

Thanks!

Jay B.

nanog ML:
ttps://mailman.nanog.org/pipermail/nanog/2019-February/099501.html
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NTT GIN(AS2914)(33/25m 59 XN TADEBGP
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RPKI based BGP Origin Validation

On March 25th, 2020, NTT GIN will deploy BGP routing policies which reject RPKI
Invalid BGP route announcements on all AS 2914 EBGP sessions. This change will
positively impact the Internet routing system.

NTT GIN is committed to excellence in operating our global network and as such on
March 25, 2020 - NTT GIN will perform RPKI based BGP Origin Validation with invalid is
reject EBGP routing policies.

NTT Global IP NetworkZXTGHP &L D $#%:
https://www.gin.ntt.net/support-center/policies-procedures/routing-registry/
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IPv4 + IPv6 Prefixes above would be actuals, not
proposed max- prefix values.

AS1299 is matching RPKI validation state and reject
invalid prefixes from peers and customers. Our looking-
glass marks validation state for all prefixes. Please review
your registered ROAs to reduce number of invalid
prefixes.

All trouble tick sts or support related emails should
be sent to carrier iacompany.com.
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Latest updates

IE¥RAE

September 14, 2020 - HOPUS (AS44530) is now filtering all eBGP sessions using
RPKI ROV. (source)

September 2, 2020 - Netflix has deployed RPKI globally and is dropping invalids
prefixes. (source)

September 1, 2020 - Swisscom is fully dropping RPKI invalids since end of July.
(source)

August 26, 2020 - Google is currently deploying RPKI. The network operator signed
more than 90% of its prefixes.

August 7, 2020 - HKIX, an Internet Exchange in Hong Kong deployed RPKI validation
on all its member sessions and is now dropping RPKI invalids on their route servers.
(source)

July 24, 2020 - Telstra AS1221, Australia’s leading telecommunications and
technology company, now filters RPKI invalids. (source)

July 13, 2020 - Chilean Government Network (Red de Conectividad del Estado) at
AS17147 succesfully deployed RPKI filtering and drops invalid prefixes. (source)

July 6, 2020 — GR-IX, the Greek Internet Exchange, is now dropping RPKI invalids on
their route servers (source)

June 16, 2020 — Hurricane Electric AS6939, a major transit provider deployed RPKI
filters (source)

Status

Displaying 29 major operators
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signed + filtering
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filtering peers only
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STATUS  a
safe
safe
safe
safe
safe
safe
safe
safe
safe
partially safe
partially safe
partially safe
partially safe
partially safe

partially safe

ASN ?

1299
174
3257
2914
6939
13335
2906
14907
12876
6453
3491
4637
7018
15169
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SUCCESS
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BGP safely. It correctly drops invalid prefixes. Tweet this -

[v Details

fetch https://valid.rpki.cloudflare.com
+ correctly accepted valid prefixes

fetch https://invalid. rpki.cloudflare.com
v correctly rejected invalid prefixes

Cloudflare
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FAILURE

Your ISP [N does not implement BGP safely. It

should be using RPKI to protect the Internet from BGP hijacks.
Tweet this >

Iv Details

fetch https://valid.rpki.cloudflare.com
+ correctly accepted valid prefixes

fetch https://invalid. rpki.cloudflare.com
X incorrectly accepted invalid prefixes

Cloudflare
AS13335

https://valid.rpki.cloudflare.com
v.v.v.0/20
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BGP safely. It correctly drops invalid prefixes. Tweet this -
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|v Details

fetch https://valid.rpki.cloudflare.com
' correctly accepted valid prefixes

fetch https://invalid.rpki.cloudflare.com
v correctly rejected invalid prefixes
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Telia

NTT 2914
GTT 3257
TATA 6453
AT&T 7018
Liberty Global 6830
PCCW 3491
Deutsche Telekom 3320
Orange 5511

Sparkle 6762
Level3/CenturyLink 3356
Sprint 1239
Telefonica/Telxius 12956
Verizon 701
Zayo

Tier-1 ISP®Dlooking glass & eGSR

looking glass site

https://lg.telia.net/
https://www.gin.ntt.net/looking-glass/
telnet://route-server.ip.tiscali.net
http://lg.as6453.net/bin/Ig.cgi
telnet://route-server.ip.att.net
telnet://route-views.linx.routeviews.org
https://lookingglass.pccwglobal.com/
https://lookingglass.telekom.com/
telnet://route-server.opentransit.net/
https://gambadilegno.noc.seabone.net/lg/
http://lg.level3.net/
https://www.sprint.net/Ig/

hitp://tebdus lg.ainernet.com/ X BGPIRISHESRHLRE NN R TZSH EI =

https://enterprise.verizon.com/en-nl/why-verizon/looking-glass/

http://lg.zayo.com/Ig.cgi
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status
(2020/11/1085:5)
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safe (signed+filtering)
safe (signed+filtering)

partially safe (filtering peers only)
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partially safe (signed+filtering peers only)
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partially safe (filtering peers only)

unsafe (started)

unsafe (started)

unsafe (started)

unsafe (started)

unsafe

unsafe -
unsafe

unsafe
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