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¸ サイバー攻撃リアルタイム大規模観測・分析システム
¸ 国内外で30万の未使用IPアドレス“Ѝ˔ϼКАЕ”を観測
¸ 無差別型サイバー攻撃の大局的な傾向把握に有効
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Darknet
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https://www.facebook.com/shodan.io/photos/a.118600968220187/783819791698298/
https://www.facebook.com/rapid7/photos/a.461909134616/10157417012804617/
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LAN MAC
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Mirai ˢlogitecˣ Mirai ˢOthersˣ logitecгИ˔ϼUUID

• NICTER ṇ צּ אל 2017 11 Ṍ Ṍ
– ︡ ךּ ṕ 2020 8 ṌṖ

– ḲMirai IP ṕ Ṗ

– ḲMirai 52881/TCP HTTP ︡ḯUPnP Description

βUUIDṕUniversallyUniqueIdentifierṖ פּ
ṇ IP ּצ ︡ ︢

Mirai
שּ ︡ ךּ

IP
וֹ

Mirai

• 1 20~500

• 2021/1/1-9/30 פ9ּ
︡ ṇ 1,905

ṇ צּ
טּךּ ךּ

ṕ ︣ /︡ ךּ צּ Ṗ

פּ ṇ IP
צּ ︣ כֿ טּצּ
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52869/tcp宛パケット数の推移（ダークネット）
כֿ

ṇ
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Shodanṇ

2019 4 ḭ ︡ ṇ
2020 5 ṡ ךּ Ṣ לּךּ ṇ …
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ṇ ṇ
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β
ךּ טּ ︣



Network Incident analysis Center for Tactical Emergency Response

•

•

•

•

•

•

•

•
–

–

–

23



Network Incident analysis Center for Tactical Emergency Response

• NICTER ṇ ︡

– NOTICEṕ Ṗ

• Mirai ︡ ךּ

– ṇ

• Mirai ︡

• Mirai
︡ ךּ ṕ ṇ Ṗ
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:https://notice.go.jp/status
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https://twitter.com/nicter_jp
https://blog.nicter.jp/
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