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GNAP

GNAP (Grant Negotiation and Authorization Protocol) is an in-progress effort to develop a next-generation protocol
based on years of knowledge and experience with OAuth 2. This work is taking place in the GNAP working group at
the IETF. Questions, suggestions and protocol changes should be discussed on the mailing list or GitHub.

The latest version of the in-progress specification can be found at:

e GNAP Core Protocol
e GNAP Resource Servers

Read the design details and examples that motivated the original design at oauth.xyz. Early drafts of the spec were
called "XYZ", "TxAuth", and "Transactional Authorization".

This specification is very much in progress, and interested readers are encouraged to participate in its development
by joining the IETF Working Group or attending OAuth events.

See Also: OAuth 2.1, an officially adopted effort to consolidate and simplify the best practices of OAuth 2.0.
More resources

e XYZ: Interaction (Justin Richer)

e XYZ: Compatibility with OAuth 2.0 (Justin Richer)

e Adding Identity to XYZ (Aaron Parecki)

e Transactional Authorization - Identiverse 2019 (Justin Richer)
e GNAP, the next generation of OAuth (Dan Moore)
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- Grant Negotiation and Authorization Protocol (Draft.08)
- https://datatracker.ietf.org/doc/html/draft-ietf-gnap-core-
protocol

« Grant Negotiation and Authorization Protocol Resource
Server Connections (Draft.01)

e https://datatracker.ietf.org/doc/html/draft-ietf-gnap-resource-
servers



https://datatracker.ietf.org/doc/html/draft-ietf-gnap-core-protocol
https://datatracker.ietf.org/doc/html/draft-ietf-gnap-resource-servers
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Introduction

e This specification focuses on the portions of the delegation
process facing the client instance. In particular, this
specification defines interoperable methods for a client
instance to request, negotiate, and receive access to
information facilitated by the authorization server.

« The focus of this protocol is to provide interoperability
between the different parties acting in each role, and is
not to specify implementation details of each.
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+ + + indicates interaction between a human and computer

————— indicates interaction between two pieces of software

~ ~ ~ indicates a potential equivalence or out-of-band
communication between roles



Trust relationships
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Sequences

Fomm - + Fomm - +
| End-user | ~~~~ | Resource |
| | | Owner (RO) |
fomm - + Fomm - +
+ +
+ +
(A) (B)
+ +
+ +
e + + Fomm e
| Client | (1) + | Resource
| Instance| + | Server
1 | ” . I (RS)
| |--(2)->| Authorization | |
[ | |<-(3)--| Server | |
| | | (AS |
I [--(4)->] I I
I |<-(5)--1 I I
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I |--(9)->| I I
I |<-(18)-] I I
| | === (11)==-=m=mmm>
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tomm - + Fomm e + Fomm -

Legend

+ + + indicates a possible interaction with a human

————— indicates an interaction between protocol roles

~ ~ ~ indicates a potential equivalence or out-of-band
communication between roles
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OAuth 2.0(2.17) & GNAP
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OAuth 2.0& d3&E L

- Consent and authorization flexibility : 28X THLaR I BE 7 A
VRT3 VER

* Intent registration and inline negotiation: X:@nY 7 T X
N DB U7 AR D s

 Client instances : ClientID »*» key ~

- Expanded delegation : & V) iB&{fb s N7/=7 7 XEXK

 Cryptography-based security : Bearer Secreth o D it £

» Privacy and usable security : AS/RSD & 17 Bindh 5 D ERIN
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« [ETF GNAP WG
. https://tools.ietf.org/wg/gnap/
« Mailing List
. https://www.ietf.org/mailman/listinfo/txauth

« GitHub Repository
« https://github.com/ietf-wg-gnap/gnap-core-protocol
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