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*FAPI: Financial-grade API Security Profile

* A spec to use OAuth2.0 APls much safer
« NOT limited to “Financial” use-cases

*IDA: OpenID Connect for Identity Assurance

* A spec to transfer verified ID information using
OpenlD Connect

e Defines meta-data about ID proofing processes
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-APl: Financial-grade AP|

Security Profile
A spec to use OAuth2.0 APIs much safer
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OAuth2.0 is

« AP| Authorization Framework
« RFC6749 - The OAuth 2.0 Authorization Framework
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Issue in OAuth2.0

e “Framework”™ means there are many ways to use it

 Just requiring to use OAuth2.0 doesn’t mean it is safe for
high-risk transactions such as Bank transfer

- That is why FAP! is born
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APl s

« FAPI 1.0 Finalized in March 2021

« OAuth2.0 security profile (a set of configuration parameters)
for a use and authorization of APls

e [nitially proposed for financial use cases, but the scope
broadened

« Name changed to Financial-grade API

 Initially the spec included data models for Financial use cases
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FAPI 1.0 consists of

« Partl : Baseline
 Initially named “Read-only”
« Main purpose is to prevent data leakage

e Part?2 : Advanced
 Initially named “Read&Write”
« Main purpose is to prevent data tampering (message signing)

« The names were changed to Baseline/Advanced because R/0O
data can be more important than R/W, or vice versa.
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OAuthZ.0
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Must use PKCE (SHA256)
Must use nonce or state
Adv. must prevent request
tampering (JWS etc.)

J Adv. must protect auth codes
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Must send access token
on Authorization header
Adv. must use MTLS
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Certification is the key

« Complete spec can’t be of no use without complete
implementation

 OpenlD Foundation provides Certification Tests so that
implementers can check if implementation are aligned to the

spec
« Countries adopted FAPI for Open Banking (UK, AU, BR)
require banks to pass Certification Tests (BR requires RPs,

t00)

« Each country has slightly different specs, so OpenlD Foundation
develops and maintains Certification Tests for each.
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IDA: OpenlD Connect for
l[dentity Assurance

A spec to transfer verified ID information using
OpenlD Connect
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OpenlD Connect is

« An extension of OAuth2.0 for federated authentication
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R use OAuth2.0 for Authentication

« OAuth2.0 does NOT give a proof of the person’s identity
but just a right to use a specific AP

Fortuneteller My SNS profile

Authorize
(delegate)

My bank account balance

Unauthorized m
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'ssue in OpenlD Connect

« Can convey various personal info (name, birthdate, email,
etc.) but can’t tell how certain this info is

« The person’s SNS account says s/he is over 21 doesn’t mean
it is ok to sell Beer to that person

- That is why IDA is born
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DA is

« An Extension of OpenlD Connect to federate
proofed/verified ID information

e Currently at 3rd Implementer’s Draft status

« Can add Metadata to OpenID Connect-supported claims
about “who.,” “how,” “when” and “based on what” the claims
are verified.
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OIDC tlow and the parts IDA extends

Browser RP(Client) OP(IDP)

L [ Authentication / Authorization } >

| Authentication Response ]——

v

4[ Token Request ]—>

< Token Response |——

—[ Userinfo Request ]—>

Userinfo Response |——

extended "claims”

parameter

extended

“id token”

responses

“UserInfto”
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"claims": {
"userinfo": {
"verified_claims": [

{

"verification": { Ez:‘a)zgl_lyif‘:
"trust_framework": { EO‘ ( EEE,%{%%
- value": "ja_aml" %E?ﬁ

"evidence": [
{
Iltypell: {
"value": "document"

AohDoXE%Z
}, ] EEE’)]‘& L TEEEI‘.\
"claims": { T% < t

""given_name":

"family_name":
"birthdate":
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"verified_claims": {

"verification": {
“"trust_framework": "ja_aml",
“"time": "2021-11-23T00:30Z", R —_ - =
"evidence": [ ﬁiﬁﬁﬁ E.EE %
{ AEEfE LT
"type": "document", 3 =
) > =
"methOd": “pipp“' iTETﬁEWC\
"document_details": {
"type": "jp_drivers_license",
"date_of_issuance": "2020-11-23",
"date_of_expiry": "2025-11-22"

]

}!

Helaims" o o
"given_name": "[EE",

“"family_name": "XEHEB", ZFAE%@%&@
"birthdate": "1986-06-01" @All\%#ﬁ




Sample Request and Response

Request

"claims": {
"userinfo": {
"verified_claims": [
{
"verification": { RequeSt ID

"trust_framework": { info based on
"value": "ja_aml"

;, Japanese AML

"evidence": [
{
"type": {
"value": "document"

}
ID should be
5 ] proofed based
"claims": { on a document

""given_name":
"family_name":
"birthdate":

Needs names
and birthdate

Response

"verified_claims": {

"verification": {
“"trust_framework": "ja_aml",

"time": "2021-11-23T00:30Z", Facs-:- _tO f_ace
"evidence": [ verification
i with Drivers

"type": "document", .
"method": "pipp", License
"document_details": {
"type": "jp_drivers_license",
"date_of_issuance": "2020-11-23",
"date_of_expiry": "2025-11-22"

]

}!

Helaims" o o
"given_name": "@E[&E",

“"family_name": " XEB", \lfarififa(j I[)
"birthdate": "1986-06-01" information
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*FAPI: Financial-grade API Security Profile

* A spec to use OAuth2.0 APls much safer
« NOT limited to “Financial” use-cases

*IDA: OpenID Connect for Identity Assurance

* A spec to transfer verified ID information using
OpenlD Connect

e Defines meta-data about ID proofing processes
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F /-0 %% 4X / also known as "save for later”
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FAPI is used for

« OAuth2.0 is very flexible, which makes it vulnerable for misconfigurations

« FAPI standardized the set of OAuth2.0 parameters when exchanging valuable
information over less-controlled environments such as over Internet.

d"‘ OpenID

APIs that is exposed to Medium to high risk.

High
Financial-grade Target Area of
API Security — FAPI
Advanced y
§ Financial-grade
g E'géircc;llﬁts e API Security
@ — Baseline
b Factory
9 application
3 E.g., Social
sharing
Low

High Environment control level Low

No need to satisfy all the security requirements by OAuth

© 2021 by Nat Sakimura. CC-BY-SA.
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Sneak peak of FAP| 1.0: Baseline

 Minimum bits for encryption algorithms
« =2048bit for RSA, =160bit forEC

« Must use PKCE(S256), must use https for redirect-uri
« Thus, AppLinks or UniversallLinks is required for Native Apps

« Must use Discovery (Otherwise, clients may be directed to a fake
endpoints via phising attacks)

e Confidential Clients need to use client-authentication with no
shared-secret over the network (e.g. private_key jwt)

« Must have nonce (openid) or state
 Must put access-token in Authorization header in resource access
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Sneak peak of FAPI 1.0 : Advanced

e In addition to Baseline (some exceptions) :
« No Public Clients (Browsers or Apps)

« Must use JWS-signed request object or request_uri
* to prevent tampering request parameters
 Must use client-authentication with client-certificates, and

must bind access token to client so that a stolen token can
be used by others

» Prevent code/state from tampering using id_token or JARM
e If using id_token, include c_hash/s_hash (FAPI1 defines “s_hash”)
 JARM is a spec to JWT-ize entire authorization response
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Movement towards FAPI| 7

« Simpler

 More interoperability

e Less optionality
« Require Pushed Authorization Request (PAR: RFC9126)

« New use cases
 Grant Management
e Rich Authorization Request
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IDA: Further Extensions

» Selective Abort/Omit

e Set conditions to receive results, such as “do not return unless the claims
is verified based on Japanese AML law”

e Useful for business models to receive fees

e Claims Transformation

« Return conditional results as True/False, not the claims itself, such as
“over 20 or not” or “lives in Tokyo or Chiba prefecture”

« Under efforts to create new spec “Advanced Syntax for Claims”
e« Can be used for sole OIDC extension, but much more useful with [DA.



