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JPRS

B ANH—/\DHEEE

DNSH—/\
— Primary®VPS T, Secondaryx 7L v DEDRT

« Ty I TIE, BEEIPVAT FLRAWLZE
— 2011FE A MBDNSSECE A F (2009F ZAIZDLViETDY)
A—)LHY—s\
— MTA (sendmail)
— POP3 (dovecot, localhost® #bind, R H Hssh portforward THEE)
WebH—/\ (Let's EncryptDIEBAEZEF5571=8)
CVSYRI K (home O—&R)
cronTHE H7E T —XUNE
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H—/\EETEIZDULVT (— %)

« DNSEHE

JPRS

— B —/\DODNSSECHO R TEIIFEE, EBALT. DSHFL U ANIIZEEXT HT=I1T

— LY —E R Y )JL/INTOHODNSSECHEEE

« unboundlL N T. auto-trust-anchor-filexigE 3 5=+
e WebH—/\: WEEZFIETLSIHEELELVHONTLVS

— BERIETIEY—/\GIRRZE LB/ #=o7-

—- BAANDIGEEIETEEMNTTIC Let's Encrypt TH—/\FIBHEZAF
— TrustDESENFECEZ T, T oERTENIE+ S

o« A—)LH—/\

— SPF ( TXT "v=spf1 ip4:... ip6:... -all” ) HMEEWNTHL
— ZLD A= )L —/\AMSTARTTLSIZR G LTz (Z(THEZ I —/\FERAEN VB E)

o EBEEHLELWWVY—/\SEBAENNEM?
— GmailllZEBEA—ILFIE SN D KO oT =
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SEBAZEDERTE (A—ILHY—/)

o MXA—)LHY—/NZEEHLOTRY H—N\EZRLICL. Y—/\GiIRAZEZHRE
— A= LY —N\Z LR LCWeb—N\ZHE
— Let's EncryptCWebY—/\BIZH—/\FEBAZEZE T
— dehydrated Tl& /usr/local/etc/dehydrated/certs/k A >4/ IZEEBAZE D71 )L

» FreeBSD TI& ca_root_nss package L3\ 52 & T,
/usr/local/share/certs/ca-root-nss.crt [ZCAY X AVEN

- /etc/mail/sendmail.mc [ZLLTFZ3EH0 (postfix, eximTHTESIEY)
— define("CERT_DIR', ‘/usr/local/etc/dehydrated/certs/k A1 > 4" dnl

— define("confSERVER_CERT', 'CERT_DIR/cert.pem’)dnl H—/\ifBHZE
— define( confSERVER_KEY', CERT_DIR/privkey.pem’)dnl TR B
— define('confCLIENT CERT', CERT_DIR/cert.pem’)dnl H—/\EBHE
— define( confCLIENT _KEY', CERT_DIR/privkey.pem’)dnl TR B2

— define("confCACERT', /usr/local/share/certs/ca-root-nss.crt’)dnl JL—FCAU Xk
— define( confCACERT _PATH', /usr/local/share/certs/")dnl
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A— LY —/\DENMEHERR (U —/\FLEAE)

 telnet g.pyon.org 25

220 g.pyon.org ESMTP Sendmail 8.16.1/8.16.1; Fri, 29 Oct 2021 15:17:01 +0900
(JST)

250-8BITMIME

250-STARTTLS

250 HELP

« openssl s _client -starttls smtp -host g.pyon.org -port 25
Certificate chain

0 s:CN = g.pyon.org

i:C = US, O = Let's Encrypt, CN = R3 Let's Encrypth o FEITSNT-EEBHE
B
EHLO local
250-g.pyon.org Hello g.pyon.org, pleased to meet you
250-8BITMIME

250 HELP
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GmaillZA—)LZ1E>TH B

* echo "test" | Mall -s "arrive ?" fujiwara3x@gmail.com
o #EER. GmaillTHEREA—)LEFITE SNTEM>T= — DownloadL TReceivedf#zE
ARC-Authentication-Results: i=1; mx.google.com;

spf=pass (google.com: domain of fujiwara@g.pyon.org designates
2001:e42:102:1804:160:16:204:207 as permitted sender)

smtp.mailfrom=fujiwara@g.pyon.org;
dmarc=pass (p=NONE sp=NONE dis=NONE) header.from=pyon.org

Received: from g.pyon.org (g.pyon.org. [2001:€42:102:1804:160:16:204:207])

by mx.google.com with ESMTPS id
g12si2475570pjv.168.2021.10.28.23.48.57

for <fujiwara3x@gmail.com>

(version=TLS1 3 cipher=TLS AES 256 GCM_SHA384 bits=256/256);
Thu, 28 Oct 2021 23:48:58 -0700 (PDT)

» ReceivedNy4 &Y, GmailDH—/\IZTLSTA—ILEEETETLS
— ARC-Authtntication-Results~y4& &) | spf=pass, dmarc=pass LR T=5

Copyright © 2021 Japan Registry Services Co., Ltd. 8



jPRS
Gmailh b D A—JLEFER
» GmailTReplyL T#H 7=

— Recelved: from mail-il1-x12f.google.com (mail-il1-
x12f.google.com [IPv6:2607:f800:4864:20:0:0:0:12f]) by
g.pyon.org (8.16.1/8.16.1) with ESMTPS id 19U8Pumv034746
(using TLSv1.3 with cipher TLS _AES 256 GCM_ SHA384 (256
bits) verified OK) for <fujiwara@g.pyon.org>; Sat, 30 Oct 2021
17:26:02 +0900 (JST)

— #E 8 sendmail AAGmaild) Y —/\ESFBAZZREFTETLVS
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JPRS
A—)LIZBET A FM: A—IL TETLSYAZEIC

RFC 6698 The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA, 2012/8

— DNSSECIZTLSHY—/\iEBAEZ AN DL H

— DNSSECTSsron iz, AICBEERIAZEZTE L. CALLLENEN D EiRHY

— BREELTIE A BXFH IR IGT DEERAE THACE(IZNZETRT

RFC 7672 SMTP Security via Opportunistic DNS-Based Authentication of
Name Entities (DANE) Transport Layer Security (TLS), 2015/10

— SMTP STARTTLSDH—/\iEEAE#DNSSECT oIz AU & ZE ST A

RFC 8461 SMTP MTA Strict Transport Security (MTA-STS), 2018/9

= ifé_i_b_;‘slfx»ry% D A— LY —/NDTLS(STARTTLS) TLAA— L EZTEIS AN
7N
« _mta-sts.example.com. IN TXT "v=STSv1; id=20160831085700Z;"

RFC 8689 SMTP Require TLS Option, 2019/11
— EHLOD G ZIZREQUIRETLS:ENN. MAIL FROMIZHREQUIRETLS:E N
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JPRS

A—)LICEET S &M (2)

« USEFFAMTA-STS(RFC 8461)ZEHLLELS5ELTLNVSLL

LY

« ZhIZxtL. DANE SMTP (RFC 7672)iRH\[EIRE s $gHEL

TLadinLly

— MTA-STSIZWebPKI®D Trust modelZ#{FE A3 AH . WebPKIIZ(E
USIBUFIZET 9 ARIBEE D HAERIZE>TEZEINTLVACA

WIS 3

— TLSTIEHEWA—=)JLIZOA—ILINY I T SR EEME D B S

t-i:—)b:b -lj-_/ \nIEEﬂ_

A {FH>TA— LY —/\EIDSMTP%

STARTTLSTTLSIZF AZ¢IZREL
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WebHY—/\TOTLSARRDEZH

e 443. tcp.k AL 4 IN TLSA CertUsage Selector MatchingType
Certificate

— CertUsage 0..CASFBRZE, 1. —/\SFBAZ(F %% CAF1T), 2..trust anchor
DFEAE, 3. —/\fIBAZ(B2EA THLWLWY)
— Selector O..FullCertificate, 1..SubjectPublicKeyinfo
— MatchingType O.:EBAZEZMDH®M 1..SHA256 hash, 2..SHA512 hash
- EYRS
— openssl x509 -inform PEM -outform DER -in EBHE.pem | sha256 A E.

— {51: openssl x509 -inform PEM -outform DER -in
/usr/local/etc/dehydrated/certs/g.pyon.org/cert.pem | sha256

d3829e7c648f0f447df37486ad371219e985dd2dh9c5a5768555e2461d6¢c51c6
— 443, tcp. KA A INTLSA30 1 /Ay ald

- BE2E&AN LN —/\GEBAZE D, Full Certificate SHA256/ v 1
— DNSSECWZE

Copyright © 2021 Japan Registry Services Co., Ltd.
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A—J)LH—/\TOTLSARRDEZH

e 25. tcp.F AL 44 IN TLSA CertUsage Selector MatchingType
Certificate

— CertUsage 0..CASFEAE, 1. —/\SIBHZ (B %% CAZIT), 2..trust ancho®
REAAE, 3. —/\GEBAE(HCEE & THLWWY)
— Selector O..FullCertificate, 1..SubjectPublicKeyinfo
— MatchingType O.:EBAZEZMDH®M 1..SHA256 hash 2..SHA512 hash
. fEYF
— Openssl x509 —inform PEM —outform DER —in ZEBAZ.pem | sha256 =&

— {51: openssl x509 —inform PEM —outform DER —in
/usr/local/etc/dehydrated/certs/g.pyon.org/cert.pem | sha256

D3829e7c648f0f447df37486ad371219e985dd2dbh9c5a5768555e2461d6¢c51c6
— 25. tcp.KAALU & INTLSA301 /\wiafl

- BEEAMNLLNGUWY—/\GEBRZ 0. Full Certificate D SHA256/\v 1
— DNSSECw\ 2B
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TLSA RRD R EHEER

» Shumon Huque SADFTvIH A rEFEHE TL V=<
 https://www.hugue.com/bin/danecheck

o FAMVRER—LEE. 7IUr—23>0 &% L3N T Check
— fl: ;RAR%, R—hEFEF443, Application NONE (https)
— f5ll: RR4, R—FFES 25, Application SMTP

ad | ad |
sl 21o
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JPRS
H—/\EFBAE+TLSAR F D E

« —RA—YNTSIVHTHSE
— https:// T. Let's EncryptlZRITSNT-FIBAE TV VLA TES
« DNSSEC/DANE, DANE SMTPkREMDA(E

— _443._tep.F AL A TLSAZTHREL . hitpsD P —/\GEAZ & — T
HETHERR
— 25. tcp.k A% TLSAZHRZEL ., STARTTLSTO Y —/\GEEAE L
— T B EFHER
o TEDA—I)LY—/N, MTA-STS / REQUIRETLS jkR&EDAE(E

— CAIZEITINT=HY—/\SIBAZEZE k9 5%, Let's Encrypt/THFITS
NT-EEBAZEZEMTAIZIEEL TLNVS D TRIE T EE
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REBAE D E BB F

« Let's Encrypt®iEBAZ B 3NEAEO0RE D T, EHIEFHHAE

e  LITD&S5%Shell Script TR F E

#!/bin/sh

CERTGIZEEBAZ1, CERTPIZEEBAZ 20/ SR ZE LN THL

TLSAFILE, TLSAFILEprev, TLSAFILEnewIZ TLSARRZEZELTI7MILEZELNTHL

if /usr/local/bin/dehydrated -c ; then exit O; fi # dehydrated TIEBAZE D EBE#H, TIE A o=l LAY
mv $TLSAFILEnew $TLSAFILEprev # —DRIMDTLSAZEZL THL

HASHG="openss| x509 -inform PEM -outform DER -in $CERTG | sha256" # sEBAZED/\Yy 1 {EDETE
HASHP="openss| x509 -inform PEM -outform DER -in $CERTP | sha256° # iEBAZED/\v 1 {EDFE

(echo “ 443. tcp.g.pyon.org. $TTLIN TLSA 3 0 1 SHASHG”;echo “_25. tcp.g.pyon.org. STTLIN TLSA3 0
1 $SHASHG”;echo “_443. tcp.pyon.org. $TTLIN TLSA 3 0 1 $HASHP”) > $TLSAFILEnew # TLSA RR{ERK

cat STLSAFILEprev $TLSAFILEnew | sort | uniq > $TLSAFILE  # HIBTLSARRZFEENHT=-T7AILE1ERKL
letc/nsd/dnsseczonetool sign pyon.org # TLSAFILEZincluded %Y —2J74)L%ZE%4L T, reload
{usr/local/etc/rc.d/apache24 restart; /etc/rc.d/sendmail restart # apache,sendmail & it &

exit O
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» IREIRELTIE,

— Trust MFFMAIYIL.
l:%—)b’éa’:ﬁﬂb’(%%ié_tb\e

FEH

JPRS

EBEDT T THITAhttpsURLA>, Gmailtg &

— FEHLIEIBAE = (Let's Encryptb &) L&
CAIZEITINT-FIHE

s BHDOEZADADNAMN, EDIRBDEZRENSTEDIRITAZ

EEEBERDHETT T HILY

— DT YTIE

SN T=CAIZREITSNT=Y

I EZTHD

DI ZIHMEFELTLSD

Y —/\GEBAE %R

— TLSARRZ1ERLTHL | EHiEFHFZENT IZ
— WebH—/\EA— )L —/\(MTA+POP/IMAP) CldH—/\SEBAE W78
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