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Juniper Apstra”

Web UI/X#E NWIBE

RIVFA>F =5

BR— MEBIDFESE

S1E>AEH

https://www.juniper.net/jp/ja/products/network-automation/apstra/apstra-system.html
[P I L T PR [
1;; 0 ¥ 0 0
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Open Source

AE—IVARG—b

ANSIBLE Linux like & config

SHOMEYIEFCES [ Self-support ]
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Clos Network [CEERHUTWA3ER/\— RO 1T 7 & Network OS

o LPABiE
- Broadcom chip #&&@d Whitebox switch + Cumulus Linux

Broadcom chip®HR— METERR

[ Mellanox (=i nvibiazF) = Cumulus Networks YR (2020) ]

https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-44/Whats-New/#unsupported-platforms

=

.
Broadcom chip #&&d Whitebox switch + Cumulus Linux
Mellanox chip #&&d Whitebox switch + Cumulus Linux
BETERXDLDICTIERLTLD
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Clos Network 182

Network OS Setup Flow

N\ 4 N\ 4 N\

Network OS Auto
Installed Provisioned

. J . J

oS
Whitebox SW Pre-config
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Zero Touch Provisioning - Clos Network 183

ONIE

Install OS

Whitebox SW l

ONIE (0pen Networking Install Environment)  httos//www.opencompute.org/projects/onie
Network OS %Z Whitebox SW(C1 > X b—JLWYW—)L

- DHCP/USB drive &H5 Installer R U T
Installer #B&DI725 B8 T 0S 1> XA M—ILT S 0S Image

DHCP,

Installer URL
7 2J—TI(&
DHCP/Webt —/\Z#HAHE1D 1T OS Install

. EEDONRIHZA W FRIEDESD Installer URL %1 ””%mr m“m”
WD Tk
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Zero Touch Provisioning - Clos Network ##3&

DHCP Option 60 - Vendor class identifier

DHCPOSA 7> MY, BHHMIERONDHCPH —/\ITIEX D AT 3>
onie_vendor:[ARCH]-[VENDOR_MACHINE]-r[REVISION]

ONIE3tiE

ONIE:/ # onie-sysinfo = DHCP Discover

—
x86_64-dellemc_z9264f_c3538-r0 [IYINTONIeawEY
BHAODXA v FhiaEH Installer URL
ONIE console B'5EANDZEMTES for Vendor A DHCP Server

Option: (61) Client identifier DHCP Di
. iscover
ardware type: Ethernet (0x01)
Client MAC address: 18:5a:58: NN
Option: (57) Maximum DHCP Message Size
Option: (55) Parameter Request List
v Option: (60) Vendor class identifier

Ipnr_ﬁ‘hz 41
Vendor class identifier: onie_vendor:x86_64-dellemc_z9200_c3538-r0

https://opencomputeproject.github.io/onie/design-spec/discovery.html
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Vendor-class-identifier @ &5l

class "mellanox-switch" {
match if (substring(option vendor-class-identifier, @, 23) = "onie_vendor:x86_64-mlnx");
option default-url = "http://192.0.2.1/images/onie-installer-x86_64-mlnx.bin";

} OS Image URL

dhcpd.conf

class "dell-switch" {
match if (substring(option vendor-class-identifier, @, 26) = "onie_vendor:x86_64-dellemc");
option default-url = "http://192.0.2.1/images/onie-installer-x86_64-bcm.bin";

{
"Dhcpd": {
"client-classes": [

{

"name": "dell-switch",
"test": "substring(option[60].hex,0,26) == 'onie_vendor:x86_64-dellemc'",
"option-data": [
kea-dhcp4.conf {
"name": "default-url",
"data": "http://192.0.2.1/images/onie-installer-x86_64-bcm.bin*
}

AAB=ST7AIL&EF
ONIE DanfRA(CHRED

YAaHOO! ©2021 Yahoo Japan Corporation All rights reserved. 13
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OS image (X onie-installer**** 7+ —< v FTHRRA FT 5

Default File Name Search Order

In a number of the following methods, ONIE searches for default file names in a specific order. All the
methods use the same default file names and search order, which are described in this section.

The default installer file names are searched for in the following order:

onie-installer-<arch>-<vendor> <machine>-r<machine revision>
onie-installer-<arch>-<vendor> <machine>-r<machine revision>.bin *
onie-installer-<arch>-<vendor> <machine>
onie-installer-<arch>-<vendor> <machine>.bin *
onie-installer-<vendor>_<machine>
onie-installer-<vendor> <machine>.bin *

onie-installer-<cpu_arch>-<switch_silicon_vendor>

1s
2.
3
4.
9t
6.
oo
8.

onie-installer-<cpu arch>-<switch silicon vendor>.bin *| onie-installer-x86_64-mlnx.bin

0

onie-installer-<arch>
*

—_—
e

onie-installer-<arch>.bin

—_
—_

. onie-installer

. onie-installer.bin *

oy
N

https://opencomputeproject.github.io/onie/design-spec/discovery.html
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Cumulus ZTP - Clos Network 18

Network OS Setup Flow

~\

r

Whitebox SW

\

~\

Network OS

Installed

r

Provisioned

J

\

Auto

~\

r

J

(o)

Pre-config
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Cumulus ZTP - Clos Network 18

Cumulus Zero Touch Provisioning

Cumulus Linux ¥lLE&EiE. ZTP Ot 1EZ I E5 ERD
DHCP/USB Drive/Local Drive DX J T & RmHAA TEEDRTE X 1T DOHEEE

Perl

B M DHCP option &> T
Python ScriptDiZrf & DHCPHY —/) \h 5 X1 v FIAZR D

Ruby
Shell
Auto Provisioning TIIWEBRIEKR (SSH TEDIRREFT) s¥EIT D

https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-44/Installation-Management/Zero-Touch-Provisioning-ZTP/
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Cumulus ZTP - Clos Network 183

DHCP Option 239

ZTP script URL & Cumulus (CE I /z&(C. Cumulus Linux H'¥8FE 92 DHCP OptionES
DHCPH —/)\h\5DIEE(C Option 239 i'H3%4E. I8E SN/ URL NS ZTP script #45> 00— RUTHEIT

q q -4 Option 239 =
option cumulus-provision-url code 239 = text;

option cumulus-provision-url = "http://192.0.2.1/config/cumulus/boot";

dhcpd.conf

( Option 239 TIEY URLZE v k
"Dhcpd": {
"option-def": [
{
"name": "cumulus-provision-url",
"code": 239,
"type": "string"
kea-dhcp4.conf }
1,
"option-data": [
{
"name": "cumulus-provision-url",
"data": "http://192.0.2.1/config/cumulus/boot"
}
1
3
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ZTP Script

Mgmt IP % Static (CIE&IAHTZLN

+TAIPAM & & U T IP/Hostname UX&
PIEBRY (C script ZMOH 9 TX

Cumulus Linux

Cumulus ZTP process

Get request

#!/bin/bash -e config/cumulus/boot

function error() {
echo -e "ERROR: something occured $BASH_COMMAND at line $BASH_LINENO." >&2
exit 1

}

# Log all output from this script
exec >> /var/log/autoprovision 2>&1
date "+%FT%T ztp starting script $0"

trap error ERR

# Pick up serial
ID=$(sudo decode-syseeprom | grep Serial | awk '{print $53}')

curl -sL "http://192.0.2.1/config/cumulus/init?serial=$ID" | bash

# CUMULUS-AUTOPROVISIONING
exit 0

S/N: XXXXXX
Hostname: leaf-1

ZTP script

J7J7)LNo.

Mgmt IP: x.x.y.z/24

=1J77)No.

ZTP script

Config script

IP/Hostname

©2021 Yahoo Japan Corporation All rights reserved.



Cumulus ZTP - Clos Network 185 .
#!/bin/bash -e config/cumulus/boot

ZTP SC ri pt function error() {

echo -e "ERROR: something occured $BASH_COMMAND at line $BASH_LINENO." >&2
exit 1

}
_— En.l'_._' = A\ . .
S/N ZF—(C UCERIER script ZZ MU U iirme sttt a8
date "+%FT%T ztp starting script $0"

FHEAO2 1 > B d Credential ©i%E trap error ERR

# Pick up serial
ID=$(sudo decode-syseeprom | grep Serial | awk '{print $5}')

SSH login ready

curl -sL "http://192.0.2.1/config/cumulus/init?serial=$ID" | bash

# CUMULUS-AUTOPROVISIONING
exit 0

#!/bin/bash config/cumulus/init

pHcpj IP/Hostnhame

Cumulus Linux # Wait

. last_code=1
m while [ "1" == "$last_code" 1; do
net show interface &> /dev/null
last_code=$?

Cumulus ZTP process Get request e

# Set management IP

net add vrf mgmt

net add interface etho ip address {{mgmtip}}/{{network_cidr}}
net add interface etho ip gateway {{gateway}}

ZTP script

net add hostname {{hostname}}
ZTP script net commit

# Fix login secret
echo 'cumulus: $6$XXXXXXXXXXXXXXXXXX' | chpasswd -e

©2021 Yahoo Japan Corporation All rights reserved.




Ansible - Clos Network 1&g

C & C Zero Touch, ZCh'5 Ansible

~\

r

Whitebox SW

\

~\

Network OS

Installed

r

Provisioned

J

\

Auto

~\

J

m—

Pre-config

J

|

Zero Touch
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Ansible - Clos Network 1&g

Ansible Z{#> = Network %7E

Cumulus Linux
BEARNIC T 71)LDIE—/Jinja2 tempate (CL>AF U TUIERE D 7 1)L ZERIX
s TEEHTE JOEX restart OR reload
FENTDIRA> b

. FTANBZZEHZVR<TS

. T — hOEEEDIRKTD, TEDRDMEWVET

. AAITBETEDT>TL— MUV (AITETEDILSICHAIESIRLY)
If XWX DEAFTULICLKLY
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77— Clos Network kRO
IPv4 Only BGP Unnumbered

_é Exit

AS: 65400

= =m = =w Spine

AS: 65100

AS: 65001 AS: 65002 AS: 65003 AS: 65004
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Leaf XA Y FOD GECHERTGER

Fabric
1. IPv4 Loopback — IPAM
P e ey

2. ASN — Loopback IP 53X U N THRK BEPUnnumbered
. 4-Byte Private-AS 4200000000-4294967294
. Shared IP, 7ZL\/zL) 42000001E

3. Vlan interface IPv4 (Leaf-1 ddr) —» IPAM
«  D—)\OPEREICESLTE L2 i E

4. Management IP/Gateway — IPAM

devices:

leaf-1: leaf-1: BGP Unnumbered
profile: leaf_vendorl profile: leaf_vendorl
interfaces: interfaces:
etho: etho:
ipva: {{ ip }}/{{ subnet }} ipv4: 192.0.2.100/24
gateway: {{ gateway }} . gateway: 192.0.2.254
: o:
ipva: {{ loopback }}/32 ipv4: 100.64.0.0/32
vlan: vlan:

ipv4: {{ vlan_ip }}/{{ vlan_subnet }} ipv4: 198.51.100.1/28

lo

©2021 Yahoo Japan Corporation All rights reserved.
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Ansible Playbook dDi#i&

hosts ®

group_vars/e

Inventory ]

roles/
init.yml
deploy.yml

utils/

SEEEDES SR / ]

group_vars
—— common.yml

profiles.yml*
private.yml \

XAE(L all.yml IcE< OOHBIER

2TORA Y FCTESHHBEDZEH
syslog/ntp DEIE:

BAYFBODZEL
IP address
profile

. Clos Network HA¥R9 2 Prefix 5#R
— devices. yml .//[ Fabric/Spine/ExitEBMD ASES ]
— networks.ymle

profiles:

devices:
leaf-1:
profile: leaf_52port_switch
interfaces:
ethe:
ipv4: 192.0.2.100/24
gateway: 192.0.2.254
lo:
ipv4: 100.64.0.0/32
vlan:
ipv4: 198.51.100.1/28

leaf_52port_switch:
template: leaf

interfaces:

P THRECETRVER

Ansible-vault TH&=AE [
Login credential

RIRDERDRAA Y FIC
1D®D template THIEHT DIk

leaf_32port_switch:

template: leaf

License key
snmp

interfaces:

uplinks: [ 1
J downlinks: [1,48]

uplinks: [ 1
downlinks: [1,30]

©2021 Yahoo Japan Corporation All rights reserved.
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Ansible Playbook Di8i&

hosts

group_vars/

roles/ KED task ZNFEI DD
roles

init.yml
deploy.yml

utils/

roles

config apt

config common
config exporter
config dhcprelay
config frr

config interfaces
config ptm

config restserver
install license

©2021 Yahoo Japan Corporation All rights reserved.

tasks
L— main.yml

Role DHTEITI S task

handlers
L— main.yml

¥ED task & trigger [CUTERITENS

files
L— ntp.conf

D 7 1 LDESIEFR

templates
L— hogehoge.j2

Jinja2 template DEZEFR

defaults
L— main.yml

EHDT I A ) MERER
% Role O task RTFcBRENSD




Ansible - Clos Network 18

Ansible Playbook Di8i&

roles
— config apt

- name: Initial setup —— config common
hOStS hosts: cumulus I .F'g_ t
nosts: config_exporter

- install_license — config dhcprelay
group_vars/ e contig_frr
config _ptm config interfaces
config_exporter config ptm

r‘Ole S/ config_restserver .
config_interfaces conflg_r‘estser‘ver‘

config_dhcprelay install_license

- config_frr —
vars_files:

- "{{ inventory_dir }}/group_vars/private.yml"

- "{{ inventory_dir }}/group_vars/devices.yml"
. . - " inventory dir }}/group vars/common.yml”
lnlt . yml - H inventorz:dir‘ %%/gr‘ou;ﬁ:vars/pr‘ofile)s/.yml”

- " in_ventor‘y di_r‘ }}/gr‘ogp vars/networks.yml"
vars:

d e p l Oy . ym l - init_playbook: this_is_just_flag

utils/ [ #IEREER playbook ] O Playbook Z={TT 3L SR IFEEINZEH

©2021 Yahoo Japan Corporation All rights reserved.
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Ansible Playbook Di8i&

hosts

roles

config apt
config common
config exporter

group_vars/

roles/

- name: Deploy - conf}g_dhcprelay
hosts: cumulus config frr

roles: config_interfaces
- config_interfaces -

- config_dhcprelay config_ptm

- config_frr config restserver
vars_files: . T o9

- "{{ inventory_dir }}/group_vars/private.yml" 1nsta11_11cense

- "{{ inventory dir }}/group_vars/devices.yml"
- "{{ inventory_dir }}/group_vars/common.yml”
- "{{ inventory dir }}/group_vars/profiles.yml”
- "{{ inventory dir }}/group_vars/networks.yml"

init.yml

deploy.yml &——

utils/

[ B— 24> (cfE> Playbook ]

|

rSJ1wvOEEEETICE Playbook
- FRR (& reload TREZEHITD
(BGP Peer h\'tI#iEn3 restart (EUARW)
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Ansible Playbook Di8i&

hosts

group_vars/

roles/ KED task ZNFEI DD

roles

defaults
L— main.yml

tasks
L— main.yml

init.yml
deploy.yml

utils/

roles

config apt

config common
config exporter
config dhcprelay
config frr

config interfaces
config ptm

config restserver
install license

templates
leaf_frr.conf.j2

t:: fabric_frr.conf.j2

t:: spine_frr.conf.j2
exit_frr.conf.j2

1&EIE(C template ZHR

©2021 Yahoo Japan Corporation All rights reserved.

handlers/
L— main.yml
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FRRouting M EXJE - task

- name: generate AS number (leaf)

shell: asncalc "{{ devices[inventory hostname].interfaces.lo.ipv4.split('/")[0] }}"

IPHSASESZEMT D CLIOVY > RzEkF

Ex:
$ asncalc 100.64.0.0 - 4200000000

delegate_to: localhost
register: asncalc
when: profiles[device_profile].template in ["leaf”]
tags:
- local

set_fact:

asnum: "{{ asncalc.stdout }}"
when: profiles[device_profile].template in ["leaf"]
tags:

- local

name: Configure frr daemons
become: yes
copy:
src: "daemons.j2"
dest: /etc/frr/daemons
owner: frr
group: frr
mode: u=rw,g=r,o=
notify:
- Enable and start frr.service

profiles:
leaf_52port_switch:
template:
interfaces:
uplinks: [49,52]
downlinks: [1,48]
leaf_32port_switch:
template:
interfaces:
uplinks: [31,32]
downlinks: [1,30]

$ asncalc 100.64.0.1 - 4200000001

config_frr role DR TER L= FEE

defaults/main.yml |

device_profile: "{{ devices[inventory hostname].profile }}"

- name: Configure /etc/frr/frr.conf
become: yes
template:
src: "{{ profiles[device_profile].template }} frr.conf.j2"
dest: /etc/trr/trr.cont
owner: frr
group: frr
mode: u=rw,g=r,o=
notify:
- Enable and start frr.service
- Reload frr.service

#NHRERTER Playbook ZEIH\T L E/EMT
process restart

—pwhen: init_playbook is defined

- name: Restart frr at init
become: yes
systemd:
name: frr
state: restarted

©2021 Yahoo Japan Corporation All rights reserved.
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FRRouting D&% E - template

| templates/leaf_frr.conf.j2 |

{% set switch = devices[inventory_hostname] %}
{% set device_profile = devices[inventory hostname].profile %} ) B HFE e, \ =(—
{% set downlinks = profiles[device_profile].interfaces.downlinks %} ﬁi;dé%g%§1§ Eljﬁ_élfb—%i\
{% set uplinks = profiles[device profile].interfaces.uplinks %}
frr defaults datacenter

hostname {{ inventory hostname }}

username cumulus nopassword neighbor DOWNLINK peer-group

! . . . {% for downlink in range(downlinks[@], downlinks[1] + 1) %}
service integrated-vtysh-config {%- set bgpinfo = switch.bgp.peer["swp"+downlink|string] %}

! . . neighbor swp{{ downlink }}.100 interface peer-group DOWNLINK
}08 syslog informational neighbor swp{{ downlink }}.200 interface peer-group DOWNLINK
: FIERETE (init.yml SE4T8S) (% {% if bgpinfo.state | default() == "down" %}
router b asnum e i i
o if in%i {ia ok E defined %) NS T wIRNENTIEL <J20) ne}ghbor‘ swp{{ downl:_Lnk }}.100 shutdown

t; ¥p1 yh ) ° neighbor swp{{ downlink }}.200 shutdown
oo W utdown H—E 21> (deploy.yml E178) (& g endif %;}

’ 0 } : 3 bgp graceful-shutdown % enaror %

bgp bestpath as-path multipath-relax 73$1~ T RS T4 v ENIAHS {% endif %}

bgp bestpath compare-routerid {% for uplink in range(uplinks[@], uplinks[1] + 1) %}
bgp always-compare-med {%- set bgpinfo = switch.bgp.peer["swp"+uplink|string] %}
update-delay 300 90 neighbor swp{{ uplink }} interface peer-group UPLINK
bgp router-id {{ switch.interfaces.lo.ipv4.split("/")[@] }} {% if bgpinfo.state | default() == "down" %}

neighbor swp{{ uplink }} shutdown
{% endif %}
{% endfor %}

I

o~ snip o

©2021 Yahoo Japan Corporation All rights reserved.
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TDMMDERAEEIC{ES Ansible Playbook

hosts
group_vars/

roles/

init.yml
deploy.myml

utils/

v NIJ—=D0ARL—= 3> H Playbook ]

utils/graceful-shutdown.yml |

tasks:
- name: Maintenance
shell: /usr/bin/vtysh -c "config t" -c "router bgp" -c "bgp graceful-shutdown" -c "end"

-C

"

> TILDSIRIFI DEMAFSEZ playbook & U THERL

11

« FRR (C “bgp graceful-shutdown” Z AN C =T« wOiFOl 93D playbook
BGP peer MiRREZF 1w 9 B playbook
OS upgrade 935 playbook
Reboot 9% playbook

©2021 Yahoo Japan Corporation All rights reserved.
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OS upgrade X>5F > AD—Hl
— ...

ansible-playbook -i hosts -1 leaf-1 utils/graceful-shutdown.yml —6
bgp graceful-shutdown Th5J v O%;F(E]

ansible-playbook -i hosts -1 leaf-1 utils/os-upgrade.yml
0S upgrade Z=4{T

ansible-playbook -i hosts -1 leaf-1 utils/reboot.yml —Q

BESHLT 0SS ZOY—1 AN

ansible-playbook -i hosts -1 leaf-1 init.yml
YIHEZSRIT
ansible-playbook -i hosts -1 leaf-1 utils/check-bgp-state.ym]l s

BGP Peer hE8EED(C Up LTWBHFI VY

. =k ol——J/=—
utils/check-bgp-state.yml | Wh3 THESRIFER] B playbook O assert THiT ansible-playbook -i hosts -1 leaf-1 deploy.yml

tasks:

- name: Collect bgp neighbors to fabric graceful-shutdown ZRUTCTNS I v O%ERT
shell: net show bgp summary | grep fabric- | grep -v -e Idle -e Active | awk '{print $1}' | wc -1
register: peers_fabric
changed_when: false

name: Confirm that BGP peers to all fabric are established %to{’F%E playbOOk {b

assert:

that: 7|"\°EZ’('__'. @ﬂ
- peers_fabric.stdout | int ==

fail_msg: "{{peers_fabric.stdout}} peers to fabric"
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(R1EIC) INTODOFIE%Z Playbookib UTZRICXD =< RD &

[Playbook DE R A=FEIL# btb\] X252 A Worklow

RE—=F
ansible-playbook -i hosts -1 leaf-1 utils/graceful-shutdown.yml @
bgp graceful-shutdown T k527 vo%;:FE T

ansible-playbook -i hosts -1 leaf-1 utils/os-upgrade.yml

@ 0S upgrade #£4(7

T .
Higg LT 0S BOU—>AVA M=)

ansible-playbook -i hosts -1 leaf-1 init.yml

@ § AR

ansible-playbook -i hosts -1 leaf-1 utils/check-bgp-state.yml 4‘

https://github.com/ansible/awx

BGP Peer hMEEEDIC Up LTWBHFIYY ;

=) e
Whi3 THESRAFR] B playbook O assert TRAT ansible-playbook -i hosts -1 leaf-1 deploy.yml

4=F 2= :
] [ %”’E’E@éﬂ graceful-shutdown Zf#RUT NS TJ4 v O%RT

Ansible @
Task Engine

[ Production OERAICEATE LR ]
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Syslog Z&{EDJZE1R

Flap 320 OEDBRWNICES
v H9RED

FaiI(C syslog ZLAN)LBIED T
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