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@ Tools - Technisette website X +

C technisette.com

Technfisette

VY iR

Home Addons Databases Search engines Tools Tutorials Contact Link search
Tools
On this page you'll find toals which can help you do your OSINT research
Can't find it here? Maybe you'll have more luck in de '‘Addons' category. Or try the search bar!
Abuse < OSINT * Social Media *
Tools to help you report abuse Tools, flowcharts and cheatsheets to help Tools to help you search and use social

you do your OSINT research media
B Cyberbullying.org/report
& Gethuman (USA) € 101+ OSINT resources @ Facebook - FindMyFBid
E Meldknop.nl - report abuse (NL) @ AnswerThePublic G Facebook - ExtractFace
@ Veiliginternetten.nl (NL) B Bellingcat - OSINT Links 8 Facebook - PeopleYouMayKnow

#® Browsershots I Facebook - Video Downloader

Favorite @ Browsershots (screenshot via mobile @ General - Meetfranz
device) @ Instagram - Filtergram

@ Cheatsheet Bing search (NL) 2 Instagram - GramSpy
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Google Cheat Sheet

¢ Calculator Operators
® Search Parameters

L]
https://www.sans.or osters/google-hacking-and-defense-cheat-sheet
Operator Examples Search Parameters Google
Operator Example Finds Pages Containing Search Value Description of Use in =
Parameters Google Search URLs HaCklllg a“d Dﬂfense
sailboat chesapeake bay the words sailboat, Chesapeake and Cheat Sheet
Bay q the search term The search term
sloop OR yawl! either the word sloop or the word yawl filter Ooril If filter is set to 0, show w
potentially duplicate results. y B\ y
“To each his own” the exact phrase to each his own ‘“‘N‘S Mﬂy &hﬂl']] ngmm
as_epq a search phrase The value submitted is as an http:/ /www.sans.org
virus -computer the word virus but NOT the word exact phrase. No need to http://www.sans.ord/staysharp
computer surround with quotes.
Star Wars Episode +llI This movie title, including the roman as_ft i = include The file type indicated by Purpose
numeral Il e = exclude as_filetype is included or This document aims to be a quick reference
excluded in the search. . .
~boat loan loan info for both the word boat and its Ou“'n'ng all GOOgle operators, their
synonyms: canoe, ferry, etc. as_filetype a file extension The file type is included or meaning, and examples of their usage.
excluded in the search
define:sarcastic definitions of the word sarcastic from indicated by as_ft.
the Web What to use this sheet for
as_occt any = anywhere Find the search term . .
mac * x the words Mac and X separated by title = page title in the specified location. Use this sheet as a handy reference that outlines the
exactly one word bﬂd!-’? H;XT of pagUeFiL various Google searches that you can perform. It is
url = in the page .
I'm Feeling Lucky Takes you directly to first web page links = in links to meant to support you thrOUghOUt the GOOgle Ha?kmg
(Google link) returned for your query the page and Defense course and can be used as a quick
o ) o reference guide and refresher on all Google advanced
as_dt i = include The site or domain indicated . A
e = exclude by as_sitesearch is included operators used in this course. The student could also
or excluded in the search. use this sheet as guidance in building innovative
as_sitesearch | site or domain The file type is included or operator combinations and new search technigues.
excluded in the search This sheet Is split into these sections:
indicated by as_dt .
¢ Operator Examples
as_qdr m3 = three months Locate pages updated with in
m6 = six months the specified time frame. * Advanced Operators
y = past year ¢ Number Searching
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Dork

intext:"index of" ".sql"

intitle:"index of" inurl:superadmin
intitle:"WAMPSERVER Homepage"
inurl: json beautifier online

intitle:"1IS Windows Server"
intitle:"index of" inurl:SUID
intitle:"index of" intext:"Apache/2.2.3"
inurl:"index.php?page=news.php"

inurl:/sym404/root

Quick Search

Category
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Advisories and Vulnerabilities

Files Containing Juicy Info

Y Filters Y« Reset All

Author
Gopalsamy Rajendran
Mahedi Hassan
HackerFrenzy
Nyein Chan Aung
HackerFrenzy
Mahedi Hassan
Wagner Farias
Omar Shash

Numen Blog
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) meta_data_test.docx Properties

General  Security Detaills  Previous Versions

Property Value

Description

Title Test Document
Subject

Tags SANS

Categories

Comments This is a test document.
Origin

Authors Ueda. Kengo

Lastsaved by Ueda, Kengo
Revision number 3

Version number

Program name  Microsoft Office Word
Company

Manager

Contentcreated  10/20/2022 17:32
Date lastsaved  10/20/2022 17:33
Last printed

Total editing time  00:01:00

Content

Bemove Properies and Personal Information

o ] s |
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RAAZZIBET D c‘:GoogIeb\b%d) RAA > TRHESNTWD I 7 1)L iE%Z
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—_— DN ——

CAd

. SANS Demo - FOCA Open Source 34.7.1

B Project * Plugins c Options

=-6@ SANS Demo
@[ Network
(- A Domains
=0 Document Analysis
=-10) Files (345/345)
- El doc (18)
.docx (15)
Z odt (4)
i @-TX) pdf (300)
xs (5)
® % xsx (3)
= A Metadata Summary
24 Users (75)
B Folders (417)
& Printers (6)
Q Software (67)
Emails (31)
£ Operating Systems (8)
or Passwords (0)
= Servers (0)
23 Malware Summary (DIARIO)

) () ) )

Severity fitter Module fiter

[C) debug [) DNSCommonnN
B emor [C) DNSSearch

() low () FingingerPrinting |
@ medum CTFoch |
@ high xC] Fuzzer

Check all Check all

Uncheck all Uncheck all

All documents were analyzed

m] X
Bl Tesklist @ About W
S h engil Extensions Al None
8 Googe Bdc @docx @ow @ ok
Oca () Bing @rrt @oeotx @odt @ pdf
() DuckDuckGo @rps @resx @ods @ wpd
OPENSOURCE B @rxsx @odg @rf
Custom search (L) Search Al

Id Type URL Download Download Date Size Metas
@Yo doc  https://www sans org/media/score/checklists/LinuxChe... o 11/18/2022 14:19:01 61KB I
E}_] 1 doc https://www sans org/media/score/checklists/Enterpris... o 11/18/2022 14:19:01 5197KB «
2 doc  https://www sans.org/media/score/checklists/safetyWa... o 11/18/2022 14:19:01 28.33KB o
@] 3 doc https://www sans.org/media/score/checklists/WebAppl... 11/18/2022 14:19:01 695KB
4 doc  https://www sans org/media/score/checklists/Auditing... 11/18/2022 14:19:01 565KB e
5 doc  https://www sans.org/media/score/checklists/FirewallC... o 11/18/2022 14:19:01 62KB o
Wis doc https://www sans.org/media/score/esa-curent doc . 11/18/2022 14:13:01 63KB o
@7 doc  https://www sans org/media/score/checklists/Residenti... e 11/18/2022 14:19:02 555KB
@_]8 doc  https://www sans.org/media/score/checklists/Installing-... * 11/18/2022 14:19:02 7165KB
9 doc  hitps://www sans org/media/score/checklists/HPUXLC... o 11/18/2022 14:19:02 401KB o
@J 10 doc  https://www sans.org/media/ncia/2012-ncia-nomination... e 11/18/2022 14:19:02 425KB o
Time Source Severty  Message
9, Settings [¥] Deactivate AutoScroll &y Clear B Save log to File
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@ Google Images

< C & googlecojp

s Emp Portal Eval () ServiceNow @ WhatsApp ¥ Smartsheet SF

00gie

images

Japan

About Advertising Business How Search works

2 FAWCAFUIL

Privacy

ERICEAT 7T — = UNEE

w O ®» 0O
© 1Pass

X egnyte

jow (@ WhatsApp v Smartsheet SF % eanyte @ 1Pass

2, Upload = @

@ discngine.com B adob

T 8 Visual matches
@ Find image source [

om

-(.
Jo)
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) B dhl.com
sans.og z:’:cc’f:::k'” Green HighTech  semiconductor hechim con
SANS Zoom J Background... Chips: The... Lithium x
Backgrounds |... - Semetrix...
@ cyient (G dreamstime -
b Dicitad ) bill.con
Cyient usiness Digita G
Collaborates wit.. Transformation... ~Digitize Your B adobe.com
Accounts. blue abstract
technology...
@ rhbgroup.com
Terms Setting o "' adohs
Wifi Background
@ pinterestcom  Images - Brows...
fr k.com
Pin on Broadcast W freepi
TV and Motion... The Evolutionof  Free Vector | Data
Machine Learnin... ~analysis..

Translate

.Sea rch Text

ese results useful? You -
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ST age Analysis Sample
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age Analysis Sample

Reverse Image SearchT/IiaWL\D L —)LYEYIDA A —hhk

O Search

o

Images X Find Similar:

G

PN

IQ Find Similar Clear

=N

All nttvibli b A

4

<

m%%%%%

My Libraries v
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=s° Image Analysis Sample

Reverse Image SearchTJIiaL\DL — )l/’CDLfI:%@/(X—‘“b‘“ WEBZHRR

<

2 to Library &, Download Preview

@ Standard license (Free with trial) ®

O Extended license (US$79.99) ®

¥ Download free with trial

o
N
o)
[}
7
O
\D
™~
U

o
-
v

F‘\:JUID(:
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;\&%age Analysis Sample «gh?

" Google Lens X st Stock photos, royalty-free image X & Google Vv 7 X +

< C & google.com

o =1 5y

P NS \
JEN EED CED CZGD

B\ -

A' . P : y ' . P . "“’: Sy HIE5— & €2022 . m?—amozé
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s Image Analysis Sample «gih®

Y Google Lens X st Stock photos, royalty-free image X ¥ 1YYb=7731-Google VwS X +
< C

google.com

192 0=7F351 9 :
IN—2a, 7507 Lok

2 Google

@~

QUARTER

] ___——-"; : e Google ,‘/ -
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%\%\\\FC Twitter for OSINT -

Tim Medin = O ©

Kerberoast Guy « CEO « SANS 560 Author, Senior Instructor « Hater of

%" E b t“ _‘\j- Mac N Cheese « Packers owner « Work Req:
= ~ j

558 1.6hH

PTGk

ficy  Tim Medin as O &

a I've spoken in front of large groups, small groups, technical groups, and
O\\ — }:ﬁ, \E executives. I've spoken all over the world. But I'm about to have my biggest
J (& * IEJ\ ﬁ test. I'm reading Fox in Socks to twenty 4-6 year olds. I'm nervous for the

first time in years.

SANS  Copyright © SANS Institute All rights reserved.



Social Bearing

User search & analytics for '@TimMedin'

Showing the user timeline for @TimMedin. Twitter limits number of tweets returned to 3,200

TWEETS TIMEFRAME REACH IMPRESSIONS TOTAL RT'S TOTAL FAVES REPLIES HIDDEN

198 53 days 16,340 1,575,284 62,851 478,044 101 0
@0 @0

a
FH-EINIE]

Tim Medin ua &

Kerberoast Guy - @RedSiege CEO -
SANS 560 Author, Senior Instructor
« Hater of Mac N Cheese + Packers
owner * Work Req: TWEETS BY SENTIMENT @ Iil TWEETS BY TYPE @ Iil TWEETS BY SOURCE @ Iil
https://t.co/ALJIdLMDfZ
@ iPhone (52.5%)

© Tweets (34.3%)
® Twitter Web App (33.3%)

@ Retweets (14.6%)

® Great (11.6%)
® Good (23.7%)

Created on: 5/1/2008
I TUQI Score: 11.08

Website: redsiege.com ® Neutral (44.9%) ® Replies (51.0%) @ iPad (14.1%)
Location: Longview, TX ® Bad (15.2%)

Tweets: 17953 @ Terrible (4.5%)

Tweets/day:  3.38

Followers: 16233

Following: 558

Frnd/Fllw ratio: 29.09

Twt/Fllw ratio: 0.9

Favourited: 43328

In lists: 307

Last tweet: 5h ago

Last tweetvia: Twitter for iPhone

S TWEETS BY LANGUAGE @ &1 TOP DOMAINS SHARED @ 4

@TimMedin on Twitter

@ English (96.3%) twitter.com
Unidentified (3.1%) redsiege.com

) . @ ® German (0.5%) inkedi
Supporting Social Bearing inkedin.cam
will help develop new sans.org
features, cover running youtu be

costs and keep this site free 2022 hthackers.com

-

SANS  Copyright © SANS Institute All rights reserved. https://socialbearing.com/ 23




Followerwonk

Most active hours for TimMedin

This chart details TimMedin's Twitter activity. Using up to 400 of their most recent actions, we
chart when they tweet, @contact tweet (ones that begin with someone's name), and retweet.
Compare to the above chart to see how their activity compares to their friends.

10
- Bio word cloud of users TimMedin follows
c
E s To help make sense of the "biography" field of each Twitter user, we've assembled this word
'f cloud which shows you the most frequently occuring words.
;E
— | |
= securit
§ u y SAaNnNsS — instructor — author — hacker — own — infosec — hehim — cyber — cybersecurity — opinions — founder -
&" tweets — team — researcher — director — red — research — former — husband — consultant —- mastadon — views — father — things

2.5

I l Two word bio cloud
0
00 01 02 03 04 05 06 07 08

> ©sans Instructor — information security — red team — cyber

[ Retweers 8 @Conts security — incident response

Location word cloud of users TimMedin follows

Similar to the above word cloud, here we show you the relative frequency of words used in the
"location” field of users TimMedin follows.

Usa - tX — texas — washington — dallas — fi — austin — dc —ca
SANS  Copyright © SANS Institute All rights reserved. https://followerwonk.com/ 24



Dark Web




e

Surface Web
Google

Wikipedia
Twitter

Deep Web ERRFIAS S
EU
EREER
FilTIEER
BERIEER

JEEEIET
TS+ N— NiBIE

Lk - ZRmlmmiRce

Dark Web
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o Dark Web -

AMEA

o JLFERA

o BURT - SEHIRERS

o NEPERE

o JANI—%KICTDRI-Y

H—E 2

e ERTIUX

o« BNV
e ERIFAINES
e IEZNFWebT 1 b
o IHRAR
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Dark Web m

WARNING!

Dark WebIC(3IEEE. MIERTIRLY, A2
BERNSENTULDESHD. 77O %= T BR
(CIEFTHDICVURTZZELTLSTIEELY,
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&;@C 3 Dark Networks -~

N = 6] X ) ) )
! Freenet X + & Tor Project | Anonymity Online X +

C @& freenetprojectorg 2 % O @ 0O k i = C @ torprojectorg ©® 2 % O ® O «

&HEHMHVMMERMATMMTEMBADHP

- o — I&' About Support Community Blog Donate English (en) ¥ | Download Tor Browser ¥

LANGUAGE RU FR

~ /& Browse Privately.

M= 12P Anonymous Network

< C @ geti2p.net

e Explore Freely.
|2 0000 9 %

Defend yourself against tracking and surveillance. Circumvent censorship.
FREENEr Download About Community Blog

Freenet is a peer-to-peer platforr
censorship-resistant and privacy-res
publishing and communicatiol

Download Tor Browser ¥ ]

Welco..._ ._ ... _
Invisible Internet

The Invisible Internet is a privacy by design, people-
powered network. It is a truly free and anonymizing Internet
alternative. Get I12P.

SANS  Copyright © SANS Institute All rights reserved.



Tor Browser

S,

Download Tor Browser

Protect yourself against tracking, surveillance, and censorship.

= &« O w

Download for Windows Download for macQS Download for Linux Download for Android

Signature @ Signature @ Signature @

SANS  Copyright © SANS Institute All rights reserved.



Dark Web Search m

To R 6 6 E3 Random Onions Fresh Onions

Search and Find .onlon websites ...

Search

‘ Are you "Adventurous?” :) Try Visit a Random Onion website. Chack this feature /[random ‘

Promoted sites o TO rC h

[3 $HOP CLONE CARD . Phobos

hodammaae (=) “prveac ace .« Onion Land Search

'Tm HIDDEN WIKI 2019 . Deep Search
| | « TORG66

e Visitor
« Hoodle
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&V&k OSINT Training

OSINTHEIMTBED AMBE MDA ELESNTVS
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SANS Tokyo
January 2023

23-28 January

09:30-17:00 JST
6 Courses

In-Person & Live Online

View Courses
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ofessional Developmenigy

SANS Institute
(SysAdmin, Audit, Network, Security)
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S Coming Soon : SECA97 «gi?

Train and Certify

Home > Courses > SEC497: Practical Open-Source Intelligence (OSINT)

Beta

SEC497: Practical Open-Source

Intelligence (OSINT)

Register Now

=[S

SANS  Copyright © SANS Institute All rights reserved.

126
FE T E

~/

Manage Your Team Security Awareness Resources Get Involved About

(>11) Onl 36 CPEs
>

SEC497 is based on two decades of experience with open-source intelligence
(OSINT) research and investigations supporting law enforcement, intelligence
operations, and a variety of private sector businesses ranging from small start-ups
to Fortune 100 companies. The goal is to provide practical, real-world tools and
techniques to help individuals perform OSINT research safely and effectively. One
of the most dynamic aspects of working with professionals from different
industries worldwide is getting to see their problems and working with them to
help solve those problems. SEC497 draws on lessons learned over the years in
OSINT to help others. The course not only covers critical OSINT tools and
techniques, it also provides real-world examples of how they have been used to
solve a problem or further an investigation. Hands-on labs based on actual
scenarios provide students with the opportunity to practice the skills they learn
and understand how those skills can help in their research. 29 Hands-on Labs +
Capstone CIF

Course Authors:

Matt Edmondson
L ¥ Certified Instructor
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