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Domain-based Message Authentication, Reporting, and Conformance (DMARC)
https://datatracker.ietf.org/doc/html/rfc7489
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"v=DMARC1l,; p=none"

EHIH>T)L (example.jp DIHE):
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DMARC adoption statistics of JP domains
: https://kitazaki.github.io/dmarc/
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TOPIX #iA{ESE

p=none
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p=reject

DMARC S|EHL

p=none
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p=reject

DMARC EERL

p=quarantine

p=reject
DMARC Z8E L

DMARC EZESLL 93% SEHL 77% HRELL 89%
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(8%) ¥EE+RLHEEE (DHS) - BOD 18-01

[PAUBDBED BXA > (.gov)ld. %9F DMARC B&X1 &LLWSiliE
» DMARC OER L. RDITXUAXA—IDERICKES Gk

Binding Operational Directive 18-01 - Enhance Email and Web Security
https://www.cisa.gov/binding-operational-directive-18-01 (2017/10/16 *17)
90BBLAIC "p=none" ®EEI DL
1fFBIAIC "p=reject" ZEEIT D&

How to Comply with BOD 18-01 and Secure Email

July 2018 BOD 18-01 Progress Report (2018/07 F1T)
https://www.agari.com/industries/government/bod-18-01

PROGRESS TO DATE Move to Full Enforcement

“p=reject”
Enable DMARC

52%

4]
81% 593 Domains

922 Domains

0 Domains 1,144 Domains 0 Domains 1,144 Domains

Adopt “p=none” policy by 1/15/18 Adopt ‘p=reject” policy by 10/16/18
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[ZS4A> M(Alignment)] EWSHE (SPF)

SPF [CERENDB T SAA> b

strict (aspf=s) Envelope From RX-> = Header From RX-1> FT2([C—E

relaxed (aspf=r) Envelope From D#fliEh F A1 > = Header From M#fH#E R A1 >

17 strict relaxed
(1) Envelope From: koga@iij.ad.jp _xy _xy
Header From: koga@iij.ad.jp

(2) Envelope From: koga@bounce.iij.ad.jp
Header From: koga@iij.ad.jp

iij.ad.jp ODKD1R. FARDEDTIEIRVWED.
.com / .co.jp / .jp / .tokyo.jp (& HAIRDED (GEMN .com ZID LHHT D EETERAW)
FATED R AU X I~ (Public Suffix List)
https://publicsuffix.org/list/public_suffix_list.dat (240KB)
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[PS4A> MAlignment)] EWSELEE (DKIM)

DKIM [CEREND TP SAA> b

strict (adkim=s) B RAA>(d=) = Header From RX1> T2(C—E

relaxed (adkim=r) | 8% RX1>(d=) OB RAA1L > = Header From Dfl#E kA1 >

5 strict relaxed

DKIM-Signature: v=1; a=rsa-shal; (Bg&)
d=ml.iij.ad.jp; h=From:To:... (B A—EK —i
Header From: koga@iij.ad.jp

#B%% R X > (Organizational Domain) & (3

iij.ad.jp ODKD1R. FARDEDTIEIRVWED.
.com / .co.jp / .jp / .tokyo.jp (& HAIRDED (GEMN .com ZID LHHT D EETERAW)
FATED R AU X I~ (Public Suffix List)
https://publicsuffix.org/list/public_suffix_list.dat (240KB)
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FHIE R AL > DEBADE
Public Suffix List (CIBEHETNTWVWDI—DTFTDOISANILH RGN A1 >

strict 745

TPSAAYRA—E 4!'.\

©Internet Initiative Japan Inc.



EHITES DMARC Ld—K (IIJ)

~dmarc.ii1j.ad.jp.

°
14

v=DMARC1 iij.ad.jp (& DMARC (CXit

DMARC DRI (C LB (fail) Ul &S (FZ{EES (reject) U TIELLY

R p= (& none, quarantine, reject ML\F NIH\DF+
Sdkime=s DKIM DE# R A1 > & Header From RXA (X strict €E— KT (FE2—E)
« d= DRAA> &, Header From RAA (3w d — 9D, AIEI D& relaxeds
=z SPF @ Envelope From & Header From RX- > (& strict €E— R T (2—E)

Envelope From & Header From D RXA 2 (dwhd —59 D, AR IT D & relaxed.

g£itL/R— ME dmarc-rua@dmarc.iij.ad.jp (SiE > TIELLY

= I - 274
rua=mailto: (%) | ™t v s cEsisE TR 3
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DMARC ZEFDRII(dmarc=pass) &R 3 (C(E

o spf=pass & 7SAA> b—H
SMARC %5

ey =722 (OR)

I D+ -
dkim=pass & 751 A> b—3

/\ spf=pass & dkim=pass THE. ZS5AX> bA—HIZ & dmarc=fail £RBZ&EITER

(Bl) £E=EAERZ T DKIM BEASNICXERBEENSESNTZA—IL

Envelope From: bounce+koga 1ij ad jplsender.example.org

DKIM-Signature: v=1; a=rsa-shal; xed/relaxed; s=dkiml;
d=sender.example.org; h=F TTo:...(LLTEE)

cader From: koga®lij.ad.Jp ZHANRXAL>D iij.ad.jp & sender.example.org DEIR4ENAEA
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EHOTLB « DMARC D/RU= — p=reject (Ca#fb T D & =TT D,
— EEINDA—IL | BIFNDASHBANSA—ILIE TN,
=l =)o X=)L |« EESHDOA—)LT -/ SPF DERFI,

MEESNTLS |* DMARC LiIR—BTRIDUERERHACEINTED.,

Bk X —)LIE. BE Envelope From ZZ 89 (CHERXSLD

o SRR X — )L A—=)LT RLANKIET BIzth. SPF DFRFENKET 3.
HTLD « DMARC L7/R— K& IP 77 RLAMBE SN TLD T8,

XY — /) \DFFE (FLERINE S

— 11> 3 * >( - IJ \/0‘\ IJZ '\'LH\IJT“ @ﬁ%b\‘%\go
%RJEE/L/O_CJK,\XZDI\% e BIZE. A=U>PTUX MS—)UlIT Header From ZE£FX 3.
i A—=UZTUIRDRAA > ZDBETDIHENEISRESNDS,

1K

ENKBVEM-RAAIHARDTESNTNID, SEHTIH? - htps://eng-blog.iii.ad.ip/archives/3273
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DMARC L J— RI(C rua= Hhidpn(d. UTC @ 00:00 t&(C <record>
1H 1@‘ %O)X_)l/y Hbzgﬁ(:ﬁ'ﬁh qizzume ip>192.0.2.1</source ip>
XML FeXNC gz eSS T 7 1)L <Cour.1t>z4</count> )
(ZIP ‘Cﬁ1ﬂ§“5$¥%1—3@0) " <policy evaluated>
Google. Microsoft, Amazon 7&E M. senth resuits
EFHIMER. BTIEDTINDELESRRLY, cdomatn>iij.ad-Jpe/donain
</;]S<ii§ctor>20180225.Smx</selector>

SLBIL R— b (Failure Report) <spt>

<domain>iij.ad.jp</domain>

DMARC L 11— H(: ruf= 73\‘35“(&':\ E@EIE(:QEE& L/t /<r§sult>pass</result>
ZOEE. TA—ILNIESBT & RFC822 AR TRt </auth results>
ént < 50 </record>

DMARC DEBEFICEBILIZEFWE. TS5A/ S —AD
BEE SIS U TWLWDREESE (IR0,

ENKBVBHRRAAARDTEEINTUVDIN. CHEHTIN? - hitps://eng-blog.iij.ad.jp/archives/3273 -:i--..'.i frod
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(&%) iij.ad.jp [CHITD DMARC LR— bDEFHER
fail LEX—LIZREEEENZOT, BOTETMELRL 123

SecureMM>
BEIIBREOIS
B o

207,045 (90%)

iij.ad.jp 3173 DMARC L7R— hDESHER (1 BR)

% DMARC p=reject (A —U>TUX RNEDHAENDE TERWERNHE D —ANSDET
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DMARC T(&7dW\ED

display-name DREZHRT SEDTITRLY
B [ From: "t att1 >4 7y A =S75 1 J" <badguy@example.info>

From: "koga@iij.ad.jp" <spammer@example.net>

RBEA—ILT 1 VI TR
XS RAA 286 & (S

DMARC THE=B&(CKIDEBHER)NS FAA 2 ZREITD
BOMDEVE Uz R X426 DMARC HIHIFELTL B
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p=reject ¥ TDEDHIH
p=none (FAXA~F—Kitimm, EBSEFTRZLULRV. FEDEE—HFH S,

x9 (X p=none T p=quarantine (C
Lh— bR{E ZEHUTCHKRTFER p=reject /\

GBMBALKBSVW~ZIENTEINDET) (3MALS<BWY)

DMARC (F#Rf# R A1 (2 o KBA—)LTA)LSFAD, B> T p=reject zEE,

ETE EHITRAAZOD CHHEDHDIEFEERS
LK— hZEUETE D, BRI SRV ((ET),

B#HfEDE 9 D IEARTR - IID T BRRBDEAIL.
A=)V &=H5TE - B, HABRWEDOE (o7,

SPF. DKIM DL TR Z
fEsR CNHSEVIEDH D RA IFRADS p=reject ZE<
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A—)L&{ED2 TE DMARC

o A—)LZERSIEV/ZITHRSRVES -

) Null MX
' A




A=) ZESIRV/ ZITERSIBEVES - Null MX
[EDRAS S TA=IVIERELRBLDT, BELESHUTY] EWSES

example.jp. IN MX 0
example.jp. TXT "v=spfl -all"
~dmarc.example.jp. TXT "v=DMARC1l; p=reject"

SISEETEULD

A—=)L7ZEDTULWRWNWRAA > FIAZIRRIE RAAL >

RFC7505 - A "Null MX" No Service Resource
Record for Domains That Accept No Mail
X rua t° ruf BEFE. TORAAIEESERDTEUA—ILBETORVOHERTES, https://www.rfc-editor.org/rfc/rfc7505
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DMARC &EX—U>PJUX

XAE R A A 2 EREEDRRERDE




DMARC &£XA—U>POUX Bk

& SPF hMEZ R

« EHAY—/NEREBDOEICA-—UZ IV M —)INHAD
o IP 7 L R(THEKF L TUL\D Tz SPF TOFHIMN TE/R0)

& DKIM DIREEH TSR0\

« FRAICURNEDS -T2 RXBSZHEA
¢ AXDKEICELZB/AT DIRETAXNWESTHEND




DMARC &X—U>PJUX B - BEESR (1)

—U>OUXBMY—)\T From ANV HZEZTHAS

=3 =]

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <list@example.jp>

To: list@example.]jp
Subject: Hello!

—U>PJUR M BB

To:
Cc:

v DMARC (C5e2xT s

MAIL FROM: <owner-list@example.jp>
RCPT TO: <koga@iij.ad.jp>

From:

Subject: [List] Hello'

Isamu Koga <list(@example.jp>
llst@example Jp

SPF:G)

£ ATE8% Cc \° Reply-To [CHET HEEHS o “

X From 7 RLAHhLER U

Display-name ZHI5 N3 EEDFEITH D H SR

©Internet Initiative Japan Inc.

men,
ALY

CEIIS
It

&®» dmarc-discuss, JANOG (DA Tl




DMARC &X—U>PJUX B - BEER (2)

A—USDVXARDRAA >R UTRAI—IJ &k S

=3 =]

To:

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <list@ml.example.]jp>

Subject: Hello!

A—VU T U Nl

list@ml.example.jp

MAIL FROM: <owner-list@ml.example. jp>
RCPT TO: <kogaliij.ad.jp>

To: listl@example.jp
Subject: [List] Hello!

v A—U>O0 U MIF—=/)NICFZANGRLS TR
DMARC OMRAI—IHh 54833

R A=UYIURNDT7 RLAEEET IHENDHS

54X bDOA—ET DMARC (& fail Ukl

€9 KE DHS FCOARTEEEM T DL SZAFICED (EELTULEL)

©lnternet Initiative

Japan Inc.




DMARC &X—U>POUX B - BER (3)
ARC - Authenticated Received Chain (RFC 8617) (CX&d 3

EEE hfEE é ZIEA
ML- 85373 E
IXAE R A 2 EREE EAER 2018
(Internet Week 2017)

https://www.nic.ad.jp/ja/materials
/iw/2017/proceedings/s12/s12-

suzuki.pdf

- A Q oEIEREREL. BEETS
- @) @A nERUE Q) ORIMHRETESRTES

v DKIM EXEAIEE (#REET & S DI ERIDEADGH)
B 507/RY I ETHIE

R BBTDIH—/)\IATH ARC WIHTIHESHD
IRY I T BIHEENIATERTESZ &N RIRE

9 =D Mailman THREH
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(%) GNOME X—U>JUXMETODHHSE

The A Register’

2o
w The GNOME Project is closing all its mailing
St Yo lists

= Everyone has to join Discourse: - although you can still participate via email

A Liam Proven Thu 27 Oct 2022 11:33 UTC

The GNOME Project is preparing to shut down its mailing lists due to problems
maintaining the project's GNU Mailman instance - which relies on Python 2 - and a
lack of moderators.

The community's leaders maintain a substantial selection of mailing lists, hosted
via the GNU Project's Mailman tool. It also hosts its own instance of the Discourse
web forum tool, notably also used by Canonical to host the official Ubuntu forums.

That's going to change, and very soon: at the end of this month. Announcements
on several of the lists, such as here on the list for the Evolution email client, state
that the lists are closing down, and discussions must move to Discourse.

Former GNOME Project Executive Director Neil McGovern told The Reg:

The GNOME Project is closing all its mailing lists
https://www.theregister.com/2022/10/27/the _gnome_project is closing/
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I ity) 5. RHBNBA—LEFELUF 4~/ ZD— Ridzzipe [B]zga[E]

RIS RAA RS [DMARC]  Flimwgie.:

r;%;] 0)$ (:i}b\ﬁﬁﬁ(:’_}'{ﬂﬁﬁbﬁ l_/ J: 5 https://www.iij.ad.jp/dev/report/iir/055/01.html

( 1 ) E(Ch< DMARC -
FIEFEBESTFULS IIR

( 2 ) BHTHEN L SBIC
p=reject D#{p%

O ID TR 3#4fl(2 TIR vol.55 A

S RSN BA—)LEFa )
~IRZT— R{FEZIPEEIE K X w‘@_
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-
IIJ Internet Initiative Japan

Lead Initiative

HADA % —F v bMIid19924F, IIJEEBIZWEFELTEN XL 20
DLk, TIJ 7 V=T 3 Ay b =202 25), M) T
FORBEZHXZTCEXFLAE A VY2 bDOREKER N, Hihk
A7 RXR=2a 2B LET TV, i, 2RIZEKHA L LT
A =%y b2 TEII]O, b D
EbLbAILEDHEWVWERTT, [IJOBEAPTDOLIIEZIA =T T47
[TJIEZWw2hELENTHY, KK T,

Ongoing Innovation

-

FEIZE, HARHA A —RVMMZITTAIICHFOBRBEIHBEREIEFTATOET, FEOFMAEL. LHICKREL. BROFHHEERVERFEHICEIYRESNTEY, #1E
HEOSBAOEAICIHFENGITNIEE, EH - BE - DREEFTEFEA. I, Internet Initiative Japanld, #EXEHA -V b= T T47 OBEIRE-IEREIRTT, 0.

AEICEEShTVVOERE. SHEFIESHOBE. BIRFLEAEHGHIRTT. FXPTE™, Ov—VERFLTEYEEA.
©Internet Initiative Japan Inc. All rights reserved. &% —EADLHR, RUFRFBICRFSH TV OFHE,. BEFSLELICEET L EABYET.

©Internet Initiative Japan Inc. - 53 -



fHEE N

sl DE e TERIE LIRS

©Internet Initiative Japan Inc.



DKIM O3B EIEVER

£S5 LT DKIM M (E & E U TRUL




DKIM DxiiB5cEIMEWER

SPF + DMARC T Header From Z5Na3 &S (T IEHS

Fnvelope From: koga@iij.ad.jp
Header From: koga@iij.ad.jp

[ FEAEDENDETRTSAAY h—

A

| HOY—)UEEEENTWT SPF 5EF3

DKIM MihbwERI—X

DMARC SREEDE(dmarc=pass) &3 IC(E

DMARC 2 [ spf=pass & PS1A> M ]
et

R DS SR OR)

[ dkim=pass & 751 A> b—H ]

I A\ spf=pass & dkim=pass TE. P31 A> bF—HIZL dmarc=fail £LRADZEITER |
(fl) B=H\FLT DKIM BLSHTREBEREDSESNIZA—IL

[ EHARAC>D iij.ad.jp & sender.example.org OBEFIELAEA ]

Envelope From: bouncetkoga 11j ad jp@sender.example.org

DKIM-Signature: v=1; a=rsa-shal; c=relaxed/relaxed; s=dkiml;
dﬂliij .ad.ja; h=From:To:... (LLTH)

Header From: koga@hiij.ad.jp
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SPF KBV FER

SPF TL<HEMDIANEF

©Internet Initiative Japan Inc.



{i% &S il g NUXL VDM ERE

softfail hardfail

temperror permerror

neutral none




softfail / hardfail / temperror / permerror 25E U TLIL)

AL (%

pass H\. €NNH

pass BIADBRIIFBEETET TLVRWEERICZED D (TR0
REB(C syntax error &Z3H> 7= spam HERE
CODHESIC SPF D "~all" Y "?all" (&, "-all" AZEZ!!




DMARC &I RXAL >

B RXA 2 KECH D EED DMARC X5 EH3




BT RAAL DM

o _ i [fEfE R A1>] & BRDRAAZT
CETi:E_QQE C BT RAC] T DMARC /5%
IS RU S — %58 EH D
« DMARC (B R AA(C o sp= HTERELE, ZOYT « (B X—U>TOUXNET
EFE. EYHTRAAL>D RAXA > (CRIDMU > —% p=none & L. MBI T
L h—bhZEBISETED. EECEDo p=reject ZBH1ET

¢« MBBUCWDRXA> % - BTEYI RAAEITERZ
CCCURNIZYTT B, WESE(E, TOUTRXA>
(C DMARC L O— R&ZEZEL,
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BT RAAL D& L HBER

ODBEBERAAFEIFRUS —ZFEZ VN ES(E?

V' EDYDI RAA>(C DMARC Ld—FkZEL

(DMARC LOd— RDJLY O 7wv JERF)
1. ~"w4 From RX->@ DMARC L -OJ— R (#5l: _dmarc.bounce.ml.iij.ad.jp)
2. 1. A"RDHhSRIFNIE. B RXA1>0D DMARC LJ— R (44l: _dmarc.iij.ad.jp)

W HIT RAA>ZTEICMTA B> THONERDIGZE(E. #ERESD SPF L O— RAARE?

vV IE

DMARC DE1% T SPF DAEARNZE1D D IZHOIF TIEIR LY
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DMARC O pct= 5%

DMARC (2T (C B (fail) LTz X —)LDOAR S — @R
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DMARC @ pct= 54
DMARC D:BEEICKE(fail) UT=XA—ILDRY S —E R ER

—RICTTOMFTBDTIIRL . HBAICIKRUS—28LTS
BRFRICERD

_dmarc.example.jp.

v=DMARC1 example.jp (& DMARC (Zxiis
p=reject DMARC DFREE (KR (fail) Uiz &S (FZ{EES(reject) U TIELLY

pct=50 RUS—(p=)DTH> 3 > %EAT IR 50%
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DMARC 71X (1)
DMARC DFRE(CEM(fail) UIEX—ILDRY S —iE AR

_dmarc.example.jp.

(.9 DMARC DZ3EIC 10i& fail LEUTZ,
10 D55, 5D reject =hd&UT.
FEOD 5EFESRDIDN RFC HICIEUWEETUXS?

(A) RACHEULRW (p=none & UTIRS)
(B) Im8#9d D (p=quarantine &UTIES)
(C) RER




DMARC 21X (1) =3
DMARC DREE(C KB (fail) LT XA —ILDRY S —iE SR

_dmarc.example.jp.

(.9 DMARC DZ3EIC 10i& fail LEUTZ,
10 D55, 5D reject =hd&UT.
FEOD 5EFESRDIDN RFC HICIEUWEETUXS?

(A) IRACHEULIRLY (p=none &EUTIERDS)
Vv~ (B) I&EEEd D (p=quarantine &L TRS)
(C) REH




DMARC 71X (2)
DMARC DZEEIC KB (fail) UT= XA —ILDRY S —E SR

_dmarc.example.net.

(9 DMARC DB3EIC 10i& fail LEUIZ,
EDXSICRYS—ZBEAIT S3DH. RFC MICIEUVES)
TL&S?

(A) RACHEULRW (p=none & UTIRS)
(B) Im8#9d D (p=quarantine &UTIES)
(C) RER




DMARC 71 X (2) =3
DMARC DREE(C KB (fail) LT XA —ILDRY S —iE SR

_dmarc.example.net.

(9 DMARC DB3EIC 10i& fail LEUIZ,
EDXSICRYS—ZBEAIT S3DH. RFC MICIEUVES)
TL&S?

V" (A) IRCHEURRLY (p=none EULTKS)
(B) B9 D (p=quarantine & UTIKRS)
(C) RERE




DMARC @D pct= Z2 (™ LY

A\ pct= GO EEDNRVDHA XA A

« BEHONDC0Y
+ TAPZUTERRMEELDSLY

_dmarc.example.jp.

DMARC(RFC7489) @ §6.6.4 Message Sampling (CCDEENENNTHD

If email is subject to the DMARC policy of "quarantine", the Mail Receiver SHOULD quarantine the
message. I1f the email is not subject to the "quarantine" policy (due to the "pct" tag), the Mail
Receiver SHOULD apply local message classification as normal.

If email is subject to the DMARC policy of "reject", the Mail Receiver SHOULD reject the message (see
Section 10.3). If the email is not subject to the "reject" policy (due to the "pct" tag), the Mail

Receiver SHOULD treat the email as though the "guarantine" policv applies.



http:// https:/datatracker.ietf.org/doc/html/rfc7489

Q&A

HEFEDEE THE TSN > BR(CEIZ UL FET (IEARE)
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e —————
DMARC DHRICDWNT

53 RAAL>IC DMARC ZHEULIBE. EDYIT RAA(CEHENHDIH ?

(T, BT RAA(ICEEHSINE I,
B, B RAAICHDORUS —FFERUZWEESIE 2DDHERNSHDET, p.61 ZCELSZSU),

TLD (C DMARC W'FEESN S ulselEldHdH I H ?
IRFA T, —AZAI(C TLD (C DMARC MERESNDAIEEME(FIRWVWEBERI W ZIZWTEULZZAH D FE A
gTLD DIEA(F. LH CE=BINBNLHWETHESNTLET,
https://www.icann.org/en/registry-agreements
CCTLD DFZEIFZEDAERETI M, HXIE. .jp (C rua t° ruf TN EH NS, EDLSRSTEN
fCAINEBHEUTHTSIZEL, (BF(C ruf)

RFC9091 (&?
RFC9091 (F. TLD (C DMARC L O—RZEFH TETDLDICULD &LV D EERRI (Experimental) RFC T.
9 CIC .gov T .mil. .gov.uk RETERHMNMEED TLWBLDTY,
—A T, {RIC .com (C ruf i EeskcNfcCEZEZERTCHEI ., 9D E. KED VeriSign ftH' .com £2TDIEHR%ZE
IRET B ENABEICIRADET, CN%Z GDPR HfEfTEaN TS EU BIDAANRNEDLSRRIEZETDTUL DHY.
EH(ITD RFC OAREINMRDEENEZEZTVWERIN. SBOEMISFREANMBETI,
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S
DMARC RS —BSE(CDUL\T

IIJ @ DMARC L Od—R(F strict [CRDTWLWBH, EBHAEHSH?
A=) RLRAICHATEDIRAAM> &, BEBICEEIDIONENTT,
BIR(E, strict ZIEEINE. BFCHT RAAZDTA=ILT RLRAZENFE A
7T relaxed TEASNTULWDHEEE. CHNULCEFCHYIT RAACOFANGFED L. BENMRE#(CIEDFT
DT, BAW(C(E strict TOFSA A b—H=zBIETDNARIATT,

DMARC MU TH reject URVIED (XZEE(CJE < DTRFEHEE (LIRS RVDTIE? reject HZE?
(FL) ZDRSRVESDHIC. CDHBZMED T p=reject ZENRETETWVWEZXTT O
FHATRNY dmarc=fail LIcX—)L%Z reject (REIETR)ITDLD(CRNIE. BOEBEZDORAA > ZRED
MMEN/R<IZD> TN TL& D,
(&%) Gmail @ "No auth, No entry" https://dmarcian.com/no-auth-no-entry/
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https://dmarcian.com/no-auth-no-entry/

e
1IX4E RAA > REERA%(CDUNT S98: p.23, p.37

BIX SPF DAHeELTLSH. DMARC ZsEZ I NIE. DKIM (IFREH?

DKIM & DMARC DM DEEDBIAD ?
SPF M7 SA X2 b —HTE3HBE(E. SPF DHDFRET DMARC LI—RZBEVWTEEULXRHDEE A
TDiFE DKIM [FATEHDERE A

.Co.jp & .jp DA ZFEIFLUTVD. BUILI—THLWAED RAAL > TERELTVWDIES. XEX
EE5MCEHFEERLE. DMARC DA IEEX IRV ?
—A%EY(C(E SPF + DMARC MEAHAENDENBEZTIDT., BIEIIUIENSINIE. EESHDRAA 2 (TH—
SNBDON,. RESVRLEBWET, 2DHd EZEICEE URITNUEWITRNDT)
(CATRRT—XIFIRNEBWETH) FIX(E. Envelope From (& .co.jp. Header From (& .jp DKDREA—IL%Z
*xdHE(E. .jp Ald DKIM TE&UT. DKIM D754 A> hzE— S, DMARC=pass 3§ dUWENHDET,

ZIELT DMARC (CXBDT1ILFUTZULIZWZITTULIZS., BMRHDFELE A

©Internet Initiative Japan Inc.



DMARC L7k— MEE(CDWT

DMARC DL K— hZIXDETS—EIRD RAAHNEDBEIE R AL TES L\ (B8
LIR—bDXEE T4 — R\ IHDHEDTETNET,
RITHBAEZCZECEFFINGDIDOTRIFEEDHNDET ...
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