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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments o be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending
We propose a solution o the double-spending problem using a peer-to-peer network
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation  increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What iis needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers.  In
this paper, we propose a solution to the double-spending problem using a pecr-to-peer distributed
umcsmmp server to generate roof of the order of The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.

bitcoin.org



https://bitcoin.org/bitcoin.pdf

[BA LRBZTH—I\EIE
BFEREZALREIVT <::%E::>

o EBFTEDEARMZERILT H-ODEERIM
o EFER AAMEELHA

o AALRBUT  T—HADFHECRIEEFRAEIHA

fmf
i
i
>
fm
il
I
w

REFEOH

o ARANDERMLI-EEEN 2BHDEE

o 2BNEEEICHENRELIIGS. EEoMEL
SNBHDH? 200X4EX A XH 200X4EXHA AH

= RIZEBREShE=ANMEELESNS
= KADNERB L= ERLIFTTHL TOW D e SN T=
DMELDTBEHRMNEE



2| G RE /B D R LEREE

BEZIRER
o TIURIT—ED/NYIAEIZHRLT, IRERKZZE B ZIZREE /S
HABHE=AA LRI TEHT (TSA)

o BEMRZIHoF-FALRFIVTFRITLAGNIE

FREL TS T s |
(D vvafE | [@ B4 LREST

(/v afBE+EZl1EER)
o E:‘l-f?”m..nIEFJ%rL:lFHJL/tJJT*L(i?&b?&L\ ‘ /Ny a8 % lﬁ
H#?”m. nIE%fﬁ{"'.”’.sz"b ?

H#;"IJ.:L nIE%?b\TIEEJ’O ht}'DT-b ?
ESHLTF—4

o =>ThodIERIVAYE, [P2PITREE 1SR T

LIZEYFERLES ELI- A A TAYIFI—




P

— —\ ABYATLOBEEETIL

@ SESFLEFETILOERZMNS

@

. -




AR AT LIZE T HEZ EH

Y—v VT —LDFI

o U—I¥)LT—LIZEVT, HEBEDHEHETFD [ F—LY—n

—

HZBMTEDREARNDEREZEZD

o MADHITEE. ZFTILANV—DISATHAD
O—AILBZESET 556
o WNWITLERISATUDOO—HILEZIANELLEIE
HEYA A
SIEITOS MR — =F AP _
o ARIEIZHZATF7UMIOO—HILEZZEIZ{ELT., BSATURA

EENBEELGWREFICREANINETLAT
STLE LA A—AJL
r I A

7247 2kB

a—AJL
BFZIB




AR AT LIZE T HEZ EH

Y—v VT —LDFI

o V—vILT—LIZBWT. HABEDRRETD F—LH—N
HITBMTEDREANVIDREZEZD

o BZIDHEZ. T —LY—N\EDOH—N\FKRZS
By oi5a:

o USATUNEDRZAR—B R IETAHITEES
nd

o RERLICH—NADTIEAMNEHRL, BFH
= %5 (BE—[EE R : SPoF)
= B—[BEREHRI H-OOIHRMHARE >k ~ k2 ZR3 | - ~kn




SRV ATLICBITAEEOEE

H—EERICHITHERIEE

o ISV alE
Y—\DNISva(BFIE)T B

o REMEE
Y—/I\P)IIRAADIGEIZERET 5

o ABASVJER
Y—N\HDEELTNBSRAZIVYT NIZIEE TERLY

o [CEME
P—/N\DILENBHHEE->TLS

o EVUFUEE(EEER)
TOMBLELBLIITRTOES

~

_/

CNODEFICHLTIE, Y—/\DTT
RAE P E R BT ICEY AR READ
—EMZL

ZL{DWebH—E XTI, 5y alE
EPAMZIVTEEFELREEEELTL.
EHUFUBEBEFETIEEELTLVELD

(FIZIEX FEDVIIAMITERMIZIEE LGNSV, [EEEHRELIZYT D)
= P2PYRTLTIK. EYUFUBEENKEELTLERICHKAET 5 ATLAROONS



JavoFr—2OEH R4

ETNFETORHRATLE
TOvIFz—UIFHITHEIDOM ?




TJOvOFI—2OHREER

o BALRIVTH—N\EIHEILILI-CL?
= LRAY— SV R—rDIHEBIOYY I T TIZREBENTWNST7ATT
Time, Clocks, and the Ordering of Events in a Distributed System (19784F)

o EVUFUERREER SI-9BIATLERBRLICE?
= BILLSUR—roICKYERIESN ., RICEAMNLGTZILTYX L ( PBFTAE) HFHBAINTLV:
The Byzantine Generals Problem (19824F)

o NLDFHIFIST4IaTNERMIRT LTCHERATETI
(—IEEICE R LTV = ESHILFIRIRE)


https://lamport.azurewebsites.net/pubs/time-clocks.pdf
https://www.microsoft.com/en-us/research/uploads/prod/2016/12/The-Byzantine-Generals-Problem.pdf

TJOvOFI—2OHREER

FREEZHO/—FREMT IRV —ITES O FUOREREERBELI-CL?
= NIIFHREEEZD

X =L, REGETUFUEEMMHIEETR TETLVEL
(FERMIZEATREEMN OIZHSHBLD T, BEBEMNTEEITEZ ALY

REDESFUOBREMETZILT)XLIE, £2/—FDSEEZE/—FH 39D 1IEKETHHIZEN
EHf=o1-

Evraq o DESILBTREESHO/—FABEHBIZSINTESRV AT LTI, BEEZH-AYMN
RKED/—REBMEE . SRTFLEHERD 39D IULD/—REXERLTLESTENTES(LE
ILIEE)

EvbaAq> D7 AT 7. Proof of WorkERERMEETIILTYXLIZEY ., SEILKBRIZHLT
EAWLHATEtEERES CelcpmL-



P

JAYIFIT—2 vs.

/

@ ST 43IV BOART A
D

)

JAYIFI—ruHHXIIL-

/ Fo—FADODmRZTHS




EEREOR —F47

o JENLKBIHE vs. \TF—TR
Evba4oJOvoFz—2F  ESFOFUBEETIVICEITALE LK EM RS- RE. ERNL
BERBRETIZHICOERBAIN>TLES ( 6EETH 1ER)

o —MRMIZ.BEMEETILOLANLELIFBIFEE DATLONIA—IVRIEEED

o MHHIYDULEARENS VI3V BDER:
ISy A EEMES AT L B BAEN T IO IVEE (—HRMEWebY X T L)
ESUFUBEEMMES AT L . #E 8BTS F I3V E (PBFTRDLUTALY)
EYUFUBEEQSEIILREMMNE ... R #5023 iBE (Bitcoin, EthereumZz &)



FOvOFI—2DESRAFERIE

LEOTOvHYFI—>

o EVrIALTERAMMNEEBREINI=-TAvIFI—2HE. EvbFaMoDEISLEFEENESR
I THL, SESFELEFIE I DGEICHISARRETH B EEZONT-
(EfEEmEEI D3N, EBHIEDUI7LORFIVIER)

o LAL. ZOEEIT—EOHE AMittE 1 OTRETHE] (SE Y FoBERE) £Ex AL+
THY. VE LK ETEBE LY AT ANERSNDLFE DB T

o F_LT.VEIKEMEDEEZIYKRE., [T—2DOHRIAMMEIOCIEEMEIZELD2D.EY
/2 JOvIFz—r &YUBENIT+—I U REEIRT S [EEOTOVIFI—2 ) HNEHSNE
Hf=




IOV F—2 DERZE R SRR

Y- FHENK
o YR -FHEMNDEBALIZEVr O/ TJAYIFI—2 0 FFEICEFEBL. S EIILKEMEZ(EA
f=\JYwoJOvoFz—r (BFEOITOAVIFI—2) CEFNREDTOAVIFI—2ThHHEER
Ak (Web3 [/ 237y OvoF— HEEEIR )

SoiR—MIk
o EwhbaqIOYIFI—2DEIELE-VATLOERMEEZZEDH DD, ZOHBEIFERL T, ]
EDEBERRTHH0 BEARFERLEEEOTOVIFI—oEERALESET BIRA
(DLT / 28—Sv3avikIavsFr— ##R )

HULVELVIR
o BEOIOVIFI—VERBEDTOVIFI—LORAMHVNENVE
BEELTIEY R - FAENRISHBEL DD, £53ELTNBIEFTUR—MRITEDZEABLY




7K RAFE 0D Wi 6

o SUR—NIR vs. Y - FHEMNR&BHULELVIR
SUR—MNROBANSIE, Y- FHEMNRDAEHNVELIRD AEE—IREICRZ5
(BELTWWAIELFELLTLNSDT)
AE HEZ2OITOVIFI—UFEFRTIRNETHVNEREERRDI=HIZ, TYHPYTOyHsFI—r
FEHH2ELTWVSKIIZRZS

o YIS FHEMR vs. SVR—KIR &HLVELVIR
Y FHEMNRDBANDIEL SUR—MROAEHVEVIRD AIZR—IRREICREZS
(PASELTNATEMNFERLTLNSDT)

JOvOFz—CDFREEEBET . LAS—(FSToiar L) BEMIICHEIHhA TS ELSIC
RZ5



ELIS: &8

TOvIFz— OEMNES

o EYUFURMBRMEE LM RTL [F. 5UR—oITEoT 1980FRICIFFEL TV A, BEE
/—FA 3R DIKRETHDLGE HHRRHLELL, ENBREIESLNof

o TOVIFI—UERMIZKY. FTHESHO/—FASMIE0HIATLT . EYUFUEEYL JEIK
BIEANEL AL THBTESES (ot (100%RRTERTIXEL)

TOvoF—o DS E

o (EHMMLENESATLTIX, 95V aBEOFIMIVIEELEITEBLTHL. EYUFUEEXTIEE
B3NN EMZ o

o EVrIAUDEIGZICLY. BB RATLIZEITE EXFUMR :
[2H--(EEEARICKIBERET —FDORIERAY., RELZELN SR E1I:L7‘-)

o LHAL.VELKEBREEFTROOLNAZNELSKRIZSODVTIEFEENRAHINTILNS (Web3//8TYwHT
Ay Fz—2ik vs. DLT//A—3wi 3 R AvIFr—2ik)




Web3DFESHRICIKZ T

R DOERZEXRMN IR A &S

o HHRAFEW: TOVIFI—V)DEKIE, REBVCPESDXARICE>TELGDHIEN S

o HARAEDERZE —MICLMEATWEWEWI:TTAYIFI—2DEKRITOOZIEETEH
[CEZTNAE)  MDERTEDAREZFLS>TWLSAEDIAZ A= —2ar N TELGLLGD

RAEOEKRERFISHLATELD

o MFODEATLWAIRAEDEKRMNBDDHEREELG>TULTEL HFARESTVDEMEL THE
MEEZASERIEHTI HITAIEER (BRI SHAMELRIIRTFIT D)

o BRUMMNHLIEZAIRICLTHFO I REZERTHLICEDH ., TDO L TESRMWGEREZ
LTUKEENRE



Thanks! —

ﬁﬁ:ﬁ — ,ﬁ‘ﬁf;&

kasaki-nagato@dmm.com

CREDITS: This presentation template was created by
Slidesgo, including icons by Flaticon, and infographics &
images by Freepik.

Please keep this slide for attribution.



http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
mailto:kasaki-nagato@dmm.com

